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Chapter 1

Preface

1.1 Disclaimer

The papers provided are contributed by students of the i523 class thought at Indiana Uni-
versity in Fall of 2017. The students were educated in plagiarizm and we hope that all
papers meet the high standrads provided by the policies set at Indiana University in re-
grads to plagiarizm. In case you notice any issues, please contact Gregor von Laszewski
(laszewski@gmail.com) so we cn address the issue with the student.

1.2 Citation

The proceedings is at this time available as a draft. To cite this proceedings you can use the
following citation entry:

@Book{las17-i523,

editor = {Gregor von Laszewski},

title = {Use Cases in Big Data Software and Analytics},

publisher = {Indiana University},

year = {2017},

volume = {1},

series = {i523},

address = {Bloomington, IN},

edition = {1},

month = dec,

url={https://github.com/laszewski/laszewski.github.io/raw/master/papers/vonLaszewski-i523.pdf}

}

Contributors to the volume can cite their contribution as follows. They just need to
FILLIN the missing information

@InBook{las17-,
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Big Data Analytics and Insurance Fraud Detection
Qiaoyi Liu

Indiana University of Bloomington
3209 E 10th St

Bloomington, Indiana 47408
ql30@umail.iu.edu

ABSTRACT
�is paper is to analysis how people using big data to detect Insur-
ance Frad in real life.

KEYWORDS
i423, hid106, Data Science, Big Data Analytics, Cloud Comput-
ing,frad detection

1 INTRODUCTION
Digitization set apart by an increasing number social media and
mobile devices is shi�ing the business landscape in every sector
insurance included. �e opportunity presented by this aspect for
insurance companies are immense. Communities and social net-
works enable insurers to interface with their clients be�er, which
to their advantage improves branding, customer retention, and
acquisition [5]. Insurance companies additionally get a plenty of
contributions from computerized data as feedbacks, which likewise
can be utilized to develop unique products and aggressive valuing.
Digitization of big data analytics o�ers numerous opportunities
that Insurances Company can harness to detect fraud among their
customers. Dealing with fraud manually has dependably been ex-
pensive for insurance �rms regardless of the possibility that maybe
a couple of minor fraud went undetected [1]. What’s more, the
trends in big data (the evolution in unstructured information) are
prone to numerous fraud, which can go without notice is analysis
is performed correctly. In the proceeding section, the article will
examine important of big data in insurance fraud detection and its
relevancy.

2 IMPORTANCE BIG DATA AND INSURANCE
FRAUD DETECTION

Conventionally, insurance �rms utilize statistical models to rec-
ognize fraudulent cases. �ese models have their limitation [4].
To start with, they employ sampling techniques to assess informa-
tion, which prompts at least one fraud going unnoticed. �ere is a
punishment for not performing a proper assessment of the data pro-
vided. Subsequently, this strategy depends on the cases analyzed
before. �erefore, every time di�erent fraud takes place, insurance
�rms need to manage the impact for the �rst time. Lastly, the
conventional strategy works in silos and is not correctly equipped
for taking care of the natural developing wellsprings of data from
various diverts and diverse capacities in an integrated way. Analyt-
ics tends to be di�cult and assumes an exceptionally pivotal part
in fraudulent recognition for insurance �rms. In the proceeding
section, the signi�cant bene�ts of utilizing big analytics in fraud
detection assessed.

2.1 Identi�cation of low incidence events:
Utilizing sampling methods accompanies its particular arrangement
of acknowledged mistakes. By using analytics, insurance can man-
ufacture frameworks that go through every fundamental datum.
�is like this distinguishes events with low frequency (0.001%) [3].
Methods such as predictive modeling can be utilized to altogether
break down processes of fraud, channel clear cases, and allude
low-rate fraud cases for facilitating analytics.

2.2 Enterprise-wide solution:
Analytics help in building a global point of view of the anti-fraud
endeavors all through the undertaking. Such a point of view regu-
larly prompts dominant fraud location by connecting related data
inside the association. Fraud can happen at various source focuses
premium, claims or surrender, application, employee-related or
outsider fraud. In the meantime, insurance channel broadening is
adding to the breakdown of identi�able information. Insurance-
related exercises should be possible using cell phones separated
from the conventional face-to-face and online Insurance [2, 4]. �is
can be seen as an expansion to data storehouses in the Insurance
business. Given more prominent channel enhancement and the de-
velopment of ranges where fraud can happen, it is vital for insurers
to have reachable enterprise-level data about their business and
clients.

2.3 Data Integration:
Analytics assumes a vital part in incorporating information. Viable
fraud recognition abilities can be worked by joining information
from di�erent sources. Analytics additionally help in integrating
inside information with outsider information that may have predic-
tive signi�cance, for example, public records. Information sources
with derogatory properties are on the whole public documents that
can be incorporated into a model. Cases include liquidations, liens,
criminal records, judgment, abandonment, or even deliver change
speed to show transient conduct. Di�erent sorts of outsider infor-
mation can be useful in upgrading e�ectiveness, for example, audit
evaluating data to decide whether harms coordinate portrayal or
misfortune or injury being guaranteed [1]. A standout amongst
the most under-used information sources is doctor’s visit expense
audit information. �is information, if utilized as a part of a model
legitimately, is a gold dig for organizations researching medical
fraud. Revealing peculiarities, in charging and adding these to the
next scoring motors or interpersonal organization analytics will di-
minish the measure of time an agent or expert spends endeavoring
to pull the majority of the pieces together to recognize deceitful
action.
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2.4 Harnessing Unstructured Data:
Analytics is useful for ge�ing the best incentive from unstruc-
tured information. Fraud can be delicate or hard. �is depends
on whether it comprises of a policyholder’s misrepresented cases,
or on the o� chance that it contains of a policyholder arranging
or creating a misfortune. At an abnormal state, fraud can happen
amid commission discounting, because of false documentation, an
arrangement between parties or from is o�ering [5]. Albeit bunches
of organized data is put away in an information distribution center
as a component of numerous applications, a signi�cant portion of
the vital data about a fraud is in unstructured information, for ex-
ample, outsider reports, which are not assessed. In most insurance
�rms, data accessible in online networking is not suitably stored.
An uncommon investigative-unit specialist will concur that un-
structured information is vital for fraud examination. Since textual
information is not straightforwardly utilized for reporting, it does
not discover a place in most information stockrooms [3]. �is is
the place content examination can assume a crucial part in check-
ing on this unstructured information and giving some valuable
experiences in fraud discovery.

3 RELEVANCE OF BIG DATA IN INSURANCE
FRAUD DETECTION

Big data analytics is a reality for the insurance company because
of its capability to enhance various conventional technologies and
be used to detect fraudulent acts. In the proceeding section, the rel-
evance of big data and insurance fraud detection will be examined.

3.1 Text analysis
In numerous Insurance fraud recognition ventures, from 33% to
one-portion of factors utilized as a part of the fraud location model
originate from unstructured content data. �is is particularly help-
ful for long-tail claims, for example, damage claims, because the
best information frequently is found in claim notes [4] . Content
mining is something beyond keyword sorting. Excellent content
analytics apparatuses translate the importance of the words to es-
tablish context. Innovation that is adroit at preparing common
dialect can help remove factors from the unstructured content that
can be utilized for assist fraud modeling.

3.2 Data Management
Regardless of where your information is stored �� from legacy
frameworks to the valid information stockpiling structure, Hadoop
�� an information administration framework can enable insurers to
make reusable information rules. �ey give a standard, repeatable
strategy for enhancing and incorporating information [3]. Prefer-
ably, you need a framework that interfaces with di�erent infor-
mation sources. It ought to have streamlined information league,
relocation, synchronization, organization, and visual assessment.

3.3 Event Stream Processing
�is enables insurers to investigate and processes in movement
(i.e., process streams). Rather than pu�ing away information and
running questions against data, you store the inquiries and stream
the data through them [5]. �is is foundational to both ongoing

fraud identi�cation (invigorating fraud scoring) and successful uti-
lization of great high-speed information sources similar to vehicle
telematics.

3.4 Hadoop
A free programming structure that assesses and prepares of tremen-
dous collected information in a distributed environment of com-
puting. It o�ers gigantic details stockpiling and super-quick pro-
cessing at around 5 percent of the cost of convection less-adaptable
databases. Hadoop’s mark quality is the capacity to deal with orga-
nized and unstructured information (counting sound, text, and vi-
sual), and in expansive volumes. Insurers either can employ Hadoop
specialists to exploit the structure or purchase items that sca�old to
existing databases and information distribution centers[1, 3]. �is
foundational innovation for making predictive analytics models
stays one-step in front of fraudsters and spillage of paid-out cases
cash. �e exchange observing advancement innovation used to bat-
tle regularly complicated illegal tax avoidance utilizes Hadoop as a
center stockpiling and sorting out innovation. Complex organized
crack rings and therapeutic factories, for instance, are conveying
progressively modern techniques for laundering cash stolen from
auto insurers.

3.5 In memory
In-memory analytics is a processing style in which all information
utilized by an application is put away inside the principal memory
of the computing condition. Instead of being available on a disc, the
data stays suspended in the mind of useful sets of PCs. Di�erent
clients can share this information with numerous applications in a
quick, secure, and simultaneous way. In-memory analytics likewise
exploits multi-threading and distributed registry [1, 5]. �is implies
clients can disseminate the information (and complex workloads
that process the data) over di�erent machines in a group or inside
a single server condition. In-memory analytics manages questions
and information analytics, yet also is utilized with more-complex
procedures, for example, predictive analytics, machine learning,
and analytics. �e sorts of neural-network analytics that assist
insurer in discovering association among suspects sustaining claim
and premium fraud depending on the kind of processes

3.6 So�ware as a Service (SaaS)
Predictive modeling and di�erent analytics were accessible to large
insurance net providers willing to introduce the innovation on lo-
cation as of not long ago. So�ware as a service has advanced to
even where genuinely li�le insurers can exploit Big Data analytics
[1]. Insurance providers subscribe to a service keeps running by a
seller as opposed to paying for the vast buy, establishment, and sup-
port of in-house frameworks. SaaS likewise is named ”on-demand
so�ware.”

4 CONCLUSION
Big data analytics is e�cient means that insurance organization
can use to structure their data in a manner to detect insurance fraud
analyze events. More importantly, big data analytics o�ers implies
that insurance companies can use to develop predictive analytics
to identify unknown and suspicious events taking place within

2

12



databases systems. More importantly, big data analytics provides
means for management of large insurance data e�ciently. Addi-
tionally, big data analysis can be integrated with another source of
information such as public records to determine individual pro�les
and chances of commi�ing an o�ense. Notably, big data analytics
as SaaS can be used with a di�erent level of insurance �rms to
detect fraudulent activities in a cost-e�ective manner.

ACKNOWLEDGMENTS
�e authors would like to thank Dr. Gregor von Laszewski for his
support and forma�ing in writing this paper.

REFERENCES
[1] Chui M. Brown, B. and J Manyika. 2011. Are you ready for the era of �big data�?

McKinsey �arterly 4, 1 (2011), 24–35.
[2] Chiang R. H. L. & Storey V. C Chen, H. 2012. Business intelligence and analytics:

From big data to big impact. MIS�arterly: Management Information Systems
36, 4 (2012).

[3] A. A. Crdenas, P. K. Manadhata, and S. P. Rajan. 2013. Big Data Analytics for
Security. IEEE Security Privacy 11, 6 (2013), 74–76.

[4] Shaun Hipgrave. 2013. Smarter fraud investigations with big data analytics.
Network Security 2013, 12 (2013), 7–9.

[5] Eric Siegel. 2013. Predictive analytics: �e power to predict who will click, buy, lie,
or die. Number 103-110. John Wiley & John Wiley & Sons.

3

13



Can Blockchain Mitigate the Opioid Crisis Through More Secure
Drug Distribution?

Saurabh Kumar
Indiana University

Bloomington, IN 47408, USA
kumarsau@iu.edu

Mathew Schwartzer
Indiana University

Bloomington, IN 47408, USA
mabschwa@iu.edu

Nicholas J Hotz
Indiana University

Bloomington, IN 47408, USA
nhotz@iu.edu

ABSTRACT
Like TCP/IP in the 1970s and 1980s, blockchain is a new, intriguing
but grossly misunderstood technology that is still in its infancy. It is
commonly misunderstood as just a technology for Bitcoin and cryp-
tocurrencies. However, blockchain’s use cases extend beyond just
�nancial transactions and cryptocurrencies and have the potential
to transform nearly every industry including healthcare and supply
chain. As the technology matures, additional transformative use
cases could expand into drug distribution; speci�cally, a blockchain
system for prescription opioid distribution could theoretically miti-
gate some aspects of the opioid crisis.
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1 INTRODUCTION
1.1 �e Need to Modernize Global Record

Keeping
Contracts, transactional records, and veri�cation systems are part
of the foundational core of the global economy. However, as Iansiti
and Lakhani [25] explain, these tools have not modernized to keep
up with the needs of the rapidly evolving global economy and
are “like a rush-hour gridlock trapping a Formula 1 car.” Records
and transactions are still being managed as they were in the 20th
centurywhich creates broad consequences for nearly every industry
including supply chain and healthcare.

In supply chain, data management methods for records and logis-
tics are usually inconsistent across the di�erent levels of a supply
chain [3]. �e outdated record management method encourages re-
dundant data to be stored at the same organization as well as across
the supply chain which increases IT maintenance costs and de-
creases trust and transparency [18]. �ese issues prevent a tertiary
party, like the government, to e�ectively scrutinize records.

Outdated data management processes also negatively impact
healthcare. In the USA in 2014 healthcare fraud cost an estimated
$272 billion [12], and in 2016, healthcare data breaches impacted
over 27 million patients [9]. Today, medical data management
is sti�ed by antiquated technology that limits patients’ ability to
manage and control access to their electronic medical records [13].
In addition, pharmaceutical supply chains are enervated by cur-
rent record-keeping technologies. Transactional records are rarely
shared across pharmaceutical supply chain organizations which
consequently increases inventory levels [35]. As a result, total
healthcare cost and the opportunity for counterfeit drugs increases
[48]. In addition, veri�cation systems are o�en independent among

supply chain retailers and prescribers. �e lack coordination opens
the door for “doctor shopping” and greater prescription medication
abuse [14].

1.2 Rational Exuberance for Blockchain
Blockchain, “an open, distributed ledger that can record transac-
tions between two parties e�ciently and in a veri�able and per-
manent way” [25], has the potential to resolve these and other
fundamental problems of the global economy by overcoming many
of the antiquated shortcomings of the traditional means of manag-
ing and verifying contracts and transactions. However, like TCP/IP
in the 1970s and 1980s, blockchain is an immature technology that
faces numerous challenges to mass adoption. In spite of its current
limitations, blockchain is already seeing promising applications in
various industries extending beyond just �nance including health-
care and supply chain. One particularly exciting use case sits at
the intersection of healthcare and supply chain for a more secure
distribution system for opioid medications that could potentially
mitigate the opioid crisis.

2 BLOCKCHAIN OVERVIEW
2.1 �e Blockchain Framework
Blockchain is a foundational technology comprised of numerous
technological processes and entities. Some of the most signi�cant
pieces follow.

2.1.1 Node. Nodes are the individual units connected to the
blockchain network. �ey are computers with adequate so�ware
to maintain a blockchain. �e blockchain network connects all the
nodes and can read and write data to a block [47] [28].

2.1.2 Block. Blocks are the group of records, bundled together
by nodes. �ey follow a speci�c set of rules and have limited size.
Blocks are also linked to the last generated block, thus forming a
chain [47].

2.1.3 Smart Contracts. Smart contracts are the codes with time
stamps to represent a contract [47]. Iansiti and Lakhani [25] believe
that “’smart contracts’ may be the most transformative blockchain
application at the moment,” because they allow for automatic pay-
ments whenever contract conditions are met.

2.1.4 Submit Transaction. In case of a new transaction submis-
sion to the network, an individual node circulates it to all the other
nodes in the network [47]. �e main purpose of circulation is
approval.
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2.1.5 Transaction Approval. When a transaction is submi�ed
and circulated in the network, each node veri�es it. Invalid trans-
actions are deleted [47].

2.1.6 Consensus. For multiple systems to work in a distributed
network, they must have an agreement. Such a structure is useful
in case of fault tolerance when those agreed set of protocols help
to restore the data [47].

2.2 Data Types in Blockchain
�ere are three major types of data stored on a blockchain, namely
un-encrypted, encrypted and hashed [18].

2.2.1 Un-encrypted Data. All the organizations have read ac-
cess to the un-encrypted data. Such data is fully transparent and
facilitates immediate dispute resolution [18].

2.2.2 Encrypted Data. �e encrypted data can only be read by
the organizations with the access to such data. �is means an
organization should have a decryption key to read to read the
encrypted data. Encrypted data provides restricted access but is
also stored in every node in the blockchain. In case of a dispute, the
decryption key could be used by di�erent organizations to rectify
the entry or deletion of any record [18].

2.2.3 Hash Data. Hash data is also a hidden data, where hash
keys act like �ngerprints to represent changes or entry for any
data record. Each organization can easily con�rm their hash keys.
Breaking the hash key is nearly impossible. Only the hash key is in
the blockchain while the record data is stored o�-chain by individ-
ual organizations. Data could be revealed, in case of a dispute, by
the respective organization [18].

2.3 Bene�ts of Blockchain
Blockchain’s framework and data types provide such broad-ranging
bene�ts that blockchain has been proposed as the “cure” to solve
many of the world’s problems. �is exuberance stems from the
fundamental bene�ts that are cornerstones to nearly every industry.

2.3.1 Trust. Blockchains enable parties that do not know each
other to trust each other. No single organization is trusted to main-
tain the records. Instead, all organizations must approve the con-
tents of the record in order to avoid disputes. �erefore, records
should have a time stamp and an origin proof. Normally, a third
party facilitates this requirement. Blockchains can provide an alter-
nate solution, where organizations jointly manage the records and
preventing corruption by a single organization [18].

2.3.2 Access. Blockchains allow for greater control over what
information is and is not accessible. �e technology enforces iden-
tical data to be stored by each organization. When one copy is
updated, all the other copies are also updated. �is eliminates the
need for a third party to facilitate management of records [26].
Alternatively, di�erent levels of read and write access could be pro-
vided to di�erent organizations. Although some meta data should
be stored in the public ledger.

2.3.3 Redundancy and Security. Blockchain also assists in pro-
viding security by disallowing redundancy at the same node. In the

areas of logistics and inventory data, blockchain provides a new ap-
proach to supply chain management. �e core logic of blockchain
does not allow duplicate entries to be created in the same place
[3]. A unique inventory can have a single entry with multiple up-
dates, but not duplication. �is prevents the organizations from
creating false information. In the example of a drug inventory, the
shipment status for a batch of drugs will be updated for everyone,
everywhere. Each entry could be tracked back to its origin [3].

2.3.4 Transparency. Transparency in a business helps to grow
trust among organizations. Sharing information can improve rela-
tionships among these organizations. Without blockchain, trans-
parency is hard to achieve. Blockchains can help improve the visibil-
ity of contracts, legal documents as well as other inter-organization
data [47]. Organizations are not obligated to show all of their data.
Some access can be provided to data that could be useful to other
organizations and a shared collection of records can also be stored
and managed by co-operation from di�erent organizations.

2.3.5 Low Transaction Costs. �rough by-passing third-party
veri�cation systems such as brokers, lawyers, or banks, blockchain
could signi�cantly reduce transaction costs. Not only will this
lower costs for existing transactions, it could open up the market
for micro-payments [25].

2.4 Challenges to Blockchain Mass Adoption
While it indeed has the potential to help awide variety of theworld’s
problems, it should not be viewed as a panacea. Blockchain is not
mature enough to support mass-market adoption and faces numer-
ous challenges. Rabah [42] states that to be e�ective, blockchain
needs to overcome its shortcomings of lacking standard protocols,
unclear regulation, large energy and computing power consump-
tion, privacy, cultural adoption, and high initial capital require-
ments. Tapsco� and Tapsco� [51] agree that its current technical
infrastructure is not su�cient, its energy consumption and compu-
tational requirements are not sustainable, and user-friendly systems
have yet to be designed that would allow for mass market adoption.

Society would have to dismantle many technological, gover-
nance, organizational, and cultural barriers to create new founda-
tions for a new world economy that relies heavily on blockchain
[25]. �is will come at the cost of some existing societal norms,
core business functions, and people’s jobs [25] [42].

2.5 Technology Adoption Lifecycle
Iansiti and Lakhani [25] argue that the process for mass adoption of
blockchain may take longer than expected but will follow a fairly
predictable technology adoption pa�ern that parallels the adop-
tion of TCP/IP (transmission control protocol / internet protocol).
TCP/IP started as single-use and matured to localized uses, substitu-
tions, and transformations. It was introduced as a single-use in 1972
for e-mail in ARPAnet, a precursor to commercial internet for the
US Department of Defense. Met with skepticism, this technology
slowly gained traction among some �rms in the 1980s and early
1990s for localized use and did not become mainstream until the
emergence of World Wide Web in the mid-1990s. �is then paved
the road for infrastructure companies to provide the necessary hard-
ware and so�ware to establish “plumbing” systems for the internet.

2

15



Once the technical infrastructure was mature enough, companies
then developed businesses that substituted existing services with
online services (such as Amazon books instead of Borders). Finally,
a wave of companies created transformative applications that fun-
damentally changed service experiences (such as Napster in the
music industry or Skype in telecommunications).

Similarly, blockchain was also launched for a single use in 2009
for Bitcoin, a virtual currency. Blockchain has matured to extend
beyond cryptocurrencies and is now being applied for various lo-
calized uses including in healthcare and supply chain. It took over
30 years for TCP/IP to realize its potential, and blockchain will like-
wise require decades to mature into a revolutionary economic force.
However, companies can start planning for this revolution today
and implement blockchains that follow seven design principles [25]
[51].

2.6 Seven Design Principles for Blockchain
Tapsco� and Tapsco� [51] in their book Blockchain Revolution
propose seven design principles that, when appropriately applied,
can help blockchain move down the technology adoption lifecycle
and create more honest, cost-e�ective, and accountable systems.

2.6.1 Networked integrity. Because all organizations on the blockchain
must approve updates, “Participants can exchange value directly
with the expectation that the other party will act with integrity.”
[51].

2.6.2 Distributed Power. Since the blockchain is distributed
across a broad network, it cannot be dismantled by authoritar-
ian power, hackers, or other bad actors. �ere are no single points
of failure and the blockchain can still perpetuate even if numerous
nodes are compromised [51].

2.6.3 Value as Incentive. Blockchains can align incentives of
individual participants with the interests of the entire blockchain.
�is minimizes organization problems and con�icts of interests
[51].

2.6.4 Security. Blockchains can protect against hackers, mal-
ware, ransomware, and identity the� by using a variety of security
features. Public key infrastructures, private keys, public keys, and
veri�cation methods verify participant activities and prevent bad
actors from overriding the network [51].

2.6.5 Privacy. Blockchains can and should provide participants
with the freedom to expose as li�le or as much information about
themselves as they desire. �is allows a participant to act anony-
mously when desired or to share sensitive information with only
appropriate parties when needed [51].

2.6.6 Rights Preserved. To protect against counterfeit items, a
blockchain can serve as a public ledger of ownership [51].

2.6.7 Inclusion. Currently, access to certain �nancial services
is limited to those who are deemed “creditworthy”. Blockchains
can and should have signi�cantly lower bars of entry that are not
managed by banking institutions so that even a poor rural former on
a remote corner of Earth who isn’t creditworthy, could participate
in the blockchain [51].

3 BLOCKCHAIN APPLICATIONS
3.1 Supply Chain
Blockchain, being a public ledger, can be used in di�erent domains
with slight variation in its core a�ributes. While the general imple-
mentation says that the data of a single block is public to all the
nodes, di�erent sets of access rights could be provided to di�er-
ent classes of users. Such implementation of blockchain could be
applied to a supply chain network.

A supply chain requires the involvement of various parties help-
ing each other. �is is generally a one-to-one chain network. O�en,
each organization uses di�erent technologies for record keeping.
Record keeping could involve any information ranging from direct
communications to logistics. Trust is an important issue between
organizations. Most of the organizations in a supply chain keep in-
dividual records, which are not public to other organizations in the
supply chain. Organizations share some information like contracts
or notarized data. An e�cient management of such shared data
can be accomplished using a blockchain. �e blockchain provides
the ability to collect, record, and notarize di�erent types of shared
data [18].

Blockchain could also facilitate storing and maintaining logistics
data. Such an application could be useful in the �eld of healthcare,
where the government wants to monitor the supply of drugs. An
ideal scenario for this would be to mitigate issues like the opioid cri-
sis. Blockchain technology could simplify storage and management
of trusted information. It could provide easy access of such criti-
cal public sector information to government organizations while
providing data security [50]. Blocks comprise of the data records.
When these blocks are added to the chain, they become immutable.
�is means they cannot be deleted or changed by a single organi-
zation [50]. A consensus has to be reached by a majority of the
organizations for changing any record. Such a feature helps to
maintain the security of the records by eliminating data corruption.
Each block is veri�ed and managed using some shared protocols.
�is process can be automated to allow ease of data entry. Two
uses cases are for counterfeit detection and data analysis.

3.2 Healthcare
Representing over 17% of the United States’ GDP, healthcare costs
continue to soar [14]. More e�ective data management could ad-
dress many of healthcare’s fundamental issues, and according to a
2011 McKinsey report [33], more e�ective health data management
could save $300 billion annually. Current innovations focus on
placing patients at the center, privacy and access, completeness
of information, and cost [14]. �ree interesting applications of
blockchain for healthcare are in claims adjudication, cyber security
and healthcare IoT, and electronic medical records [9].

3.2.1 Claims Adjudication and Fraud Prevention. In 2014, the
Economist estimated that the United States wasted $272 billion
dollars on healthcare fraud [12]. Blockchain could not only min-
imize fraudulent billing; but, by automating claims adjudication
and billing processes, obviate the need for administrative and trans-
actional costs through third parties. Gem Health and Capital One
are developing a blockchain-based solution for healthcare claims
management [9].
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3.2.2 Cyber Security and Healthcare IoT. In 2016, there were 450
reported health data breaches, impacting 27 million patients. Hack-
ing and ransomware were responsible for 27% of these breaches.
Each additional connected medical device serves as a potential en-
try point for bad actors. With an estimated 20-30 billion healthcare
IoT devices by 2020, blockchain could secure these devices and
protect con�dential data. Telstra, IBM, and Tierion are three com-
panies that are developing cyber security solutions for connected
healthcare devices [9].

3.2.3 Electronic Medical Records. Beleaguered by sti�ed tech-
nology development, limited ownership control by patients, frag-
mented information systems, and risks of electronic protected
health information hacking, electronic medical records have per-
haps the most important use cases for blockchain [57]. Blockchain
can provide interoperability of healthcare information, improved
security, patient-centric control, and immutable records [9]. �ree
examples of blockchain-based EMRs include MedRec, Medicalchain,
and the Estonian eHealth Foundation. First, by leveraging smart
contracts on the Ethereum blockchain, MedRec is a prototype sys-
tem that provides patients with “one-stop-shop access to their med-
ical history” and shows promise to give ownership of health in-
formation back to the patients who can selectively share access
through a modern API interface in a secure manner [13]. Second,
Medicalchain is a permissioned blockchain distributed on networks
of international healthcare providers that allow patients to transfer
medical records across national borders [14]. �ird, a data security
company called Guardtime is using its Keyless Signature Infrastruc-
ture system in partnership with the Estonian eHealth Foundation
to store Estonian health records on a blockchain.

4 THE OPIOID CRISIS
4.1 Addiction Risk
Since the late 1990s, pharmaceutical companies have downplayed
the addictive risk of opioids [38]. However, the addictive nature of
prescribed opioid painkillers increases the “potential for unforeseen
adverse events for the patient, including overdose, experience of
physiological dependence and subsequent withdrawal, addiction,
and negative impacts on functioning” [54]. Patients with whole-
some medical intentions o�en fall victim to the pills’ addictive
nature. Misuse and eventual abuse of prescribed opioid painkillers
are common: 21%-29% of patients prescribed opioids for chronic
pain misuse themwhile 7.8%-11.7% develop an addiction [54]. More-
over, an opioid addiction o�en serves as a gateway to other illegal
drug use. With similar highs, prescription opioid addicts o�en
transition to heroin, an illicit street-made opioid, since it is cheaper
and easier to obtain. In fact, 4%-6% of patients using prescribed
opioids develop a heroin addiction [38]. Whereas, 75% of heroin
users began their opioid addiction with prescription opioids [7].

Despite these risks, opioids are still prescribed at alarming rates.
In fact, the United States, with about 5% of the world’s population,
consumed 80% of the world’s opioid prescriptions from 2001-2010
[54]. Between 1999 and 2015 the amount of prescribed opioids
painkillers such as codeine, fentanyl, oxycodone, Demerol, and
Vicodin quadrupled. In the same time period, opioid-related deaths
also quadrupled.

4.2 Health Impact
�e epidemic has become so severe that in October 2017 Presi-
dent Trump was forced to declare it “a national health emergency”
[37]. With no signs of stopping, this epidemic is burgeoning across
America killing nearly 91 people a day [45].

In 2015, 33,091 Americans died from an opioid overdose with
rural white males at the greatest risk of an opioid overdose. White
Americans (27,056) died the most, followed by black Americans
(2,741), and Hispanic American (2,507). Generally the middle-aged
population wasmost at risk with the following percent distributions
by age group [17]:

• Aged 0-24: 10% of the opioid-related deaths
• 25-34: 26%
• 35-44: 23%
• 45-54: 23%
• 55+: 19%

Males die nearly twice as frequently from an opioid overdose, rep-
resenting 65% deaths compared with 35% for females [17].

4.3 Financial Impact
�e health impacts are the primary reason for concern, but the �-
nancial liability associated with the epidemic is also increasing. �e
estimated �nancial impact of the crisis grew from $55.7 billion in
2007 [2] to $78.5 billion in 2013 [15]. Of the total economic burden,
roughly 25% or $20 billion is conveyed to the public sector [15]. Par-
titioned between workplace, healthcare, and criminal justice costs,
the overall �nancial burden will continue to rise until a reversal in
current trends.

Opioid drug makers are also exposed to signi�cant �nancial and
legal liabilities as lawsuits accusing pharmaceutical companies of
deceptive marketing are commonplace. A�er a U.S. Justice Depart-
ment probe in 2007, the maker of OxyContin pleaded guilty to
federal charges and paid $634.5 million. In later cases, OxyCon-
tin maker Purdue Pharma LP se�led two additional cases for a
combined $43.5 million. Since then governments litigating the cul-
pability of opioid drug makers include “South Carolina, Oklahoma,
Mississippi, Ohio, Missouri and New Hampshire as well as cities
and counties in California, Illinois, Ohio, Oregon, Tennessee and
New York” [43]. In a suit �led in April 2017 against the three largest
drug retailers in the USA - CVS, Walgreens, and Walmart - lawyers
for plainti�s Cherokee Nation claim that the “Defendants turned a
blind eye to the problem of opioid diversion and pro�ted from the
sale of prescription opioids to the citizens of the Cherokee Nation
in quantities that far exceeded the number of prescriptions that
could reasonably have been used for legitimate medical purposes”
[21].

4.4 Responses to Mitigate the Crisis
�e private sector, government, and academia alike recognize the
importance of solving this crisis and are implementing strategies
to help mitigate the opioid crisis.

4.4.1 Private Sector. Drug retailers are taking immediate action.
In September 2017, CVS pharmacy announced actions to limit pa-
tient supply of prescription opioids to seven days, to restrict the
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strength of opioids dispensed for �rst time patients and to install
750 more in-store drug disposal kiosks [5] [19].

A longer-term private sector solution is through the use of ra-
dio frequency identi�cation (RFID) technology as a method to
improve supply chain security [52] [56]. RFID tracking tags are
small microchips that are either printed, etched, stamped, or vapor-
deposited onto product labels and are intended to replace barcodes.
RFID can be read without direct line of sight and at distances up
to 30 feet. Research shows that RFID tags have the potential to
reduce costs, increase transparency, and identify counterfeit lots.
RFID tags have many advantages over current barcode tracking
methods. RFID tags can hold up to 32,000 alphanumeric characters
compared to just 20 in a barcode. RFID tags have a much higher
upfront cost but decrease total supply chain cost due to the timely
process to scan each individual barcode. And unlike RFID tags,
barcodes are susceptible to wear and tear and are easily replicated.
RFID technology also has its �aws. In addition to the higher upfront
cost, each tag costs between 5-10 US cents, sign�cantly higher than
bar codes. Moreover, they are vulnerable to electromagnetic inter-
ference and poor manufacturing, are larger, and require a much
larger IT infrastructure [52] [27]. From a security and transparency
perspective, RFID technology is a good option to conform to �e
Drug�ality and Security Act [1].

4.4.2 Government. �rough policy and politics, the federal gov-
ernment is a�empting to �nd solutions to the epidemic. In the same
address President Trump declared the opioid epidemic a national
health crisis, he proposed “really tough, really big, really great adver-
tising” [11]. Tom Price of the U.S. Department of Health and Human
Services outlined a more detailed federal long-term plan including,
“improving access to treatment and recovery services, promoting
use of overdose-reversing drugs, strengthening our understanding
of the epidemic through be�er public health surveillance, provid-
ing support for cu�ing edge research on pain and addiction, and
advancing be�er practices for pain management”[41]. Additionally,
President Trump’s Commission on Combating Drug Addiction and
the Opioid Crisis repeatedly mentions “data sharing” as a method
to cope and limit the opioid crisis [37].

Multiple studies indicate that states with strong prescription
drug monitoring programs (PDMPs) show a signi�cant reduction
in the number of opioid-related deaths [39] [40]. Evidence suggests
that 72% of physicians were aware of their states’ PDMPs in 2015,
but only 52% used their services. Physicians noted di�culties under-
standing the data formats and retrieval systems as the main barriers
to continual use of PDMPs [46]. As a result, low registration rates
are common in the 49 states that o�er some form PDMPs [20].

Increasing access to Naloxone, an opioid antagonist that rapidly
reverses the opioid overdose damage, may be the most important
immediate solution to reducing opioid-related deaths [20]. Between
1998 and 2014, 52,283 naloxone kits were distributed among the
30 states with naloxone distribution programs resulting in 26,453
overdose reversals [20]. 27 states have ”third-party prescription”
laws that allow physicians to prescribe Naloxone to family and
friends of individuals with an opioid addiction [20]. To further
reduce opioid-related deaths states must reduce malpractice liability
for physicians prescribing Naloxone and make Naloxone available
without a prescription [20].

In addition, states have started to pass legislation protecting
Good Samaritans. As of 2014, 23 states had laws protecting coop-
erating bystanders, from low-level misdemeanors and drug pos-
session. Without these laws, bystanders are subject to criminal
charges and even murder if it is proven they supplied the deadly
drugs. Consequently, these laws are necessary to encourage imme-
diate life-saving calls to 911 [4] [20].

Other solutions states should consider is access to medical mari-
juana, as Pardo [39] found that states with legal medical marijuana
dispensaries have lower opioid-related deaths.

4.4.3 Academia. Academic research is helping to propose e�ec-
tive solutions to the opioid crisis. For example, Indiana University
announced plans to commit $50 million and 70 researchers to �nd
solutions that lead to a decline in opioid-related deaths [44]. In
a similar proposal, researchers at the Network for Public Health
Law, Boston University, and Northeastern University proposed a
four-step solution including “improving clinical decision making
and access to evidence-based treatment, investing in comprehen-
sive public health approaches, and re-focusing law enforcement
response ”[10].

5 AN OVERVIEW OF PHARMACEUTICAL
SUPPLY CHAINS

5.1 Network Nodes
Forward facing supply chain activities occur before a customer
purchase. In a pharmaceutical supply chain, forward facing nodes
includes manufacturers, warehouses, distributors, and retailers. Re-
verse facing supply chain activities occur a�er the sale and include
collecting, recycling, redistributing, and disposing of unwanted
medications.

5.1.1 Primary Manufacturing. Produces the main active ingre-
dient [49].

5.1.2 Secondary Manufacturing. O�en at a di�erent geographic
location for tax and labor reasons, secondary manufacturers com-
bine the active ingredients produced by primary manufacturers and
adding excipient substances. Secondary manufacturers produce
distribution ready SKU medications through one or more of the
following processes: granulation, compression, coating, quality
control, and packaging [49].

5.1.3 Market Warehouses and Distribution Centers. Due to the
cost of setup and cleaning, it is common for primary manufacturers
to produce a years’ worth of active ingredients for a particular
medication in one batch. �is strategy creates a lot of excess �nished
and work-in-progress inventory that is stored in warehouse and
distribution centers [49].

5.1.4 Wholesalers. Roughly 80% of demand �ows throughwhole-
salers. �e industry is highly competitive and consolidated. �e
largest �ve wholesalers accounted for roughly 45% of industry
revenue [49] [23].

5.1.5 Pharmacies and Hospitals. �e last node on the pharma-
ceutical supply chain before medications are distributed at a patient
level. Major retailers include pharmacies CVS, Walgreens, Wal-
mart, and Rite Aid and hospital systems such as Community Health
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Systems, Hospital Corporation of America, and Ascension Health
[49].

5.1.6 Reverse Supply Chain. �e reverse supply chain is o�en
overlooked as a key component of the pharmaceutical supply chain
network. Few people take their unwanted medications to proper
collection sites. Instead, medications are discarded in the trash and
sewage. In fact, in 2003 the world disposed of at least $760 mil-
lion worth of prescription medications [24]. By 2014, this number
ballooned to an estimated $5 billion [32]. �e roughly 10 million
unused and unexpired prescription medications could be recycled
and reused, but instead improper disposal leads to dangerous com-
pounds in sewage e�uent, surface water, and even drinking water
[24] [32]. Hua, Tang, and Wu [24] suggest a combination of govern-
ment subsidies, penalties, and marketing to encourage drug makers
to collect unwanted and expired medications.

5.2 Weaknesses
�e nature of the current pharmaceutical production and supply
chain system creates multiple weaknesses.

5.2.1 Lead Time. Lead times, the time it takes between manu-
facturing and end sale, can take up to 300 days [49]. As a result,
high safety stocks are needed to react to future demand.

5.2.2 High Service Levels. �e necessity for on-time pharma-
ceutical products forces retailers to maintain high service levels,
the targeted rate of stock-outs. In many cases and especially in
hospitals, patient health relies on having the right medication at
the right time. A failure to meet this immediate demand could lead
to fatal consequences [31] [24].

5.2.3 Imbalance of Information. Another major disadvantage is
the lack of collaboration between raw material suppliers, manufac-
turers, warehouses, wholesalers, and retailers. “�e problem is that
the di�erent decision-makers do not have access to the same infor-
mation regarding the state of the entire supply chain network, and
in addition they usually operate under di�erent objective functions”
[48]. In this decentralized method, manufacturers have a di�cult
time forecasting demand. In addition, an imbalance of information
between supply chain nodes increases cost and stock-outs. How-
ever, Nematollahi, Hosseini-Motlagh, and Heydari [35] found that
collaborative decision making through information sharing can
increase economic bene�ts for the entire supply chain while also
increasing drug �ll rate.

5.2.4 Manufacturing Strategy. �e mixture of manufacturers
‘push’ strategy and retailers ‘pull’ strategy, results in high safety
stocks. At any given point, there is usually 4 to 24 weeks of �nished
goods that has yet to be delivered to patients [49].

5.2.5 Large Network. Medications pass through several nodes
before they are delivered to the market. Safety and security issues
face organization con�icts as the capital cost to prevent the� and
mismanagement is not equally spread across the supply chain. �e
number of nodes also increases the likelihood for counterfeits to
enter the market. Between each node, medications are shipped and
handled between multiple parties and o�en times across national
and state borders [49].

5.2.6 Government Regulation. �e government heavily regu-
lates pharmaceutical supply chains to ensure a safe and steady sup-
ply of medications. �e Drug�ality and Security Act [1] signed
by President Barack Obama in 2013 introduced new regulations for
the manufacturing and the distribution of pharmaceutical products.
�e policy mandates the creation of systems to trace lot-level trans-
actions and systems to verify product legitimacy. In addition, any
company within the supply chain must obtain federal licensure and
authenticate the licensure of their trading partners. �ese required
changes place immense �nancial pressure on pharmaceutical com-
panies, drug distributors, and prescribers to develop sustainable
supply chain solutions. �e 2023 deadline gives pharmaceutical
companies time to test and implement the most sustainable and
practical solution [16].

5.2.7 Counterfeits. High inventory levels increase supply chain
cost, the potential for the�, and the introduction of counterfeits. It
is estimated that 10% of the worldwide pharmaceuticals are coun-
terfeit and approaching 25% in developing countries [30]. Pharma-
ceutical companies lose an estimated $200 billion annually due to
counterfeit drugs [9].

6 BLOCKCHAIN’S POTENTIAL TO MITIGATE
THE OPIOID CRISIS

6.1 Moving Opioid Distribution onto the
Blockchain

Blockchain can mitigate the opioid crisis through more secure opi-
oid distribution. �e 2013 federal passing of �e Drug �ality and
Security Act [1] provides pharmaceutical supply chain organiza-
tions with the necessary regulatory incentives to quickly move
onto the blockchain.

�e �rst step to moving opioid distribution onto the blockchain
rests in the initial infrastructure investment plan for development
and maintenance. �e next step is to establish the policies and
security clearances of each organization [6]. Once these critical
questions are answered, an opioid distribution blockchain would
be similar to blockchains in other industries. Each blockchain
would start with the genesis node created by the raw material
supplier. From there on, each additional downstream node would
timestamp an additional hash. When the opioid eventually reaches
the patient, the block would contain information on all involved
supply chain nodes with timestamps and distribution information
including prescribing physician and pharmacist.

�e Hyperledger design principles [8] [53], Tapsco� and Tap-
sco�’s seven design principles for blockcahin [51] and BlockSci
[29] analysis protocols should be included in the design of the
blockchain.

6.2 Bene�ts
6.2.1 Cost Savings. As a proactive cost saving maneuver, drug

makers and retailers can move onto the supply chain to prevent
future litigation [36]. In addition, blockchain automation saves
time and operating costs [53].

6.2.2 Reducing Lead Times. Collaborative record-sharing is the
foundation and ultimate strength of blockchain technology. Nema-
tollahi, Hosseini-Motlagh, and Heydari [35] show that collaborative
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record-sharing among pharmaceutical nodes increases both the so-
cial and economic e�ectiveness of the supply chain. �e economic
bene�ts realized through the reduction of the total supply chain
inventory levels also decreases lead times.

6.2.3 Collaborative Information Sharing. Blockchain technology
has the potential to reduce the opioid epidemic through transparent
and decentralized record keeping. In particular, blockchain has the
potential to identify prescription drug fraud. Currently without
blockchain, opioid addicts can take advantage of the incomplete
feedback between physicians and pharmacists by “doctor shopping”,
modifying, and duplicating prescriptions [14]. With pharmaceutical
records on the blockchain, this type of activity is easily identi�able.

Blockchain can reduce illegal opioid prescribing and distribution.
In the current centralized record keeping system, the U.S. Drug En-
forcement Administration (DEA) relies the Controlled Substances
Act of 1970, that requires drug companies to report unusually large
or otherwise suspicious orders [22]. Drug makers on the other hand
claim their responsibility to report is too vague. As a result, iden-
tifying “pill mills” is unnecessarily di�cult and time consuming.
�e DEA’s pharmaceutical unit has 600 investigators [22]. With
blockchain, record keeping is standardized and accessible to all
parties with the correct cryptographic keys.

6.2.4 Post-Sale Opioid Collection. Blockchain technology can
also increase the usefulness of post-sale opioid collection. Current
medication packaging lacks 2D DataMatrix barcodes making it
nearly impossible to identify historical information such as who
is returning their medication, who prescribed and sold the med-
ication, and when the medication was prescribed and returned
[55]. Blockchain can trace this information leading to be�er post-
sale analysis. In turn, this information can be studied to improve
prescribing methodology.

6.2.5 Counterfeit Detection. Blockchain can reduce the high
prevalence of illicit counterfeit drugs. Blocks are immutable, that
is once a block is created it cannot be deleted or erased [14]. In
addition, each batch of product can be traced back to its origin. �is
means that each batch will have a block of code associated with
it. If a batch does not have its presence in the blockchain, then
it can be deemed as a counterfeit [50]. Furthermore, blocks with
abnormal distribution pa�erns can be �agged and removed from
the supply chain. Creating illicit blocks is easily identi�able as all
new blocks must be approved by all parties on the blockchain.

6.2.6 Data Analysis. Academic institutions and researchers should
have access to superkeys to analyze trend analysis to provide pre-
dictions and usage pa�erns over various locations and times of
the year [34]. Data analysis can provide both a descriptive and
predictive overview of the opioid supply chain.

6.3 Outlook
Moving forward, blockchainmust overcomemultiple adoption risks.
Blockchain monopolization in the pharmaceutical supply chain will
reduce the e�ectiveness, safety, and security of the system. Future
governmental regulations can prevent mergers and acquisitions in
this industry. In addition, future quantum computing power may
be strong enough to break cryptographic keys. Investing in security

is necessary for future blockchain success. Lost keys will result in
irretrievable data; thus, developing a system to overcome this issue
is critical. Lastly, blockchain technology is only as good as its users.
Encouraging accurate and timely data entry will ultimately de�ne
the usability of blockchain in prescription drug distribution [14].

Nonetheless, blockchain can play a role in mitigating the deadly
opioid epidemic by providing cost savings, reducing lead times,
facilitating information sharing, facilitating post-sale opioid collec-
tion, detecting counterfeit, and providing rich data for analysis.

7 CONCLUSION
Although still in its infancy, blockchain has the potential to be
just as transformative as TCP/IP. Early and potential applications
in healthcare and supply chain suggest that blockchain is indeed
moving along the path of technology adoption. Because blockchain
is a low-cost solution for supply chain management and provides
security and transparency, it can be used for digital data and commu-
nication to overall the distribution of controlled substances such as
opioids but this model has yet to be tested. But the computation and
infrastructure cost for the entire model is low and should be tested
to develop a proof of concept system that leverages blockchain to
more securely distribute prescription opioids. A prototype model of
blockchain can be developed which emulates the current structure
of a pharmaceutical supply chain. Such a model can be vital to test
out the �aws of blockchain and how to accurately tailor it to the
speci�c use case.
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ABSTRACT
�e idea of predicting car crashes used to be a fruitless endeavor -
relegated to mere guesswork. However, advances in big data appli-
cations have allowed law enforcement to more accurately predict
when and where car crashes are likely to occur, thus lowering �rst
response times and taking proactive actions to prevent accidents in
high-risk corridors. �is paper shows several di�erent approaches
di�erent agencies have taken using the power of data to solve this
critical problem.
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1 INTRODUCTION
Car crashes are the top cause of death for Americans between ages
5 and 34.[8] Although the rate of car crashes has been dropping
steadily over the last few decades [2], they remain a constant hazard
for any who travel on our roads.

While most of the talk regarding car crashes and big data usually
involves the development of self-driving cars (and understandably
so), more immediate measures are being developed to meet this
problem. A common usage of data in this domain is the prediction
of high-risk crash areas.

�e idea of predicting when and where crashes would occur used
to be pure guesswork on the part of experienced police troopers[5],
but advances in big data analysis has allowed law enforcement
agencies to begin predicting and mapping exactly when and where
high-risk areas will occur. Advocates contend that these tools
allow �rst responders to act more e�ciently both reactively and
proactively, making our roads safer on which to travel.

We will outline the initial problem being addressed by these
tools, the ultimate goal of such an exercise, and brie�y explore two
approaches to this solution. Wewill determine what outcomes these
applications had, as well as whether they can be fully evaluated at
this time.

2 TRENDS AND GOALS
In 1975, the United States had a rate of 3.35 deaths per 100 million
miles traveled.[2] In 2015, that rate stood at 1.13 deaths. In fact,
during that time frame, the amount of miles traveled on our roads
has more than doubled, while the average annual number of fatali-
ties on our roads has dropped by more than 10,000. �e National
Highway Tra�c Safety Administration (NHTSA) credits this to the
successful implementation of the Four Es of tra�c safety:

• Enforcement
• Engineering
• Education

• Emergency Medical Services [8]

However, the NHTSA and other safety groups are not satis�ed
with merely lower numbers. �ey are driven by an initiative called
Toward Zero Deaths which, as the name implies, strives toward the
elimination of tra�c related deaths.[8]

But how can highway safety groups reach this lo�y goal? And
what are they already doing about it? It should come as li�le
surprise that the powerful utilization of big data has been rising in
this �eld.

3 BIG DATA SOLUTIONS
A lot of data points can be collected from current activities un-
dertaken through the Four Es. �ese include things such as tra�c
volume at the time of the crash, vehicle speed, road and construction
conditions, and emergency response times. [8]

In addition, state agencies have found that other extraneous
factors contributed to the likelihood of a crash, such as events like
football games, major holidays that correspond with an increase in
drunk driving (such as New Year’s Eve and Super Bowl Sunday),
and concentrations of establishments that serve alcohol.[5]

Unfortunately, these data points were previously siloed o� in
di�erent agencies and formats, making dynamic usage of this in-
formation di�cult if not impossible. However, some states are be-
ginning to utilize this data in an e�ective way. �ey are beginning
to collect data in a deliberate way so as to coordinate information
between agencies in order to create applications and tools for use by
troopers, other emergency response, road planners, and the public
at large. [5]

States are going about this problem in di�erent ways. �is will
allow us to approach the issue from di�erent angles and see which
approaches yield superior results. However, since these applica-
tions are still so new, it is not yet possible to fully evaluate their
e�ectiveness on outcomes. �is paper is examining two state ap-
proaches: Tennessee, which was one of the �rst initiatives in the
nation, and Indiana, which was modeled a�er Tennessee’s program
in a more comprehensive way.

3.1 Tennessee
�e origin of Tennessee Highway Patrol’s Predictive Analytics
program began in 2008, when state troopers switched from paper-
and-pen crash reports to an electronic interface. �is allowed Ten-
nessee’s agencies to use real-time data to create prediction so�ware
for car crashes. According to the State of Tennessee, the program
uses SPSS so�ware to apply three di�erent statistical models with
machine-learning algorithms in order to provide troopers with risk
areas for certain types of crashes. [4] �e models used were:
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(1) Crash Reduction Analyzing Statistical History (CRASH).
Using risk factors and historical crash data, this model
gives probabilities on a fatal or injury-causing accident
over four-hour blocks over a one week period, which is
then illustrated on interactive maps.

(2) Driving Under the In�uence (DUI). Calculates the proba-
bility of a crash related to a DUI from 4 pm to 4 am.

(3) Commercial Motor Vehicle (CMV). Calculates the probabil-
ity of a crash related to a commercial motor vehicle (such
as a semi truck).[4]

�e program was implemented in 2013. Using this technology,
troopers stationed themselves in more statistically advantageous
positions in order to decrease response times to crashes, and take
preliminary actions to prevent crashes such as se�ing up tra�c
direction or more aggressive enforcement on speeding and reckless
driving.

From 2013 to 2015, Tennessee tra�c deaths fell 3 percent, com-
pared to a 7 percent increase across the nation. �is cannot yet be
directly tied to the performance of the program, but according to
o�cials such as the THP Statistics o�cial Patrick Dolan, the e�ect
is clear.

Information coming out of the Predictive Analytics program
driving targeted enforcement ”has allowed us to deploy our re-
sources more e�ectively to execute our mission successfully,“ Dolan
reported to the Tennessee government’s Tra�c Safety Innovations
2016 newsle�er. [4]

However, the trend became murkier in 2016. Tennessee tra�c
deaths spiked 8 percent, matching the national trend. O�cials are
still unclear whether the model is to blame. According to Dolan,
average police response time dropped nearly 33 percent between
2012 and 2016. [5]

3.2 Indiana
In March 2014, then-Indiana Governor Mike Pence create by execu-
tive order the Management Performance Hub (MPH), a subagency
tasked with driving ”a coordinated e�ort by state agencies to share
data and improve and strengthen services, maximize the utilization
of available resources, and ensure that state services are available
to all Hoosiers.“[3]

One of the �rst projects undertaken by MPH was the Crash
Prediction Website. Inspired by Tennessee’s program[7], the MPH
worked in tandem with the Indiana State Police to create an in-
teractive map (Figure 1) showing the probability of both fatal and
nonfatal tra�c accidents.

�e model grew out of several factors:
(1) �e concept was borrowed from Tennessee’s aforemen-

tioned Predictive Analytics program, though Indiana had
a greater range and depth of data available.

(2) �e core of the model is built upon data from 2 million
crashes going back to 2004. �e data was cleaned so only
relevant crash data was included in the forecast.

(3) �e probability of a car crash is ranked from ”very low
risk“ to ”high risk“, which is then indicated on the map
through color-colded 1 square kilometer blocks over three
hour time blocks.[6]�is is more granular than Tennessee’s
maps, in both time and space scale. �ese probabilities are

Figure 1: �e map shows the probability of a crash through
color-coded blocks.[1]

ranked based o� of weather forecasts, tra�c congestion,
road conditions, time of day, historical information, and
census data.

(4) �e map is populated with di�erent colored dots to rep-
resent past car crashes - red for injury-causing, grey for
non-injuries. Users can then click these to identify unique
details of actual car crashes.[7]

(5) �e model is updated automatically with fresh crash re-
ports, providing the so�ware with dynamic information.

Unlike Tennessee’s program, Indiana’s crash map is completely
available to the public for their own personal use, though its usage
will primarily be used by police and �rst responders.

Although it is still too soon a�er launch to evaluate the e�ective-
ness of this model, Indiana o�cials are optimistic. Indiana’s O�ce
of Management and Budget, the parent agency to the MPH, esti-
mates that even a one percent reduction in Indiana crashes could
net up to $30 million in annual savings, besides the obvious bene�ts
of fewer road casualties.

With the groundwork laid in the crash map, o�cials are hoping
to utilize the technology in other ways. Major Michael White of
the Indiana State Police, in an interview with Statescoop.com, said
with the technology developed through this initiative, they hope to
move on to using it to map crime data as well.[6]

4 CONCLUSION
While these applications and initiatives are still too new to fully
evaluate, there does appear to be preliminary results that show
promise.

Tennessee showed quick decline in car crashes and police re-
sponse times, while Indiana built upon Tennessee’s example to
provide a more comprehensive look at all risk factors involved in a
car crash, while opening this tool up to the public for personal use.

�ese applications also show promise in application to other
domains, such as the Indiana State Police’s interest in creating a
crime risk map using the same principles.

It is also encouraging to view these as an example in various
state agencies coordinating in order to share data and collaborate
on applications. If Indiana’s Management Performance Hub is any
indication, these collaborations will continue, at least in Indiana.
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Hopefully more states follow suit in creating data sharing hubs and
protocols in order to streamline government data utilization.

Ultimately, what is primarily needed is more time to evaluate
the e�ectiveness of these initiatives, as well as metadata related to
utilization of the map (for example, what is the average response
times of a trooper using the map versus one who is not using
the map). As more states grow their own initiatives, we can also
evaluate whether certain approaches are more e�ective than others.
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ABSTRACT
Technology is starting to change the way of industrial operations
since the competitiveness is ge�ing more prominent for companies
their quality metrics and tolerances are ge�ing smaller every day to
make the quality items. We will explain the importance of essential
data applications inmanufacturing operations. �ese operations are
consist of supply chain associated with manufacturing, intelligence
systems in manufacturing, leverage of Big Data applications, as
well as intelligence systems in factory processes.
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1 INTRODUCTION
It was a big step forward when Henry Ford introduced �rst mov-
ing assembly line production in manufacturing processes [4]. �is
innovative approach drastically improved the e�ciency of the as-
sembly time of making a car from start to �nish [8]. Previous to
Henry Ford’s invention, assembly of the similar car could take up
to twelve hours a�er the invention this time reduced to only thirty
minutes [8]. �is invention brought another aspect to the world of
manufacturing which was the reducing the waste of manufacturing
operations to make faster and e�cient process to supply demand
[17].

Since from Henry Ford’s invention, manufacturing is transform-
ing, and it is updating itself with technological advancements for
modernized operations.

2 IMPORTANCE OF DATA-DRIVEN
APPROACH IN MANUFACTURING

Improvements in machine connectivity to computer networks, in
other words, Internet of �ings (IoT), made possible to extract
actionable data from automated processes this approach de�nes as
data-driven decision in manufacturing processes [2, 11].

We can divide this importance into four categories which are cru-
cial for any lean operation in manufacturing [6]. �ese categories
are quality, cost, delivery, and most importantly safety [6].

2.1 �ality
Industry approach of inspecting the defective item transformed
with the modern approach of having a statistical quality controlled
processes to prevent or catch defectiveness before happening. �is
approach goes back to Bells Laboratories when Dr. Walter Schewart
introduced to statistical quality control to prevent defects [9].

Demand for quality products is massively increasing. �is in-
crease also pu�ing pressure on companies to make more bespoke
products with lower manufacturing tolerances [7]. �is demand

and complex operations shi�ing industry to seek or develop intelli-
gence systems to supply bespoke customer demand [7].“Estimates
by government agencies put the potential gains in e�ciency of
such processes as high as 30% [7].“

2.2 Cost
Manufacturing cost can put into three subcategories these cate-
gories are [16];

• Direct material cost
• Direct labor cost
• Manufacturing overhead

Organizations need to adopt changes quickly and e�ciently for
staying, and even improving their competitiveness in their business
areas [10]. Data-driven decision enables organizations to �nd the
best process model for their optimal operating costs [10].“Advanced
analytics help capture the full impact by incorporating trade-o�s
such as yield, throughput, energy and raw material consumption
in one single pro�tability metric [10].“

2.3 Delivery
As we stated before most crucial philosophy in manufacturing sec-
tor is eliminating waste [15]. Moreover, having produced more
than needed puts companies under pressure of losing critical in-
ventory capabilities. Toyota Production System(TPS) which has
a philosophy of “the complete elimination of all waste“ brought
another philosophy on delivery capabilities [15]. �is philosophical
approach is called Just-In-Time(JIT) which means “only what is
needed, when it is needed, in the amount needed [15]“.

Growing real-time data from digital machines, cell phones, GPS
signals, and other intelligent systems �ooding into the global lo-
gistics industry and it is forcing the industry to gain competitive
leverage from this data to adjust their demand and capacity �uc-
tuations [12]. �is data-driven approach opens new doors on not
just having a JIT system implemented but also gives a predictive
approach to customer demand.

3 HOW IT RELATED TO BIG DATA
ANALYTICS FOR THE MANUFACTURING

�ere are many application areas of Big Data technologies and
research related to Big Data [3]. Manufacturing applications are
insu�cient when compared to information science, healthcare, and
other business processes [3]. Most important of Big Data research
is data analysis without analytical approach other aspects of Big
Data which are the collection, storage, and use will not add too
much value to Big Data research [3].

�ere are requirement tools and techniques for processing of Big
Data. �ese resources include “process capability, memory, storage,
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and networks, such as Hadoop Distributed File System (HDFS),
MapReduce, YARN, HBase, HiveQL, NoSQL, and other [3].“

Standardization required for Big Data applications, which we
can refer to these standardization as dimensions of Big Data appli-
cations. �ree most fundamental dimensions are [3, 12]:

• Volume: Data is no longer in small amounts its made by
a signi�cant amount. “It is calculated that a personal care
manufacturer generates 5000 data samples every 33ms, re-
sulting in 152,000 samples per second, 9 million per minute,
13 billion per day, and 4 trillion samples per year.“

• Variety: �ere are diverse data formats due to it is hetero-
geneous nature.

• Velocity: Data needs to �ow/generate continuously, and
velocity relies on speed of data collection

�ere are several a�empts for assigning more dimensions to Big
Data due it is enlarging characteristics. �ese additional dimensions
are as follows [3]:

• Value: Each work, each motion, and each data needs to
add value to any information gain

• Veracity: Data needs to protected from outside in�uences
and needs to be statistically reliable to make decision

• Vision: Data should come from a purposeful process
• Veri�cation: Engineering measurements and data should

correlate with each other
• Variability: Variation in the data which addresses the in-

consistency and approximation.
• Volatility: Old data should easily replaceable with a new

generated data source because old data may have expira-
tion cycle.

Process �ows as shown in Figure for accurate Big Data imple-
mentation Figure 1.

Figure 1: Process Flow of V’s for accurate data gathering
[11].

�is additional dimensions improves the quality and character-
istics of data, which collected from manufacturing processes and
any related applications [3].

Some reports have been shown that Big Data analytics is enabling
manufacturing operations to get timely and accurate insights from
data to continuously improve for be�er manufacturing operations
while using “predictive analysis, machine learning, HUFFS, and
Map Reduce tools [3].“

4 ANALYTICS USED ON MANUFACTURING
OPERATIONS

Every day smart factories are emerging and improving themselves
with the help of technological advances this smart factory revolu-
tion called as Industry 4.0 which “formed in by National Academy
of Science and Engineering and it is working group founded on the
Hanover exhibition in the year 2011 [14].“

De�nition of Industry 4.0 is the technical perspective “people
and things to be connected Anytime, Anyplace, with Anything and
Anyone, ideally using Any path/network and Any service [13]“.
Fundamental technologies for Industry 4.0 are cyber-physical sys-
tems(CPS) and applications on CPS in manufacturing are called
cyber-physical production system (CPPS) [14]. �is application
made “possible for data processing, machine to machine commu-
nication and human-machine interaction [14]“. We can categorize
these CPPS elements into three main subjects:

• Data acquisition and data processing
• Machine to machine communications (M2M)
• Human-machine interaction (HMI) [14].

�ere are several areas that Big Data has been gaining size in
manufacturing operation. Industry 4.0 applications mostly focused
areas are:

• Predictive maintenance [1]
• Big Data Analytics in Supply Chain [5]
• Statistical process monitoring for smart manufacturing

[11]

4.1 Predictive Maintenance with Big Data
Analytics

Economic loses of unexpected maintenance on manufacturing op-
erations can have a devastating e�ect and can signi�cantly increase
waste. Furthermore, unexpected events can also put the Just-In-
Time system design into jeopardy which will also have a signif-
icant e�ect on the customer to not having the ordered item on
time. Predictive-based maintenance approach can minimize this
kind of economic losses and can improve the customer service
[1].Preventative maintenance consists of �ve parts: “ data collec-
tion and acquisition, data pre-processing, failure detection, failure
isolation and failure identi�cation [1].“

To achieve optimal decision for successful predictive mainte-
nance, connection and information gathering between di�erent
machinery, monitoring of individual equipment health, and self-
adapting modeling have to come in to play together [11].

4.2 Statistical Process Monitoring for Smart
Manufacturing

As we stated before the �rst version of statistical process monitor-
ing (SPM) was found in Bell Laboratories which was successfully

2
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reduced the additional adjustments as well as improved the pro-
duction quality inside process by analyzing statistical distribution
method of normal distribution. It was estimating the mean (m) and
the standard deviation σ . Anything outside the (m ± 3σ ) is consid-
ered to take an action point or investigation point for assignable
cause [11]. �e major drawback for SPM was to fail to detect two
properties of an item whenever the fault occurs.

Second versions of statistical process control introduced in 1980’s
which called multivariate statistical process monitoring (MSPM).
�e underlying statistical method was “exploring correlations be-
tween process and quality variables [11]“. �is method was more
robust when identifying the fault when two or more properties
were in action and as a result, they widely used in manufacturing
processes [11]. �ere are also some limitations with the MSPM
when there is “non-linear relationship between variables, present
outliers, failed sensors, multimodal distribution [11].“

�ird version of statistical controls are still emerging, and this is
the part where new Big Data analytical techniques come into play.
�ese analytical techniques expected to utilize more information
which lacks on the �rst and second generation and expected to
become an essential basis of pro�tability, quality, and many more
aspects.

4.3 Big Data Analytics in Supply Chain
Big Data applications have been gaining more place in supply chain
analytics (SCA). Some these applications are “ demand planning,
procurement, production, inventory, and logistics [5]“.

4.3.1 Procurement. SCA gives distinguishable insights about
trends in markets and gives monitoring abilities to adjust their
organizational needs. �ese analytical approaches can also help
avoid any future risks from organizations. Another power of SCA is
monitoring suppliers performances based on their sourcing abilities
[5].

4.3.2 Production. Supply chain analytics will let manufacturing
operations to analyze and understand production cost and their
in�uence in each manufacturing processes capacities. �is will let
management to take quick actions on improvement if any needed
[5].

4.3.3 Inventory. Inventory levels are one of the highest priority
in any manufacturing operations because it correlated with waste
in the operations [15]. SCA can help predict inventory levels more
accurately such as demand from the customer and adjusting supply
for demand [5].

We just investigate the areas of the supply chain that a�ected
by the recent improvements in Big Data and Analytics. Analytics
that used in these applications are

Widely used traditional supply chain analytics are “time series
analysis and forecasting and regression analysis“ because of data
generated from organizations are ge�ing larger these traditional
techniques becoming less e�ective. �ere are new complex algo-
rithms needed to analyze massive data [5].

Traditional optimization techniques are also slow, and they are
not accurate if there is a signi�cant amount of data. To improve
the accuracy of optimization techniques it is essential to support

optimization’s with “ parallel computing, randomized and approxi-
mation algorithms, and simplify implementations [5].“

5 CONCLUSION
We presented the importance of smart manufacturing and Big Data
based applications on Industry 4.0 (smart manufacturing). Insights
about advantages of predictive maintenance, statistical control tech-
niques, smart supply chain innovations had given. Several analyti-
cal approaches while using Big Data applications also had shown.
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ABSTRACT
With the development of the Internet, information increasingly
becomes an important factor in determining the success of a prod-
uct. A few years ago, manufacturing and the Internet have still
belonged to two di�erent separated industries, But as the main-
stream consumer groups changed from old generation to Millennial
generation, and the use of computers and the establishment and
application of the Internet have produced a violent shock to the
traditional way of product development, thus resulting in a new
product development strategy. I have to say that the relation be-
tween the manufacturing and the Internet are ge�ing closer and
closer. One of the major changes might cause by using big data as
a technique to develop right product and make e�ective promotion
strategy.
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1 INTRODUCTION
As a successful product designer, you should not only consider the
pro�ts and losses of the current business but also have the foresight
to predict the possible pro�t points. In order to maintain company’s
competitiveness for a long time, the enterprise must continue to
grow and develop. According to past experience, the enterprise
should get more pro�ts to keep the growth. For some big company,
it’s easy to analyzewhat’s working andwhat’s not working, because
they have a lot of past experience and data to analysis when they
make the decision. With these data, they can create new promotions.
In the past, if people want to predict whether a programwas feasible
or not, they had to go through the above process. Gain experience
through a variety of failed or successful projects. It is safe to say
that this approach has greatly increased the di�culty of developing
new products and has also made start-up business only be a choice
for the few people with the good �nancial or social status. Because
not everyone has enough data to discover new consumer needs
and has enough money to pay the huge cost to get the information.
On the other hand, Generation changing in consumer groups have
also brought some tremendous impact on product development.
�e di�erence between Millennial generation and Baby Boomers
is enormous. And big data can play a big role in this area. Big
data can dramatically reduce the cost which people used to spend
on collecting data and use an intuitive way to told the product
developers what changes have been happened to their consumers.
�ese advantages are even more apparent in the area of so�ware
development.

2 BIG DATA’S ADVANTAGES IN REDUCING
THE COST

With the development of the Internet, people are making data
every moment. increasing quite quickly at a phenomenal rate.
people always say we are in the era of big data but actually the
real di�erence between now and before is just the change in the
source of data, before the advent of the Internet, most of the past
data was generated inside the enterprise and most of them were
structured data, so In the past, large enterprises generally used the
RDBMS (Relational Database Management System)[2] to manage
the data, this system is suitable for dealing with some data which is
growing in an extremely slow way. so these companies do not have
motivation or demand to process the data. with the emergence and
rapid development of the Internet, especially the development of the
mobile Internet, coupled with the large-scale use of various digital
devices, the type of data is no longer just a simple structured data,
these companies have to face more complex data types and faster
changed customer psychology. Outdated decisions and information
are bound to create disadvantages when competing with other
companies, but the traditional data processing system is obviously
not suitable for the era of big data. Corporate decision-makers
must adopt new technologies to face the changes of the times and
customer. For example, Hadoop technology is a new and widely
accepted technology.

• “Hadoop is an open-source so�ware framework for storing
data and running applications on clusters of commodity
hardware. It provides massive storage for any kind of
data, enormous processing power and the ability to handle
virtually limitless concurrent tasks or jobs[1].”

Adoption of new technologies brings not only higher e�ciency but
also lower costs.

2.1 CHANGING IN TIME COST
�ere are a lot of data, but usually, most of them are useless, only
a small part of the data has the value. Collecting more data, the
phenomenon will be more obvious, that is to say, irrelevant data
growth rate is much higher than the growth of related data Speed.
�is also is a common phenomenon when we have large amounts
of data. And the big data technique is used to deal with this new
situation. how to clean the data and �nd useful data more quickly
in product development is even more important.�ickly identify
the characteristics of the target customers and their possible needs
for a variety of products. base on the analysis, we can develop some
products that more suitable for marketplace needs, or we can be
more accurate when we try to �nd our potential target customer.
According to di�erent consumer behavior, we can design di�erent
so�ware, for example, during the �nancial turmoil we found that
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lots of users are price sensitive, we can design a kind of so�ware
that can provide local discount merchandise information in real
time.If the target customer is a group which wants higher quality
of life, we can push more high value-added product.

3 BIG DATA IN APPLICATION OPERATION
As we said before, the Millennial generation are very di�erent from
the baby boomers generation in terms of lifestyle and values. as a
consequence, product designers should have di�erent tactics for our
product when we meet so many di�erences. �e Millennial genera-
tion like to use the electronic mobile devices more frequently, and
they are more willing to share their daily life on the Internet. �ese
acts will undoubtedly produce a lot of information, produce useful
data and timely data analysis will become extremely important in
the future market.

Figure 1: Di�erence between various generations [? ]

3.1 Channel Promotion
Which channels are best for promoting our application or what kind
of application our target customer use before? �is is extremely
important for a newly launched application. �e best way for us
is to combine the di�erent analytical methods with big data and
help us �nd the most suitable channels. For example, SEM analysis,
SEM analysis is a research and analysis methods which focus on
customer satisfaction. �is is a good way to make a classi�cation
for our users. One of the most typical examples is some recom-
mender systems such as Pandora use songs or artist properties to
create a radio station, all of these songs and artist have similar
a�ributes. User feedback is used to adjust the content of the radio
and recommend some music which is more a�ractive for the lis-
tener. the recommendation system will reduce the possibility of
recommending similar types of music when the user clicks on the

”dislike” bu�on to indicate that they are not interested in the song;
the recommendation system will increase the possibility of recom-
mending similar types of music when the user clicks on the ”like”
bu�on to indicate that they are interested in the song, this is a form
of content-based recommendation. Base on di�erent a�ribute we
can divide customers into distinct groups and then design di�erent
functions based on the di�erent a�ribute. this is somewhat similar
to build a highly di�erentiated market and then makes our future
marketing strategies more e�cient.

3.2 User Experience
How to improve the user experience has become the key to deter-
mining whether a application will be success, because the good
user experience can help us retain users and expand the user base,
a good user experience may prompt the users to recommend your
products to their friends. Users will generate a lot of data when
they use the application, and these data will become the key to help
us improve the user experience. For example, e-commerce platform
user’s data is always very valuable, the di�erent brand television
which user clicked before, the length of time they spent on di�erent
pages. all of these can help us understand the user, some data might
relate to their interest and some might have a correlation with
their family. all these a�ributes can help us to recommend a more
suitable product next time. When a user starts to pay a�ention to
some milk powder or other infant products, we can predict that
this user’s family may have a newborn baby recently. A�er that,
we can provide personalized be�er service in the future. Especially
for some new parents, most of them do not have experience so they
might need suggestion.

4 CONCLUSION
With the continuous development of data science, data will have
a great impact on human society in the future. Especially in the
various life cycles of application development, we can use the big
data technology to conduct product feasibility investigation at the
beginning of development and �nd potential user demand which
might have a potential market in the future. During the operational
phase of the product, we can use big data technology to improve the
user’s product experience, to implement more precise promotional
activities, to eliminate unnecessary costs in application’s daily op-
erations and reduce costs. For the future of the product, we can
also use big data technology to update the features which the user
is looking for. helping the operation team improve the life of the
product.
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ABSTRACT
Robotics is the fastest and emerging �eld in modern world. By
providing su�cient intelligence to an autonomous driving robot, it
must be able to detect the obstacles coming in its path and avoid
them. Ultrasonic distance sensors provide data to autonomously
detect obstacles and avoid in an unstructured environment without
having human guidance. A 3 wheeled, two gear motors are used
to build the Autonomous Intelligent Robot which is controlled
using esp8266 controller and raspberry pi. An arduino program is
constructed in esp8266 NodeMCU board that can produce a multi-
angle movement for the robot to freely move in all directions and
choose directions to turn based on the detected obstacles.
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1 INTRODUCTION
Robotics is the branch of technology dealing with the design of pro-
gram, construction, operation, maintenance and design application
of robots. A machine capable of automatically carrying out a multi
complex series of actions, especially the one programmable by a
computer is de�ned as a robot.

A robot car is a electro-mechanical machine which is usually
guided by a computer program and electronic devices. �e main
objective of any autonomous robot car is to be navigated in any
structured or unstructured environments by avoiding obstacles and
prevent collisions. Collision avoidance is the process in preventing
a vehicle from colliding with any other vehicle or object. And,
obstacle avoidance refers to the ability of a robot to detect obstacles
in its way if there are any and thus make its own obstacle free path.

To be e�ective, the distance from robot car to the obstacle should
be constantly measured in real-time as position of autonomous
robot car changes with the time.

Proximity ultrasonic distance measuring sensors are integrated
to robot car so as to determine the distance to an object. When
an obstacle is detected, robot car will start measuring right side
and le� side proximity using ultrasonic sensors and provide data to
micro-controller. Comparing the longest distance from right to that
of le�, micro-controller will navigate robot car to choose best path.
esp8266 NodeMCU is the micro-controller used here that navigates
the robot over wi�. Also a computer program can be remotely sent
to this module using wi� instead of connecting USB cable to laptop.
�e main advantage of robot car is to stream live videos to the user
over wi� and also for security purposes when added a camera to it
[5].

2 EXISTING SYSTEM
In a general robotic systems, a simple steering algorithm is used
for controlling robot actions by a human using a infrared remote
control. �e driver will bemonitoring the obstacles and navigate the
robot accordingly. Robot car will get the instructions from infrared
signal obtained from remote control and follow the directions.

3 PROPOSED SYSTEM
�e main objective is to navigate autonomous robot car without
using any external remote controller for controlling robot move-
ments. Based on the intelligence provided to the robot car, it will
auto detect the obstacles present in its own path using ultrasonic
sensors, taking decision to avoid them based on the code wri�en
in micro-controller.

4 COLLISION AVOIDANCE
Collision avoidance is said to be one of the driving factors for the
design of robot cars. A collision avoidance systems is designed
to reduce the collision severity which is also know as pre-crash
system or forward collision warning system. Proximity sensors
will send data to the robot car on the distance to obstacle. Once
the obstacle is detected, robot car will autonomously take action by
halting its movement and check for the direction which is feasible
for it to move [2].

5 SYSTEM ARCHITECTURE
System Architecture consists of following blocks :

• Raspberry Pi
• esp8266 NodeMCU
• 3 wheel Robot Car kit
• L298N DC Stepper Motor Drive Controller
• 12v and 5v DC ba�eries
• Ultrasonic Distance Measuring Sensor Module

�e Mechanical design of the Robot car includes hardware such
as motor and wheel placement and body setup. Robot car uses two
gear-motors a�ached to wheels and one free wheel for forward,
backward, le� and right movements. Free wheel ball is placed at
rear side of the robot which helps for 360 degrees free movement.
L298N DC Stepper Motor Drive controller is used to control the
speed and direction of the two gear motor wheels. Ultrasonic
sensors are placed at front side of the robot which is capable to
detect the objects on its path. �e diagram in the Figure 1 shows
the �ow diagram of data from raspberry pi, esp8266 and stepper
motor controller.
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Figure 1: Data Flow Diagram

6 SOFTWARE AND HARDWARE
REQUIREMENTS

6.1 So�ware Requirement
�e So�ware Requirements for designing Robot car includes: 1.
JDK 2. Arduino IDE 3. Raspbian Operating System

6.1.1 JDK : Java Platform (JDK). �e JavaDevelopment Kit (JDK)
is an implementation of either one of the Java SE, Java EE or Java
ME platforms released by Oracle Corporation in the form of a
binary product aimed at Java developers on Solaris, Linux, Mac OS
X or Windows. �e JDK includes a private JVM and a few other
resources to �nish the recipe to a Java Application.

6.1.2 Arduino IDE. Arduino IDE tool. �is open-source tool
allows to write programs and uploaded into any arduino supported
boards. It can be operated in two ways. If there is a reliable internet
connection, Ardiono Web Editor (online IDE) can be used allowing
to save the sketches to store in the cloud and having them available
from any type of device and to have a good backup. For o�ine
works, Desktop IDE can be used [1]. To program into esp8266
NodeMCU, Ardiono IDE is installed on Raspberry Pi to check the
code and loads it into esp8266 board.

6.1.3 Raspbian OS. Raspbian is a open-source operating system
based onDebianwhich is optimized for Raspberry Pi hardware. �is
operating system comes with 35000 inbuilt packages, pre-compiled
so�ware for easy installation on Raspberry Pi.

6.2 HARDWARE REQUIREMENT
�e Hardware components required for our project are Min 1 GB
of RAM,10 GB HDD, Dual core processor for the machine on which
development will be done, Robot kit, IP Camera, Bluetooth Module
etc for developing the robot.

Hardware Requirement

a) Raspberry Pi
b) esp8266 NodeMCU micro-controller
c) L298N Dual H-Bridge Stepper Motor Controller
d) DC power supply 12v and 5v
e) Robot Car chassis kit
f) HC-SR04 Ultrasonic Sensor
g) SG90 Servo Motor.
h) Wires, Breadboard, Small PCB.

7 BASIC DESIGN OF THE ROBOT
Robot car is built with esp8266 NodeMCUmicrocontroller on which
programming code is wri�en to control the navigation. esp8266 is
connected with two wheel DC motors through L298 stepper motor
driver controller(pins IN1, IN2, IN3, IN4) which provides electric
power to the motors. Wheel actuators are used to move robot in
di�erent directions(forward, backward, right, le� and stop).

�e movement of robot car will stop once an obstacle is detected
along its path which can be detected by an ultrasonic sensors. �en
the sensor will look for the best path to navigate based on the right
side and le� side distances received from the sensor.

7.1 Ultrasonic Sensors for Obstacle Avoidance
Ultrasonic sensors are typically used as part of computer vision,
Sonar. �ese are used to provide precise and non-contact distance
measurements in its view within a 3 centimeters to 400 centimeters
range. Ultrasonic sensors work in any lighting condition environ-
ments, making a good alternative to supplement infrared object
detectors. Working Principle: �e ultrasonic sensor emits a high
frequency and short range signals. �ese signals travel in air at the
speed of velocity of sound. If the signal is hit to any obstacle, then
it will re�ect back the echo signal to the sensor. A multi-vibrator
is �xed to the base of an ultrasonic sensor. It‘s the combination of
a vibrator and a resonator. �e working principle of resonator is
to deliver the ultrasonic wave generated by the vibration from the
vibrator. �e ultrasonic sensor consists of two parts; the emi�er
which produces a 40 kHz sound wave and detector detects 40 kHz
sound wave and sends electrical signal back to the micro-controller
[3]. �e diagram in the Figure 2 shows the pin connectivity of
ultrasonic sensor to esp8266 NodeMCU module.

7.2 SG90 Servo Motor
SG90 servo motor is used to control the directions of ultrasonic
sensor. When an obstacle is detected by ultrasonic sensor, robot
car will stop its motion and sends signal to SG90 servo motor to
rotate right and le� directions. Based on the direction ultrasonic
sensor will measure the distance andmove the robot to the direction
which is longer in distance. �e diagram in Figure 3 shows the
connectivity of servo motor to esp8266 NodeMCU board.

2
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Figure 2: HC-SR04 Sensor Diagram

Figure 3: SG90 Servo Motor Diagram

Figure 4: L298N Dual H-bridge Stepper Motor

7.3 L298N Dual H-Bridge Stepper Motor
Controller

�e L298N Dual H-Bridge Motor Driver Board is cheapest, great
value and can be usedwith a variety of robot controllers. A powerful
L298N motor driver module is featured with a heavy duty heat sink.
It is powerful enough to drive motors from 5-35V at up to 2A peak
[4]. DC motor wheels of Robot is powered using L298N stepper
motor which is a typical robot motor driver. A 9v ba�ery pack
is connected to the stepper motor controller. �e diagram in the
Figure 4 shows the pin connectivity of stepper motor controller
with the wheel DC motors and esp8266 NodeMCU board.

7.3.1 Connectivity to DC motors and esp8266 NodeMCU board.
For the connectivity if DC motors to esp8266 NodeMCU board,
robot wheel DC motors are to be a�ached to the MotorA and Mo-
torB terminal screws of stepper motor controller. In the Table 1
shows the GPIO pin connectivity of esp8266 board to stepper motor
controller pins.

Table 1: esp8266 GPIO to stepper motor pin connections

Actuator GPIO Pin L298N Pin
RightMotorForward GPIO12 IN1
RightMotorBackward GPIO14 IN2
Le�MotorForward GPIO15 IN3
Le�MotorBackward GPIO13 IN4
RightMotorENB GPIO0 ENA
Le�MotorENB GPIO2 ENB

�e following Table 2 show the programming of GPIO pin out-
puts for the robot car to move in corresponding directions. When
the pin status shows 1, it means that GPIO output of that pin will
have triggered voltage of 5volts. When the pin status shows 0, then
there won’t be any voltage triggered.

Table 2: GPIO pin output for movement of robot car

Movement Pin 12 Pin 14 Pin 15 Pin 13
Forward 1 0 1 0
Backward 0 1 0 1
Le� 1 0 0 1
Right 0 1 1 0
Stop 0 0 0 0

7.4 Arduino IDE setup
7.4.1 Steps: �e following steps shows how to con�gure Ar-

diono IDE setup in raspberry pi and to install esp8266 community
build on the Ardiono IDE to support esp8266 NodeMCU board.

• Install Arduino IDE on Raspberry Pi
• Once installed, lauch Ardiono IDE and select Tools
• From the dropdown, select Board: and then select Boards

Manager
• Navigate to esp8266 by esp8266 community and install the

so�ware for Arduino.
3
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Figure 5: Arduino IDE con�guration setup

• Once the so�ware is installed, goto Tools and select Board:
“NodeMCU 1.0 (ESP-12E Module)“
• Choose CPU Frequency as 80 MHz
• Select Upload Speed to 115200
• Select appropriate port to which esp8266 is connected to

Raspberry Pi for the �rst time.

Figure 5 shows the con�guration setup for esp8266 NodeMCU board
in Arduino IDE tool.

8 CODE
Code for obstacle avoidance robot car is “Robot-Obstacle-Avoidance.ino“
and is placed in “code“ directory. C+ programming is being used to
write code for the robot car. Copy this code to Arduino IDE tool
which is installed on Raspberry Pi and push the code to esp8266
NodeMCU using wi� or USB cable.

9 WORKING IMAGES
In the Figure 6, top view construction of designed robot car is
displayed with all the connections being done. Side view of the car
can be seen in Figure 7 and the front view in Figure 8

10 APPLICATIONS
1. Scienti�c
2. Space Probes
3. Submarines
4. Military and Law Enforcement
5. Recreation and Hobby

11 CONCLUSION
In these modern days, long distance communication is a crucial
theory of controlling things from internet and this leads a for a vast
application areas. Obstacle avoidance robot can be controlled by
wi� which can track the obstacles along its path way and can be
easily controlled remotely.

Figure 6: Top View of Robot Car

Figure 7: Side view of Robot Car

Figure 8: Front View of Robot Car
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A CODE
In this section we present the code that is organized as follows ….

/* include library */
#include <ESP8266WiFi.h>
#include <Servo.h>
#include <NewPing.h>

/* define port */
WiFiClient client;
WiFiServer server(80);

#define SONAR_SERVO_PIN 16
#define TRIGGER_PIN 5
#define ECHO_PIN 4

#define MAX_DISTANCE 200
/* WIFI settings */
const char* ssid = "sid_username";
const char* password = "sid_password";

/* data received from application */
String data ="";

/* define L298N motor control pins */
int rightMotorForward = 12; /*GPIO14(D5) -- IN1*/
int rightMotorBackward = 14; /*GPIO12(D6) -- IN2*/
int leftMotorForward = 15; /*GPIO13(D7) -- IN3*/
int leftMotorBackward = 13; /*GPIO15(D8) -- IN4*/

/* define L298N enable pins */
int rightMotorENB = 0; /*GPIO0(D3)->Motor-A Enable*/
int leftMotorENB = 2; /*GPIO2(D4)->Motor-B Enable*/

NewPing sonar(TRIGGER_PIN, ECHO_PIN, MAX_DISTANCE);
Servo myServo;

const int triggerDistance = 25;

// Variables
unsigned int time1; // to store how long it

// takes for the ultrasonic
// wave to come back

int distance; // to store the distance calculated
// from the sensor

int fDistance; // to store the distance
// in front of the robot

int lDistance; // to store the distance on
// the left side of the robot

int rDistance; // to store the distance on

// the right side of the robot

char dist[3];
char rot[3];
int rotation = 0;
String output = "";

void connectWiFi() {
Serial.println("Connecting to WIFI");
WiFi.begin(ssid, password);
while ((!(WiFi.status() == WL_CONNECTED))) {
delay(300);
Serial.print("..");

}
Serial.println("");
Serial.println("WiFi connected");
Serial.println("NodeMCU Local IP is : ");
Serial.print((WiFi.localIP()));

}

void scan(int deg) {
myServo.write(deg);
delay(10);

int time1 = sonar.ping();
distance = time1 / US_ROUNDTRIP_CM;
delay(10);
if(distance <= 0){
distance = triggerDistance;

}

delay(30);
}

/*** FORWARD ***/
void MotorForward(void) {

digitalWrite(leftMotorENB,HIGH);
digitalWrite(rightMotorENB,HIGH);
digitalWrite(leftMotorForward,HIGH);
digitalWrite(rightMotorForward,HIGH);
digitalWrite(leftMotorBackward,LOW);
digitalWrite(rightMotorBackward,LOW);

}

/*** BACKWARD ***/
void MotorBackward(void) {

digitalWrite(leftMotorENB,HIGH);
digitalWrite(rightMotorENB,HIGH);
digitalWrite(leftMotorBackward,HIGH);
digitalWrite(rightMotorBackward,HIGH);
digitalWrite(leftMotorForward,LOW);
digitalWrite(rightMotorForward,LOW);

}

/*** TURN LEFT ***/
void TurnLeft(void) {

5
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digitalWrite(leftMotorENB,HIGH);
digitalWrite(rightMotorENB,HIGH);
digitalWrite(leftMotorForward,HIGH);
digitalWrite(rightMotorForward,LOW);
digitalWrite(rightMotorBackward,LOW);
digitalWrite(leftMotorBackward,HIGH);

}

/*** TURN RIGHT***/
void TurnRight(void) {

digitalWrite(leftMotorENB,HIGH);
digitalWrite(rightMotorENB,HIGH);
digitalWrite(leftMotorForward,HIGH);
digitalWrite(rightMotorForward,LOW);
digitalWrite(rightMotorBackward,HIGH);
digitalWrite(leftMotorBackward,LOW);

}

/*** STOP ***/
void MotorStop(void) {

digitalWrite(leftMotorENB,LOW);
digitalWrite(rightMotorENB,LOW);
digitalWrite(leftMotorForward,LOW);
digitalWrite(leftMotorBackward,LOW);
digitalWrite(rightMotorForward,LOW);
digitalWrite(rightMotorBackward,LOW);

}

/*** RECEIVE DATA FROM the APP ***/
String checkClient (void) {

while(!client.available()) delay(1);
String request = client.readStringUntil('\r');
request.remove(0, 5);
request.remove(request.length()-9,9);
return request;

}

void setup() {
Serial.begin(115200);
connectWiFi();
server.begin();

pinMode(TRIGGER_PIN, OUTPUT);
pinMode(ECHO_PIN, INPUT);
myServo.attach(SONAR_SERVO_PIN); // Attaches the Servo

//to the Servo Object
/* initialize motor control pins as output */
pinMode(leftMotorForward, OUTPUT);
pinMode(rightMotorForward, OUTPUT);
pinMode(leftMotorBackward, OUTPUT);
pinMode(rightMotorBackward, OUTPUT);

/* initialize motor enable pins as output */
pinMode(leftMotorENB, OUTPUT);
pinMode(rightMotorENB, OUTPUT);

/* start server communication */

}

void loop() {

scan(90); //Get the distance retrieved
fDistance = distance;
if(fDistance < triggerDistance){
MotorBackward();
delay(682);
MotorStop();
scan(170);
delay(600);
lDistance = distance;
scan(3);
delay(600);
rDistance = distance;
if(lDistance < rDistance){

TurnRight();
delay(682);
MotorStop();
MotorForward();

}
else{
TurnLeft();
delay(682);
MotorStop();
MotorForward();

}
}
else{
MotorForward();

}
}
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ABSTRACT
Educators have been searching for new approaches of teaching. In
the past century, education has been tremendous progress in terms
of teaching methods. However, a close look at these development
reveals that development made in science and technologies drove
these advances made in education. �erefore, it is very important
for educators to explore the potential of big data in advancing
education in this new century.
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1 INTRODUCTION
�e development of instructional or teaching methods is closely
associated with the development of educational psychology. One of
the most important theory of learning is behaviorism. “Behaviorism
equates learning with changes in either the form or frequency of
observable performance. Learning is accomplished when a proper
response is demonstrated following the presentation of a speci�c
environmental stimulus”[6]. Behaviorists tie stimulus with behav-
iors. For example, when a teacher gives a student a reward, no
ma�er it is verbal or something real, the students will study harder.
In this scenario, the reward is the stimuli and studying harder is
the behavior which can be observed. However, behaviorists ignore
the process of learning. Cognitive theory puts more focus on how
people learn. Cognitivists propose that human have sensory stores
which is very limited in accepting information, and short-term
memory which is reached by information a�er it passes sensory
stores and long-termmemory in which information is stored perma-
nently so learners can retrieve it when they need it. And knowledge
is categorized by procedural knowledge and declarative knowledge
[2]. Instructional design, according to cognitivists, need to be made
to facilitate information process and be in line with di�erent types
of knowledge. In addition, constructivism made one more step
forward towards learning. Learning, according to constructivist
theory, is a process of meaning making, a process of solving prob-
lems when encountering cognitive con�ict and a social activity
such as collaboration and negotiation [10].

2 A NEW AGE?
�edevelopment of educationmentioned above can serve as general
guidelines for educators to manage classes. However, it is not
individualized. �We are adopting what could be important and
impactful practices, but we really don�t know, because we don�t
have data to inform, instrument, tune, test, and measure the impact
student-level impact of our seemingly endless stream of initiatives�
[5]. How will big data transform education?

3 EDUCATION IS MORE ADAPTIVE
Students with di�erent abilities can learning at di�erent paces. But
in a traditional classroom where students learning the same lessons
by listening lectures, it is impossible to implement adaptive learning.
But this will be a reality now. Institutions have access to data
from various sources such as online application, classroom activity
so�ware for exercises and testing, social media, blogs and survey
of sta�. With the help of adaptive learning platforms, Universities
can provide personalized feedback to students, monitor student
satisfaction, increase a�ainment and give students� opportunities
to re�ect on their own learning. Adaptive learning platforms collect
and interpret data from learner interaction. And teachers will
be provided with real-time reports so they can have revise their
teaching strategies to ensure be�er outcome. In suchway, educators
will eliminate subjective perceptions of learners’ experience and
�nd trends in learning and teaching experience [4].

4 BIG DATA AND MOOCS
MOOCs stands for Massive Online Online Courses. It has become
one of the most popular mode of informal learning and is consid-
ered “as an opportunity to gain access to education and professional
development and to develop new skill” [7]. �ere are some very
popular MOOCs sites one can �nd on the internet such as Coursera,
Edx and Udemy. �e online courses in these sites always have
short instructional videos whose length varies from 5 to 20 minutes,
and some quizzes embedded in these videos and discussion forums
which may contain 2000 students. Because data in MOOCs includes
longitudinal data, rich social interactions such as videoconference
and detailed data about other activities, educators know have the
opportunities to improve student learning in the following areas: in-
dividualized students� learning path; diagnosis of students� needs;
reducing students� and institution�s cost; problem-solving skills
in complex context [1]. On online learning, students will generate
their data trail which will be analyzed in real time so an optimal
learning environment will be created. Also educators can monitor
students� online activities such as how long they stay in a speci�c
page and with such information we may know which part needs
more elaboration and provide in-time support to students [8]. In
addition, learning analysts can collect data about when where on-
line learners drop a certain course to see if there is a general trend
to decide what parts of the course need to be improved based on a
be�er needs analysis.

5 COMPUTERIZED LEARNING
Data mining and data analytic so�ware enable educators to get
immediate feedback on how well the learners were doing online.
Underlying pa�erns can be analyzed to foretell student outcome
such as dropping out, needing extra help or being able to do more
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demanding assignment. For example, a data analytic so�ware was
employed in a high school chemistry class which aimed at helping
students understand the relation between submicroscopic particles
and macroscopic phenomena. With the assistance of the so�ware,
teachers are able to know how students master chemistry, statistics,
experimental designs, and key mathematical principles through
assessment tools and pre- and post-test evaluation [9].

6 ADVANCING EDUCATION
People are used to be put in a certain grade according to their age.
For example, in China children are typically start their �rst year in
primary school at the age of 7. Students advance to a higher grade
when they grow older. �e result is that all the friends around
are basically born in the same year. However, with the help of big
data and data analysts, educators can �nd which student is learning
faster and is ready to advance to a more di�cult class and who need
more support before he or she in a certain topic [3]. As a result,
we can imagine a school where students of di�erent ages study
together in K -12 education and in undergraduate level classes.

However, such changes may have some unpredictable results.
�e positive result can be be�er school performancewith exchanges
of ideas from di�erent groups and be�er learning e�ectiveness.
However, some negative e�ects can also be predicted. Once fast
learners are put together and slower learners are le� in other classes,
those slower learners may lose opportunity to learn from people
who perform be�er in some subjects than them. And learning is not
just to increase the input of knowledge, it also involves socializing.
It is still unclear when people at di�erent ages mix together in k-12
education whether the interaction between students will become
be�er. Let�s take China as an example. In China, the best resources
are located in the eastern coast where the economy is more devel-
oped than the west. If students are categorized by their learning
data, the gap of education is de�nitely going to be widening instead
of being reduced. So the data is just helping us to make decisions
and it is up to policy makers to make sure that what is be�er for
education.

7 SELF-MANAGEMENT
Because of be�er availability of information driven by the use of
mobile devices, learners today can constantly engage in informal
learning. �ey can learn in MOOCs, read papers that they are
interested, watch some tutorial videos in various websites. As
a result, it is impossible for teachers or other sta� at schools to
monitor learners’ learning process. Recommender systems will
send learners courses that they may be interested at and videos
that they may want to watch, which increase learning activities.
So it is very necessary that some learning analysis so�ware can
help learners to review their own learning activities and even their
peers learning activities in courses they take together. In this way,
learners can diagnose their own learning and learn from others.

In the future, everyone will engage in mobile learning and in-
time learning. People will not only learn to get certi�cates and get
a job, but learn to solve problems popped up in their life. Moreover,
they will be able to share their learning experience to others when
others encounter similar problems. �erefore, a net of sharing and

learning will be created to replace the school-centered knowledge
world.

8 MEET LEARNER’S NEEDS
For instructional designers or learning specialists, it is very im-
portant to do a thorough needs analysis before developing any
instruction. However, in reality, especially in corporate learning,
it is almost impossible to use survey and interviews to collect in-
formation for needs analysis. Can big data help in terms of �nding
employees’ needs in learning something new to tackle problems
at work by data mining and other means? Can big data also help
us to be�er understand students in formal learning? We still need
time to see.

9 CONCLUSION
Big data provide many new opportunities to improving learning
in terms of extending traditional learning theories and in terms of
revolutionizing education. With the help of big data, it will be easier
to implement constructivist theory in learning, and help analyze
learning in ways which cannot be done in the past. However, we
should also note that with opportunities comes some potential
threats such as widening the disparities between the well-learned
and the ill-learned.
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ABSTRACT
E�cient management and utilization of energy and other utilities
is the need of the hour. �e plethora of real-time data generated
during day-to-day operational activities can be used to detect con-
sumption pa�erns and predict outages, shortages and surges in
power usage, while simultaneously improving the use of renewable
resources as sustainable alternatives. Intelligent big data analytics
can help the energy and utilities sector by reducing costs through de-
vising e�cient operational strategies, becoming more self-su�cient
and productive in their performance and improving customer sat-
isfaction and interaction by making valuable suggestions to the
consumers on how to use their resources be�er.
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1 INTRODUCTION
Energy sources such as electricity and fossil fuels like coal and
petroleum, along with renewable solar and wind energy, coupled
with other utilities like water and gas, are indispensable entities for
humans in their day-to-day processes. We can therefore imagine
the pressure on the energy and utilities sector to provide unin-
terrupted resource �ow while ensuring e�cient management of
those resources. Apart from this, sustainability and use of cleaner
energy is also a demand upon these industries. In earlier times,
the interaction used to be a one-way street, with the industries
adjusting their supply capacities in order to meet demands of the
consumers. With time, the demands have increased exponentially,
and the supply needs to keep pace with it. �is results in issues
of demand management, operational ine�ciencies and increasing
strain on available resources. �erefore, the energy and utilities
sector too has turned to Big Data analytics for a solution. �e ob-
jectives are to design intelligent systems, using the wealth of data
accumulated by the energy and utilities sector, which can assist in
generating, storing and using energy sustainably to meet consumer
needs, while keeping costs in check [7]. New analytics systems
designed for these purposes have the capability to actively store
millions of records per second from distributed sources, analyze
these streams of events to detect pa�erns useful for prediction and
constantly self-learn from previous responses using advanced cog-
nitive capabilities [7]. Figure 1 shows how IBM’s event-driven data
management system works as an e�cient analytics tool for the
energy sector.
�e advantages that these systems can provide utilities will be visi-
ble in form of cost reductions (increasing capital productivity and

Figure 1: IBM’s event-driven Data Management System [7]

saving excess expenditures on operations and maintenance), in-
creased reliability (predicting outages and accurately detecting fail-
ures of equipments) and customer satisfaction (engaging customers
in the process �ow by providing them with useful insights about
their consumption pa�erns) [10]. Some of these smart technologies
have been actively deployed as well. GTM Research predicts that
“global utility company expenditure on data analytics will grow
from 700 million in 2012 to 3.8 billion in 2020, with gas, electricity
and water suppliers in all regions of the world increasing their
investment” [2].

2 THE RISE OF SMART TECHNOLOGIES
Big Data warehouses and analytic technologies have been making
waves in the energy and utilities sector for some time now. One ex-
ample is of Microso�, where 30,000 existing sensors were organized
into a single energy-e�cient system, at the company’s Redmond,
Washington, headquarters [21]. �e network is used to avail billions
of data points on energy usage in areas such as heating, cooling and
lighting. Analysis of this data lead to, in one case, a garage exhaust
fan, that had been running for a year and costing Microso� 66,000
USD. �rough this system, the company saves close to a “60 million
USD capital investment in energy-e�cient technologies” [21]. On a
larger scale, there is huge amount of data available, being generated
from oil wells, electricity and other utility grids, and generation
stations. Using big data technologies coupled with the Internet
of �ings (IoT) i.e. smart sensors, all of this information can be
gathered, structured and analyzed to provide valuable insights on
utility management.

2.1 Smart Meters and Grids
A Smart Meter di�ers from a regular meter in its additional abilities
of not only measuring the energy consumption for the customer,
but also processing it and providing real-time feedback regarding
it. Some of the features of a smart meter are as follows: real-time
registration of energy usage, possibility to get meter information
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Figure 2: Typical Smart Meter Structure [20]

locally and remotely, remote access of the meter for adjustment of
throughput, interconnection among various devices on the premise,
ability to read other commodity meters in the vicinity [20]. Figure
2 shows a typical smart meter structure.
�e smartness of a smart meter lies in its communication system.
�e meter can communicate using a Power Line Carrier, a wireless
modem (GSM) or an existing internet connection. An interface can
be used to connect this meter to appliances and a home display,
using which it can show the energy data and costs to the consumer
[20].
�ough generally used for measuring energy consumption, smart
meters can also be employed for other utilities such as gas and
water. Smart water meters are not as common, but if implemented
properly, can help detect issues such as leaks on the premises, in
the main line, and wastage of water, much more promptly than
with traditional technologies [15]. Smart metering technologies, in
general, can prove to be an essential addition to demand response
as well as predictive management techniques.
A Smart Grid network is an advanced form of a traditional power
grid (the concept is generally applied in the electricity sector). It
provides a two-way exchange of electricity and information to
create a widely distributed energy-delivery system, which is re-
liable, resilient and sustainable [8]. Technologies such as smart
meters act as components of a smart grid framework, which acts as
an intelligent system that monitors generation, transmissions and
consumption in the complete electric grid and performs dynamic
energy management. For example, in case of a transformer failure,
the smart grid would detect it and modify the power �ow such that
it recovers the power delivery service [8]. Apart from this, smart
grids can also be used in shaping energy demand pro�les. �e three
major components in a smart grid system are: smart infrastructure,
smart management and smart protection. �e smart infrastructure
helps in advanced energy �ow, monitoring and communication.
�e smart management system provides control services. �e smart
protection system ensures reliability, safety and security of the net-
work [8]. Figure 3 shows the NIST conceptual model for a Smart
Grid.
�us, we see that the volume of data obtained from smart meters in
smart grid networks, along with other components, can be used for
a variety of intentions. For example, Diamantoulakis, Kapinas and
Karagiannidis have used smart grid information for the purpose

Figure 3: Conceptual model for a Smart Grid [8]

Figure 4: Smart Grid Forecast Model [6]

of load synchronization. Cloud computing technologies have been
used to manage the big data obtained from a smart grid (using
distributed data management and parallelization). Next, dimension-
ality reduction has been applied to keep only the useful predictors
and data mining techniques like Arti�cial Neural Networks or Clus-
tering have been used to model customer load curves. �is has
been followed by short-term load forecasting techniques (using
regression, time-series or state-space models) to provide values for
price and demand forecasts [6]. Figure 4 shows a rough structure
of the Smart Grid forecast model.

2.2 Energy Disaggregation
Energy Disaggregation is a novel idea born out of the possibilities
o�ered by the smart metering technologies discussed above. It in-
volves the breakdown of the main electric signal into consumption
by each individual appliance in a unit. Also referred to as NILM
(Non-Intrusive Load Monitoring), this technology can help create
itemized energy bills for consumers and help them monitor their
consumption in a much more speci�c format. �is in turn helps
in e�cient management of the power grid as well, as the user can
detect if any device is faulty or consuming more than the normal
amount of energy [11]. �e data generated by smart meters can be
used for this process. �e main electric signal can then be broken
down into signals from individual appliances by identifying their
signatures. �is data obtained on an individual as well as aggre-
gate level can be analyzed using data mining techniques such as
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deep learning (neural networks), Combinatorial Optimization or
Factorial Hidden Markov Models (FHMM) to detect pa�erns useful
for prediction purposes [11].

2.3 Electric Vehicles
�e advent of Electric vehicles has largely reduced the strain on
non-renewable fossil fuels. �ey form an important part of the
Smart Grid network discussed in the previous section. �e increase
in use of electric vehicles leads to bene�cial reduction in carbon
emissions as well. However, one major consideration in the use of
electric vehicles is charging these vehicles without overloading the
grid [17]. However, data analytics can help us here by designing
scheduling systems for charging of these vehicles. Control mech-
anisms need to be set up to guide the charging of these vehicles.
Also, consumers need to be explained to or incentivized so that they
follow these guidelines and ensure that the load on the electric grid
is stabilized. �e advantage of electric vehicles is the presence of
large ba�eries which can store charge and o�en help in load shi�-
ing within the owner’s home. �is indirectly provides energy back
to the grid and helps stabilize it as well. Optimization techniques,
using the data obtained from use of these vehicles (their charging-
discharging cycles and energy demands), can help in devising such
load scheduling systems which prove to be bene�cial units of the
Smart Grid system [17].

3 GROWTH AREAS IN THE ENERGY
INDUSTRY

�e advancement of technology has led to a cultural shi� in the
energy industry as well. Not only are technologies changing, but
also the mindsets and therefore business strategies of companies
in the energy sector [16]. Some of the major areas in the industry
touched by the advent of big data technologies are operations, asset
management, demand-side management and customer satisfaction.
Apart from these areas, the concept of sustainability is one of utmost
importance. E�cient usage of renewable resources is another major
bene�t provided by data analytics to the energy industry.

3.1 Asset Management and Operational
E�ciency

Managing its assets and ensuring smooth-running operations are
two of the most vital, interdependent tasks for the energy industry.
�e assets involved in running day-to-day operations are typically
quite expensive and result in service interruptions and losses if
damaged. �erefore, using prediction and optimization techniques
to detect and prevent possible issues in an oil well or power grid or
gas pipes is extremely essential, from an asset management point of
view as well as to ensure operational e�ciency [14]. For example,
use of complex algorithms on big data platforms like Hadoop for
seismic data analysis can potentially help identify optimal drilling
locations and reduce risks in the process [1]. �e increase in data
being obtained from a variety of sources and the availability of use-
ful machine learning algorithms to make sense of them has opened
up opportunities to monitor and detect possible scope of anomalies
or leaks and prevent them beforehand. �is has also helped in e�-
cient personnel management as it reduces unscheduled visits due
to early warnings [18]. Maintenance sta� can be be�er equipped

to deal with equipment damages, loads can be shi�ed to stabilize
strained networks and possible outages can be prevented. Predic-
tive maintenance, rather than reactive maintenance, is the need
of the hour. An example is Schneider Electric’s Avantis PRiSM, a
predictive analytics tool, which used prediction based on models
built on the asset’s operational history during its various phases
[18]. In one case, a steam model turbine, which was having spo-
radic issues over the course of a year was �xed by the maintenance
crew by taking corrective measures related to bearing vibrations.
However, the issues did not end and the historical data from the
turbine was sent to PRiSM for resolution, where it was discovered
that thermal expansion issues were the main cause and bearing
vibrations just the symptom. Had this predictive maintenance tech-
nique been used earlier, initial maintenance would have prevented
the machine’s issues from becoming chronic and saved millions of
dollars on maintenance costs [18].
Another big data analytics methodology has been discussed by
Chen, Dokic, Stokes, Goldberg and Kezunovic, on outage predic-
tion [4]. Since weather phenomena are one of the top reasons for
outages, the use of a Geographic Information System (GIS) to pre-
dict potential outages seems to show great promise. Weather and
wind data, vegetation data and electric network data points are con-
solidated to create a database of all possible in�uences. �is dataset
is used along with predictive technologies to create a framework
employed to predict risks and plan accordingly [4].
�e discussed methodologies provide strong evidence as to how the
data generated by the energy sector from its own assets (along with
other external factors) can be leveraged to increase operational
e�ciency. Data from social networks and web browsing data are
other potential sources for big data analytics which can be used as
complements to existing data sources for inducing useful insights.

3.2 Demand-Side Management and Customer
Satisfaction

Demand-Side Management or Demand-Response Management is a
new approach to load management in the power sector. Generally,
supply is adjusted in order to meet demands of the consumers.
Demand-side management, however, suggests methods to adjust
the demands in order to maintain a balance with the available
supply [17]. �e most common ways used to implement this are
o�ering �nancial incentives to reduce demands during peak times
or automatically controlling device consumption. �e emergence
of smart meters and smart grids though, has made this process eas-
ier by introducing a two-way network and allowing demand-side
management to be applied on the overall electric grid. �e use of
demand-side management can prove to be useful to the user (in
reducing electricity costs) as well as to the supplier (by gaining
su�cient time to synchronize the supply and demand, especially
if using renewable technologies intermi�ently) [17]. In a smart
grid network, this can be implemented by designing an intelligent
system that is able to read the grid and provide appropriate re-
sponses to changes in load dynamics. Such a system would be able
to predict supply and demand trends for the grid and adjust accord-
ingly. Also, the consumers should be willing to allow an intelligent
system to manage their devices, by automatically shi�ing loads
when needed, while clearly communicating with the consumer
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and asking permissions when required. To develop such a system,
advanced big data analytic techniques and simulations are required
which can model the grid and all the internal and external factors
which a�ect it [17]. Smart technologies like energy disaggregation
can also help by providing the customers with an estimate of their
consumption and encouraging them to take preventive measures to
prevent overloading on the supplier’s end, while reducing their own
electricity prices. Factors like the introduction of electric vehicles
can also help tremendously in this supply-demand balance strategy
(through discharging to satisfy demands and reducing pressure on
the grid). �e coming together of all these heterogeneous agents
(traditional electricity sources, electric vehicles, renewable sources)
to maximize energy in the system results in a sort of distributed
network o�en referred to as a Virtual Power Plant [17]. �e concept
of a Virtual Power Plant is essential to demand-side management
in its e�ciency and ability to increase energy supply while mini-
mizing costs.
Such demand-side management techniques involve high-scale ana-
lytics and cloud-computing technologies to deal with the vastness
of network information being utilized. Computationally e�ective
algorithms and optimization techniques are crucial to achieve the
level of accuracy required. �e results however, are invaluable not
only to the energy sector but also to the customers through encour-
agement and implementation of highly e�cient energy networks.

3.3 Renewability and Sustainability
�e dependence on conventional fuels and sources of energy has
increased over time. �is has led to an increase in the resultant
pollution as well as greater strain on these resources. Renewable
energy sources provide alternative and cleaner energy options, thus
improving sustainability. However, the issue that renewable energy
faces is its intermi�ent usage. It is still developing as a potential
replacement to conventional fuels. �erein lies the question of pre-
dicting energy production from these sources. �e data generated
here is voluminous and varied, therefore making Big Data technolo-
gies the best option for analysis purposes. An example is a Vi-POC
(Virtual Power Operating Center) designed to provide real-time
forecasts of renewable energy generation [3]. �e system collects
data from various power plants (wind, photovoltaic, biomass or
geothermal) along with weather data to predict the generation of
energy on an aggregate and individual level. It takes care of the cor-
relation between weather phenomena and internal factors related
to the energy production system and employs a semi-supervised
adaptive model for forecasting. Mondrian is used for online analytic
services, Hive on Hadoop MapReduce is used as a query executor
and HBase is used for data storage [3]. �e result is an e�cient
analytics system that provides useful intuition regarding renewable
energy production. Deployment and utilization of such technolo-
gies can lead to a sustainable blend of renewable and conventional
energy sources, thus leading to an energy-e�cient framework.

4 WATER MANAGEMENT
Water is a resource imperative to our survival and therefore, one
of the most important utility industries. Just as big data analytics
has permeated the realm of energy industries, water too is an im-
portant customer. �e water utility sector has always been quite

fragmented, thus the arrival of big data analytics in this �eld is rel-
atively new. However, there is tremendous scope for improvement
and advancement in this sector as well. �e concept of smart me-
ters and grids as applied to energy can be used for water resource
networks as well. In fact, we do have a lot of data available in the
water industry. “Water utilities see data from supervisory control
and data acquisition (SCADA) systems, including �ow statistics,
online monitoring, dissolved oxygen (DO) measurements, and air
�ows, as well as data from laboratory information management
systems (LIMS) and computerized maintenance management sys-
tems (CMMS), to name several examples” [19]. Signi�cant use of
this data for analytics has also begun. An excellent example can be
made of Black and Veatch, an engineering company, which has de-
veloped operations optimization tools for the wastewater treatment
facility at the city of Lawrence, Kansas. �ese will be extended
further to the water treatment facility as well. �e bene�cial e�ects
of consolidating all operations data in a single huge database have
started becoming evident, especially for visualization purposes [19].
Another shining example is of Fathom, a startup based mainly in the
water utility data management area [9]. �e CEO of Fathom, Trevor
Hill, has led the campaign to revolutionize the water utility sector
by se�ing up a cloud-based platform to o�er so�ware-as-a-service
to water utilities. Fathom provides meter-reading services on the
cloud, automated billing and customer services comprising of leak
and meter failure detection. Trevor Hill describes his system as a
“smart grid for water utilities” [9]. �e rise of smart technologies is
gradually, but de�nitely, reforming the water management sector
along with other utilities.

5 CASE STUDIES
Various companies in the energy and utilities sector have used big
data analytics to improve their operations and customer manage-
ment strategies. Each success story reveals how much big data
has come along in revamping the entire industry. CenterPoint, a
Houston based electric and natural gas utility, has used big data in
saving itself a considerable amount of manual labor as well as costs.
Physical inspections used to cost the company 88,000 meters every
day (75 USD each). �is changed with the deployment of smart
meters which covered 221 million readings each day and with no
traveling costs at all [21]. Oncor Electric Delivery Company LLC,
the biggest electricity distribution-transmission company in Texas,
collaborated with IBM and installed smart meters for its customers,
thus creating an e�cient and interactive energy grid and saving its
consumers 25 percent and more in electricity bills. Additionally it
improved its crisis-response time by almost 40 percent [13]. Vestas,
one of the largest wind energy companies in the world, worked
with IBM to implement a system that helped in locating optimal
turbine placement sites and forecasting wind pa�erns and energy
production. �is system produced a 97 percent faster prediction
and response time and resulted in 40 percent decrease in energy
utilization while increasing computational capacity [12]. Podo, a
Spanish utilities company, worked with Cloudera to design a pre-
diction system for consumer energy consumption pa�erns. �is
model helped development of micro-targeted campaigns and re-
duced electricity bills for customers and companies up to 30 percent
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[5]. �e big data leap for all these companies translated into pro�ts
and a colossal increase in operational e�ciencies.

6 CONCLUSIONS
Implementation of big data technologies is not without its obstacles.
Silos mentality and fragmented systems, along with the di�culties
in consolidation of highly skilled data scientists and big data based
system resources, do pose hindrances on the way to an intelligent
and e�cient framework. However, we see an increasing number of
success stories, people willing to put in the extra e�ort, to develop
intelligence in their systems by breaking the fe�ers of ignorance.
With the increase in technical innovations, it is highly unlikely that
the energy and utilities sector will stay behind. �e current pace of
big data analytics in the industry can assure us that smart systems
are here to stay.
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ABSTRACT
We have come a long way from the stone age to build large scale
industries, big cities, bullet trains, and a booming automobile indus-
try. Technological and industrial advances are making our cities
smarter by the day and yet a nagging side-e�ect is air pollution.
Air pollution is not only creating local health hazards like respira-
tory and heart problems, but also directly leading to an increase in
temperatures and contributing to global warming. We show how
the advances in Big Data, Cloud Computing, and Internet of Devices
can be used to combat air pollution.
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1 INTRODUCTION
Air pollution is no longer a local problem. It is a global environ-
mental issue which involves individual countries to come together
and device measures to combat it [5]. It it causing about 3.7 million
premature deaths worldwide from cardiovascular and respiratory
diseases and also ruins the crops that feed the world [5]. Air pollu-
tion also has a direct e�ect on a number of environmental issues
like global warming, depletion of ozone layer, acid rains, and im-
pacts wild-life [5].
Back in the year 1990, the job of a typical air quality scientist was to
develop atmospheric dispersion models to evaluate the air pollution
caused by industries and make sure that it is within the permis-
sible level suggested by the Environmental Protection Agency [2].
�ese models gather historic data of many years from airports and
weather balloons to predict the pollution with the help of meteo-
rology theory [2]. Although the methods used to derive the values
were good enough, the limitations with respect to the technology
posed a real challenge which took weeks to run the simulations,
only to be cut-o� in the middle due to power and storage issues [2].
�e data processing engine was built on Sun-Solaris workstations
with tapes handling the data storage [2]. �e work-stations set up
in major points in the country would communicate using a very
slow network connection [2]. �e data processing would be done
locally and later wri�en to all the servers which would then be
split and distributed among many machines and consolidated in
the end [2]. “If only we had that much more data and that much
more ability to handle it, we could iterate through the model at a
much �ner scale. Real-time data processing remained a pipe dream”
[2].

Figure 1: Green Horizons air quality management for Bei-
jing [3]

2 AIR POLLUTION AS A BIG DATA PROBLEM
�e advent of Big Data and the technological advances changed the
way the data is ingested and analyzed [2]. �e network speeds have
increased, wide range of sensors are available to collect data with a
lot of precision which would feed the high speed data processing
systems. Batch processing has become easier with Hadoop and
Map-Reduce. �e storage mechanisms have become cheaper and
more disaster proof.
IBM is helping Beijing combat air pollution by analyzing huge
amounts of data using a data analysis platform Green Horizons [3].
IBM has signed up partnerships with di�erent cities in China and
India to deploy Big Data Analytics, Machine Learning and Internet
of �ings to improve tra�c, keep a check on the pollution from
industrial machines, and other pollution causing agents [3]. IBM
will deploy sensors in various places to collect data in real-time
and analyze previous weather forecasts, and build improved itera-
tive models over time [3]. �e system continuously streams data
from the sensors and improves the forecast by learning over time
using Machine Learning algorithms [3]. Figure 1 shows the Green
Horizons air quality management for Beijing [3].

IBM is collaborating with the United Nations to push the use
of technological advances by every country for the common good
of the world [3]. More and more cities and countries are opening
air quality data to public where you can get reports in real time
[1]. �e BreezoMeter is the �rst mobile application that provides
real-time information of the street’s air quality information using
geo-location maps [1]. Copernicus is another monitoring service
that ingests data from satellites and on site sensors on land, air and
sea to provide continuous information to the users [1]. Open Data
Week is an intergovernmental organization where 34 states come
together to bring reforms and discuss how to use technology and
services like Copernicus that use Big Data to test prototypes of new
products to ensure they operate within the permissible levels of
pollution [1].
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Figure 2: AQI classi�cation [6]

While these initiatives help bring awareness about the seriousness
of the issue, each state and country should take strict measures to
bring out reforms that will help eradicate pollution. Big Datamight
never replace the environmental responsibility but it will help to
plan the vision for environmental awareness and its tools make
it easier to achieve the vision [1]. �ese tools can also be used to
gauge the alternative sources of energy and the feasibility of tapping
into other natural resources ensuring responsible consumption of
energy [1]. For example, IBM Bluemix analyzed data from a steel
industry and the analysis uncovered an interesting insight that
the furnace wastes a lot of energy to o�set the temperature of the
smoke which resulted in optimizing its operation [2].

3 BIG DATA TECHNIQUES TO COMBAT
POLLUTION

3.1 Random Forest Approach for predicting air
quality in Urban Sensing Systems

Air pollution in an urban se�ing is very important to monitor be-
cause of the population density. Air quality in these areas varies
a lot in various parts of the city owing to tra�c and presence of
industries [6]. A random forest approach ingests data from me-
teorology, urban sensors, road information, and real-time tra�c
and predicts the air quality with utmost precision [6]. Real-time
air quality information consists of measuring the concentration of
PM2.5, PM10, and NO2 [6].
�e Air�ality Index AQI is the measure that is used to understand
how polluted the air is [6]. AQI is measured by reading the concen-
tration of 6 pollutant gases namely, sulfur dioxide SO2, nitrogen
dioxide NO2, air particles smaller than 10 µm PM10, air particles
smaller than 2.5 µm PM2.5, carbon monoxideCO , and ozoneO3 [6].
Based on the level of AQI, the air quality is classi�ed as shown in
Figure 2 [6].

Tra�c Congestion Status TCS, explains the tra�c status at the
current hour [6]. Figure 3 shows how colors are used to represent
the tra�c congestion [6].

3.2 RAQ Algorithm
�e RAQ algorithm collects data from air monitoring station AQI,
meteorology data MD, tra�c congestion TCS, road information
RI, and point of interest POI which is the speci�c location that
someone is interested to visit [6]. �e data refresh rate is one hour

Figure 3: Tra�c Congestion[6]

Figure 4: Structure of RAQ data[6]

Figure 5: Procedure of RAQ [6]

and the data is collected from di�erent parts of the city which are
divided in grids fromG1 toGn [6]. �e data is divided into training
and testing data sets to train the model and evaluate the model [6].
Figure 4 shows the structure of the data [6].

A decision tree is used to split and classify the data and the
results are aggregated by collecting the data from all the sub-trees
[6]. Figure 5 illustrates the procedure of RAQ [6].

�e Random Forest algorithm is employed using the tree type
classi�er to recursively partition the dataset and generate sub-trees
and �nally aggregate the results of each sub-tree [6]. Each sub-tress
is constructed using Bootstrap Aggregating where each data set is
divided into di�erent buckets by using statistical samples [6]. Once
the trees are constructed, each subset of data is fed into a decision
tree and the estimated AQI index is calculated [6]. �e �nal AQI
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Figure 6: RAQ Algorithm [6]

index is determined as the maximum value out of all the individual
values [6]. Figure 6 shows the step-by-step RAQ algorithm [6].

4 MACHINE LEARNING MODELS
Machine Learning deals with augmenting computers with the ability
to learn from data and program themselves [4]. �ese algorithms
can be used to evaluate the air quality [4].

4.1 Arti�cial Neural Network Model
Arti�cial Neural Network Model tries to solve the problem by sim-
ulating the functioning of brain and neurons [4]. �e model ar-
chitecture is a function of a sigmoid [4]. For this experiment, the
air quality data was divided into training, test, and validation data
with split of 60, 20, and 20 with a back propagation network of
two hidden layers [4]. To ensure consistency, the air quality data
for the training and test sets are derived from the same season [4].
�e air quality is forecast by looking at the historic data where the
input and output are represented by the air quality data measured
at di�erent times [4]. �e model turns out to be reliable with a
good prediction accuracy with the lowest mean square error of
3.7 × 10−4 [4]. �e Arti�cial Neural Network Model is combined
with Markov Chains to develop a new improved model with im-
proved prediction accuracy where the ANN computes the primary
values and the results are re-computed and improved by the markov
transitional probability matrices [4]. Figure 7 shows the Arti�cial
Neural Network Model with two hidden layers [4].

4.2 Least squares Support Vector Machine
Model

Least squares support vector machine is a supervised learning
model used for classi�cation and regression analysis which ar-
rives at the solution by solving the data represented in the form of
linear equations [4]. For this model, the sample data was collected
from 100 sensor points in di�erent intervals of time and at di�erent
geographical locations that ranged from urban areas with popu-
lation, areas near the airport, water surface areas like lakes, and
sewage processing areas [4]. �e sample data was a good split with
80 percent collected from urban sewage area and the other data
collected from air surface areas [4]. �e �uorescence content in the
air was analyzed by a portable air quality measuring device devel-
oped in-house by Zhejiang University [4]. �e �uorescence data
captured using the device is highly dimensional and non-linear and
therefore data pre-processing is essential to bring the dimensions
down to a manageable level [4]. �is eliminates the ambient noise

Figure 7: Arti�cial Neural Network(ANN) Model [4]

Figure 8: Least squares Support Vector Machine Model [4]

and the temperature dri� from the data [4]. �e algorithm predicts
the regression model by looking at the training data for each clus-
ter [4]. Finally, the vector consine distance is used to classify the
sample into clusters and the performance criterion such as Root
Mean Square Error and Mean Absolute Error are computed which
demonstrate the e�ciency of the algorithm [4]. Figure 8 shows the
pictorial representation of the algorithm [4].

5 CONCLUSION
While the new age technologies have a big role to play in measuring,
tracking, and keeping air pollution in check, each person should
have individual environmental responsibility to make the world
a be�er place to live in. Internet of �ings and Machine Learning
are augmenting the Big Data capabilities like never before. �is
ensures that we have more data points to work in a given time
and continuous data streaming means more accurate real-time
analytics with e�cient Machine Learning algorithms. All these
three technologies will continue to work in tandem to keep a check
on air pollution and the imminent threats.
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ABSTRACT
Big Data is rapidly becoming a crucial component in the majority
of the �elds, be it from medicine to so�ware. Big data technologies
help in processing humongous amounts of data in a rapid manner
while enabling us to achieve results fast and accurately. Big data is
becoming a key player in the restoration of ecological assets like
water, forests and the likes. Real time analysis of assets all over the
world and the changes are documented and stored how this data
can be used and for what purpose is the penultimate question. We
dissect the various stages of the rainwater harvesting process and
show how the application of big data to each stage can enhance
the process.
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1 INTRODUCTION
Rainwater harvesting is the accumulation and deposition of rainwa-
ter for reuse on-site, rather than allowing it to run o�. Rainwater
can be collected from rivers or roofs, and in many places, the wa-
ter collected is redirected to a deep pit (well, sha�, or borehole),
a reservoir with percolation, or collected from dew or fog with
nets or other tools. Its uses include water for gardens, livestock,
irrigation, domestic use with proper treatment, indoor heating for
houses, etc. �e harvested water can also be used as drinking water,
longer-term storage, and for other purposes such as groundwater
recharge.Rainwater harvesting is one of the simplest and oldest
methods of self-supply of water for households usually �nanced
by the user. [4]. Rainwater harvesting is also used to tackle the
problem of water scarcity. Water scarcity caused due to pollution,
global warming and overuse has become a huge threat to the exis-
tence of man. solving this simply by �ltration and redistribution of
water from dams and from normal rainfall, these can be augmented
with rainwater harvesting systems.

2 BIG DATA IN RAINWATER HARVESTING
2.1 Introduction
Before the subject ma�er of big data in rainwater harvesting is
tackled it is �rst necessary to understand the rainwater harvesting
process before the combination with big data can be explained. For
the purpose of this study, the method roo�op rainwater harvesting
is used. In brief, the rainwater harvesting process can be grossly
oversimpli�ed as follows:

• Analyze feasibility of installation
• Installation
• First wash

• route rainwater to storage tank
• redirect water in case of over�ow

the �gure 1 provides a good explanation on rainwater harvesting
process and a good article to explain the rainwater harvesting

Figure 1: rainwater harvesting �gure

process can be found here [4]. �e �rst wash step, in particular, is
very important because it removes dust debris etc from the roo�op
or else we risk contamination of water. �ite naturally we cannot
allow the collected rainwater to over�ll tanks in case of this we
need to redirect the water to some other outlet.Big data can play a
very in�uential role right from the feasibility analysis to re direction
of water.

2.2 Big data and feasibility of installation
Big data can play a huge role in the feasibility estimation. �is
can be useful for both households and governments, in many coun-
tries in some states it is mandatory that each house should have
a rainwater harvesting unit. In some cases, these are funded by
the government and in some cases it in on the owner to do so. In
the case of governments to do an analysis how can they do so, it is
a huge task to go to each and every house and track roof dimen-
sions. One easy way of going about this would be to use satellite
image data. �ese images can then be searched for roof features
and dimensions accordingly extrapolated and in such a manner
the dimensions of many roofs can be obtained and a cost estimate
can be obtained. To obtain the data we can use the many datasets
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provided by NASA or we can even use a highly zoomed street view
from google maps. To extract the features we can use one of the
many open CV libraries or use apply complex ML deep learning
algorithms . To store this data a simple Hadoop map-reduce can be
used. A more detailed study can be viewed in [2].

2.3 Big data and �rst wash
the importance of �rst wash was previously stressed upon in the
introduction. it is required to wash away dust, debris, dead insects
and other such contaminants. �e �rst watch is a manual task it is
dependent on the owner to redirect the �rst wash water elsewhere.
O�en most people have mistaken it to be the �rst wash to be the
�rst rain, that is people waste a whole day of rain at times as �rst
wash, or some mistakenly use small drizzles as the �rst and do not
use the �rst watch properly. Big data can help in the automation of
the �rst wash process combined with IoT. �e �rst step would be
to obtain the weather data, this can be achieved either by using the
highly consolidated data obtained from the respective government’s
meteorology departments or the huge datasets provided by the
NASA satellite. Once again Hadoopmap-reduce allows for reducing
a humongous data set into more compact usable structures. From
this we can perform a weather data analysis to determine if the
rain will be heavy/light and its duration. From this data, we can
easily determine when to perform the �rst watch. Assuming every
rainwater harvesting unit has an IoT feature that controls the valves
or water redirection one central control center can send signals to
a wide area on when to perform the �rst watch and for how long.
�is should greatly reduce the amount of rainwater wasted.

2.4 Big data and water tanks
Big data and IoT can once again help in the rainwater harvesting
process, there are many times water le� in the tanks are not used
and the water becomes stagnant with the use of devices the quality
of water can be checked and the tanks can be drained. Also, it is
very di�cult to combine the rainwater tanks with the main water
channels of the buildings since the water in the tanks is very very
limited. With the help of IoT redistributing this water becomes
very easy using data from other parts of the housing analysis can
be made water can be redistributed accordingly. �en there is also
the ma�er of making sure the tanks don’t over�ow which could
lead to bursting. Using IoT the water can be tracked in a smart
manner and decisions like when to reroute can be done in a smart
manner. �ere is one more important use for big data in tanks,
leakages and rusting. As previously mentioned the quality of water
can be checked by its ph level using smart devices the next issue
comes down to leakages. more o�en than not most installations are
buried under the ground this is done in order to reduce the e�ects
of weather and also so that the installation doesn’t take up space.
While this leads to a new set of problems the major one is that o�en
leaks cant be detected until its too late. IoT devices can be used to
alert a user that water levels are falling down way too rapidly and
the user can contact servicemen in time before the next rains.

2.5 Big data and water re routing
Lastly but perhaps most important is the issue of rerouting water
once the tanks get full. In the majority of the cases, the rainwater

is directly diverted to the water table. While it is normally a good
idea to replenish the water table in such a manner due to over
exploitation from bore wells. Aside from restoring the water table,
it is slowly becoming essential to recharge even the lakes and other
sources of freshwater. �is is becoming important because with
global warming and rainfall becoming more erratic [ some places
receiving more rainfall than the others and others receiving way
lesser] as a result we need to divert some of the harvested rainwater
to other lakes/reservoirs. As to how this can be achieved we can use
Big data to monitor the water levels and then decide accordingly
where to route the rainwater and by how much.

3 TECH IN RAINWATER HARVESTING
Surprisingly there is not much to write about about very few play-
ers exist in the rainwater harvesting market who aim to o�er the
services of big data. Part of this can be a�ributed to the fact there
is not much data available. For example, Indian government o�ers
highly consolidated annual precipitation data for free while this is
useful to perform past estimates it however is really not enough,
more detailed minute by minute data of precipitation is required
in order for the above mentioned analysis to take place. Even the
NASA weather data doesn’t give the whole picture. �is doesn’t
mean the data is not there but a premium is required to obtained it.
there are a few players who o�er smart tank service . However the
tech scene is just ge�ing warmed up and awareness of its potential
is doing rounds a good article was recently released by NASA on
this [1] and a few examples are [3].

4 CONCLUSION
�e scope for big data in rainwater harvesting is immense but the
major initative lives with the governments, rerouting water into
reservoirs is not in the best interests of private contractors but they
can be hired to make it so. �is can create a huge job market and it
will be bene�cial for all involved. �is also needs to be done sooner
rather than later because the rate of population growth exceeds our
available sources and if we want the future generations to have any
resources we need to embrace technology and start protecting our
assets. Also, for private contractors to approach the government
with proposals it would be very useful if more relevant data was
made available to the public and thus there is a need for investment
in the weather department for data.Rainwater harvesting despite
being one of the oldest practices of water replenishment is surpris-
ingly behind in terms of technology advancement when we look at
the progress made with solar and wind.
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ABSTRACT
Ground breaking scienti�c research and development happen in
laboratories all over the world every day. �e recent �ux of data
has revolutionized laboratories across several very di�erent sectors.
Many laboratories operate at the capacity that require big data
tools. Exploring the current need for big data tools across several
industries provides a view of where these tools are currently being
applied and how they are bene�ting the industry as well as where
gaps exist.
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1 INTRODUCTION
A laboratory is a room or facility designed to conduct experimen-
tation, research, teaching, or manufacturing. Experimentation is
the process of performing a de�ned procedure or test to validate
a hypothesis. Most commonly during experimentation, modi�ca-
tions or additions are made to a sample of process to determine
the result. Research is the investigation of behavior, material, or
process. Research o�en involves experimentation but does not
have to. Teaching within a laboratory introduces students research
and experimentation while exploring processes and demonstrating
technique. �e manufacturing of drugs and medical equipment,
the re�nement of chemicals such as oil, and food processing are all
carried out in laboratories.

�ere are many di�erent types of laboratories. Analytical labo-
ratories explore the chemical composition of molecules, chemicals,
products, and other samples. Biosafety laboratories are designed to
o�er containment of potentially hazardous chemicals or pathogens.
Cleanrooms are designed to protect the elements within the lab-
oratory from airborne particulates. Clinical laboratories perform
diagnostic testing and are designed to contain pathological hazards.
Production laboratories also require an environment restricting
containment and air quality because these laboratories produce
very pure and consistent products such as drugs, airplane fuel, or
dairy products. �ere is a vast number of di�erent types of research
and development (R&D) laboratories ranging from atomic research
labs to laser research labs to mechanical testing lab [7].

Big data is data so numerous that the cost of storing it becomes
a burden, it is data that grows exponentially and continuously, and
it is data that comes in structured and unstructured forms. Big data
provides a source of insight into the elements of cost, time, and
process [16]. �e push to big data has required the development
of so�ware tools that can handle the data load and provide a view
into the valuable insights provided.

Where does Big Data meet laboratories? A great majority of
laboratories have adopted the digital age with the implementation

of Laboratory Information Management Systems (LIMS) and Elec-
tronic Laboratory Notebooks (ELN), but many of these laboratories
do not produce data on the scale of big data. Only very special-
ized laboratories are currently producing enormous volumes of
structured and unstructured data. Big data tools for laboratories
still have number of hurdles to over come such as security, the
enormous variability in data diversity, and the steep learning curve
but entire industries are coming together to solve these problems
in an e�ort to unlock the power of data [2].

2 CLINICAL LABORATORIES
Clinical laboratories are within the healthcare sector. �e specialty
is testing the checmical components of body �uid and tissue. �ou-
sands of clinical tests exist and clinical laboratories must be equip
and have the ability to run a great number of them quickly [3]. �e
healthcare industry has been slow to adopt digital solutions which
means that many clinical laboratories are still run out of paper
notebooks. Data solutions such as Electronic Health Records (EHR),
LIMS, ELN, and clinical decision support systems are helping the
industry to test samples faster and treat patients smarter.

Big data in the healthcare industry in being applied mainly to
electronic health record systems as whole countries �nd interest
in adopting systems that are capable of tracking patient data for
the entire population. One particularly interesting use of big data
for medical purposes is to analyze electrocardiograph (ECG) data
using Hadoop. ECG data is essentially a repetitive time series of a
patient’s heart activity. Analyzing multiple patient �les becomes
a daunting task, but using Hadoop allows for ease of storage and
the application of time series analysis to identify trends that enable
earlier diagnosis of heart disease [18].

�e data collected from themany tests run in clinical laboratories
has the potential to be combine populations spanning millions, even
billions, of patients. A lot of this data will come from ELNs and
electronic health record systems which means a lot of unstructured
data from free form �elds. �e collection of this data is allowing for
the identi�cation of sub-populations with higher infant mortality,
increased risk of cancer, decreased life expectancy, and the like [13].
Laboratory data can then gleam light on what indicators are present
to help explain and reduce these health risks. Big Data applications
such as Hadoop, Intel Galileo, and cloud plaforms Google Cloud
Platform and Amazon Web Services are changing the healthcare
industry to combine data in EHR, clinician notes, imaging data, and
genomics data [6].

3 PHARMACEUTICAL LABORATORIES
�e pharmaceutical sector began to adopt big data system more
rapidly then the healthcare industry. Pharmaceutical laboratories
specialize in the puri�cation, manufacture, and testing of drugs.
Laboratories within this sector are digitized with LIMS and ELN
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with a movement towards platfrom solutions that can combine the
structured data of LIMS with the unstructured data from an ELN to
drive insights. Amazon Webservices and Google Cloud Platform
are top of the list within this highly regulated sector because of
their options to deploy a validated cloud solution.

A unique aspect of drug development is the creation animal
models to assist in validating drug targets. �e development and
propagation of animal models require genetic data on the scale of
big data. High throughput screening is the process of identifying
hundreds of genetic or protein markers from a sample. Aside from
the storage of results, the analysis of high throughput screening is
incomprehensible without the aid of statistical tools [17].

SAP HANA is a cloud based analytic and storage application that
has been successfully implemented within the pharmaceutical in-
dustry. HANA can be designed to provide accurate sample tracking
using Radio Frequency Identi�cation (RFID), detail supply chain,
store data on the scale of big data, and perform in depth analysis
[4]. Big data solutions are currently in development to apply ma-
chine learning algorithms and data mining techniques to the task
of drug repositioning. �is task involves analyzing collected data
toxicology, clinical trial data, published data, drug compatibility
data, and more for the purpose to identify new uses for old drugs
[19].

4 AEROSPACE LABORATORIES
Not all laboratories are based in biological or chemical sciences.
Some labs have telescopes instead of microscopes. Some lab testing
starts with a computer model. �is is the case in the aerospace
industry. An industry that has fully embraced the power of big data
applications. Aerospace laboratory testing consists of mechanical
analysis, satellite data, physics based models, and advanced com-
puter engineering. In comparison to the healthcare industry, the
aerospace industry is on another planet when it comes to big data
[5].

Satellite data archives maintain large volumes of observational
data. Data and Information Management Systems (DIMS) are de-
signed to handle the data load as well as maintain constant network
connection to ensure no part of the real time data feed is lost. �e
daily data throughput can be from 250 to over 900 GB which means
that transferring data requires an even bigger processing engine
with some data engines exceeding 10 TB per day transfer rates [9].
10 TB per day might seem pre�y fast until it is considered that
NASA hosts a data archive of satellite data that exceeds 500 TB [11].
All this data on its own does not produce much value. �e value
comes from the analysis of the data.

IBM has developed the Physical Analytics Integrates Data Repos-
itory and Services (PAIRS) as a geospatial data repository and analy-
sis engine. �e platfrom functions o� of IBM’s cloud system which
stores data on a distributed Hadoop/Hbase system. PAIRS provides
the ability to perform time series analysis on satellite and drone
images [12]. Apache Spark provides the framework for machine
learning algorithms to use and the development of GeoSpark has
enabled the process of spatial data as well [11].

5 RESOURCES LABORATORY
�e resources industry consists of a lot of mining: coal mining, oil
mining, and data mining. Laboratories within the resources sector
are devoted to puri�cation and manufacturing tasks. Resources labs
measure system e�ciency and monitor mechanical functions. Ma-
chine learning techniques have been able to identify system failure
through auditory and mechanical vibration data [10]. Laboratories
within the resources space also adopt LIMS and ELN technologies.
�e data collected by the oil and gas company Cheveron exceeds
1.5 TB per day [1].

Big data analysis within the resources sector has contributed to
optimizing production and saving energy [8]. Oracle, IBM, Hitachi,
and Microso� have all dedicated signi�cant resources to develop-
ing big data solutions speci�c to the resources industry through
platform solutions for storage and analysis of data. Syncsort, Pen-
taho, and Talend have developed analytics tools to run interactive
analytics speci�c to the sector [1]. Cloud technologies present
convenience of storage and scaling, but pose the question of secu-
rity. Companies within the resources industry have shi�ed towards
cloud environments, but prefer private data storage and are even
exploring modular IT architectures that support additional storage
security [14].

Like the aerospace industry, the resources industry also uses
geospatial and geologic data for production. �e bene�t of big
data analysis tools to the industry is the ability to monitor current
production as well as identify new pa�erns and predictions [15].

6 CONCLUSION
Laboratories of all shapes and sizes can use the many big data
storage and analysis products to help make scienti�c decisions
and drive innovation throughout the many industries that invest
in research and development. Healthcare might be the slowest
adopter of big data technologies while the aerospace industry has
been using big data storage and analysis tools for decades. As
the demand for specialized tools continue to grow within these
industries, the products will continue to develop and drive more
powerful insights.

Many of the tools currently being used to implement the digiti-
zation of laboratories: LIMS, ELN, EHR; are not currently designed
with big data in mind. Platform solutions are allowing these sys-
tems to grow to the scale of big data. A single hospital or a single
clinical trial produces a lot of data, but nothing on the scale of big
data. It is when the data from an entire country’s population is
combined to produce insight that big data tools can really drive
decisions. It is when the data from thousands of clinical trials is
combined that big data can identify possible targets or alternate
uses for drugs. Big data is revolutionizing laboratories in every
sector and innovation will only continue to get faster, be�er, ad
smarter.
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ABSTRACT
�e medical world is asking questions regarding head injuries (con-
cussions) and long-term neurological disease. What relationship
could concussions have with Chronic Traumatic Encephalopathy or
Alzheimer’s. �e death of several well known athletes, in particular
Junior Seau, the Hall of Fame football player, brought to light the is-
sue and focused more a�ention on it. As did the need to gather data
on head impacts, and other data to see if data and technology can
help provide meaningful information to the medical community,
and hopefully understand be�er the causes and become pro-active
in limiting injuries and neurological diseases related to the injuries.
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1 INTRODUCTION
”I’m back you’re home the days you really miss me. I guess you did
by the look in your eyes. Now lay back and relax let your body put
away the distance then you and me can rock a bye.” So says Anita
Ward in her classic 1979 disco anthem - Ring My Bell. Back in the
day ge�ing your ”bell rung” meant something quite di�erent and
much more serious.

�e US National Library of Medicine de�nes concussion as a
minor traumatic brain injury (TBI) that may occur when the head
hits an object or when a moving object strikes the head. Typically
with a TBI, there is leakage from a blood vessel in the brain as a
result of the trauma within the brain. �is leakage can accumulate
in the skull and the resulting pressure can lead to brain damage
and even death.

”In 2015, approximately 2 million individuals su�ered with TBIs
in the USA alone, and the number worldwide was approximately
60 million. �e medical, economical and social expenses directly
related to TBI are approximately 96 billion dollars annually in the
USA alone. Injuries that include TBI cause the deaths of approxi-
mately 150 people per day in the USA resulting in approximately
50,000 deaths per year.”[5] Even more concerning, ”nearly one-third
of athletes have sustained a concussion that went undiagnosed and
risked further brain injury, according to the Clinical Journal of
Sport Medicine” [1]

With the increase in technology, i.e., smart helmets, helmet
inserts, and data gathering; can Big Data play a role in keeping our
athletes healthier? �e National Football League thinks so, as they
have hired Biokinetics Inc. to provide data from the testing of 17
helmets used in the 2015 football season. ”�e National Football
League has funneled millions of dollars into big data and biosensors
to help understand player injuries be�er.”[2]

2 THE TECHNOLOGIES
�e science behind TBIs as well as the technologies available to
athletes has grown signi�cantly. For example, helmet manufactures
have various types of ”smart helmets”. University of Wisconsin
students are developing a football helmet with ”brain wave probes
and a device that measures acceleration forces to detect concussions
on the �eld and directly communicate the information to medical
sta�”. [4] Riddell, a leading US football helmet manufacturer has
the InSite system that gathers data via sensors and communicates
wireless alerts and information to medical sta� and coaches real-
time. Numerous manufacturers have some version or variation of
the smart helmet. Most however measure the impacts or force of
the impacts and gather that information. Over the last several years
the sensors have become more accurate in measuring force detail,
like location and g-force (compared to the force of gravity).

Unequal Technologies has designed a helmet liner that �ts over
the existing helmet. One of the most interesting approaches to
helmet development is that by Colorado Springs engineer Troy
Fodemski. Mr. Fodemski’s version of the smart helmet imagined
a ”helmet use of sensors to measure a hit, compare it to a set of
criteria, and deploy up to 75 airbags inside the helmet that would
precisely cushion the area of impact, thereby stopping the brain
from forward movement. �is helmet is the �rst to use airbag
technology.”[6]

3 THE DATA
With all this data from the helmets now the data scientist is ready
to go, right? If only it were that simple. Data gathered from the
helmet is actually just one type of data but there are many more.
It’s important to note that the study of TBIs is an ongoing e�ort
with ongoing discoveries. �e e�ort is to understand TBIs, un-
derstand the causes, symptoms and try to limit or eliminate them.
�erefore, understanding historical research, similarities to animals
and the corresponding historical research, biomarkers, neurological
changes, imaging, sensors and other medical related research are
all data types that play a role.

�is is a good time to mention the three V’s of big data: Volume,
Variety and Velocity. With all of these data types, along with the
amount of data needed to support high de�nition imaging, the
recording of daily activity with the use of the helmet, historical data
and the like, the volume can be very large. �e data variety comes
in the form of structured and unstructured data, anything from
historical medical research documents to measured sensor numbers,
technical chemical measurements and images. Data velocity is
diverse with some data arriving daily or hourly (real time), while
access to medical research journal is based on accessibility and
download speed.
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4 HISTORICAL MEDICAL RESEARCH
�ere is extensive historical medical research into TBIs, much of
which is tied to neurological measurements with the patient - a�er
the fact. It’s also from this research that we are beginning to learn
the long-term a�ects of TBIs on the health of the athlete. Addition-
ally, some related research has been done on animals, but making a
correlation between the animal and a human can be problematic.
For the data scientist, most of the research is high quality but the
conclusions can be challenging to manage. Comparing them to
other data sources and making them relatable across data types to
the data scientist is the problem.

5 BIOMARKERS
To the data scientist, this data may need to be broken down into
more granular detail like, neurological measurements (behavioral,
neurological function likememory ormood, and items that aremore
objective to measure) or psychological measurements. However,
we know ”Tau is a protein that forms in the brain when some-
one experiences a concussion, or any form of brain damage.”.[1]
�e measurement of cerebrospinal �uid and blood can be used to
measure changes in proteins as well as other biomarkers. �ere is
extensive research on biomarkers for TBIs, which is good news for
the data scientist, something quantitative that can be used. How-
ever, most of these biomarkers are based on severe TBIs. ”In mild
TBI/concussion where imaging is negative, there is a substantial
need for blood - or CSF-based biomarkers. Also, even though cur-
rent blood-based biomarkets can indicate the extent of damage, they
do not provide information about the pathological changes of the
secondary injury process, and thus they cannot identify therapeutic
targets or help with evidence-based therapy.”[5]

6 IMAGING
�e good news for the data scientist is that this is enriched data
that has the promise of a level of consolidation and is quanti�able,
that is, the data can be managed. �ere are imaging tools available
like Brain-Map and others that can help with the mining of data;
however, challenges abound for the data scientist due to data size,
lack of agreed upon and consistent methods, and standards. A stan-
dard MRI is about 5-6 MB’s while, ”just the acquired neuroimaging
data alone are an average of 20 GB per published study.” [5] �e
expectation is that the �le size for imaging will double every two
years. And much like biomarkers, imaging provides more de�ni-
tive data for the serious TBIs versus the more mild episodes. ”�e
main challenge is standardization or how to take into account dif-
ferences between various laboratories using di�erent acquisition
rates, resolutions, scanning parameters, among others.”[5]

7 SENSORS
TBIs use to be seen based on those that had a clear neurological
impact. On the football �eld we would here ”his bell was rung”,
based on the fact the athlete would brie�y lose consciousness or
memory. However, current medical thought is that it may not
always be the big hit, the bell ring that causes the long term damage
but milder TBIs that happen more frequently and over a longer
period of time.

�e key then is to try to ”measure” the TBIs. ”Because TBI is
caused by physical forces that can be measured and quanti�ed, an
important step toward using BD (Big Data) approaches and devel-
oping a TBI dosimetry is to understand the correlation between the
physical forces and the biological response.”[5] ”�us, approaches
to track and gauge the cumulative e�ects of repeated mild TBI are
at the forefront of investigation. Understanding the relationships
among frequency, location, force and thresholds for concussion
with those of acute and long-term changes in physiology, cogni-
tion, vision, balance and presence of blood markets is hindered by
accuracy of recording impacts sustained.”[5]

Sensors can vary in function but three agreed upon variables that
need to be captured are the number and location of the head impacts
along with the measurement of g-force. �e number, location and
force of the hit is critical to bridging the gap between the physical
force (the hit) and the biological response.

8 WHAT’S A DATA SCIENTIST TO DO
�e data has to be collected at the most granular level. At this
point there will need to be some extensive modeling done to start
to build relationships between the di�erent types of data. �is
includes the critical step of building a correlation between the data
types. For example, given physical force of A and a brain image
within category B, we see the biological response of C. From here
we can build additional models and change existing ones as the data
builds, and we increase our ability to quantify variables, making
some unstructured data structured and moving from big data to
smart data. ”�ere is a degree of agility and �exibility in the sort
of modeling required for Smart Data that vastly exceeds that of
non-Semantic data. In the case of the la�er, Data Modelers have
to determine in advance of the model’s creation each and every
question that the model will answer, and how it is going to relate
to speci�c facets of known data types. Such a process is not only
arduous and type consuming, but makes it di�cult to add new
sources or to change the requirements for a model.”[3]

9 CHALLENGE AND CONCLUSION
Ironically, when a boxer is knocked out, the ring-side bell is actually
rung. Any athlete, be it a football player, hockey player or boxer
needs big data. Not only can big data help with gleaning meaningful
information from a plethora of related sources, it has to! With the
technology to gather and manage data in data lakes, and with
intelligence garnered from detailed data collection, and modeling,
it’s big data that can provide the wisdom needed by the medical
community. It’s big data that can ring the bell and help stop the
progression of these diseases and keep our athletes healthier.
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ABSTRACT
Medical image analysis is proving to be a promising domain for
disruption by machine learning. �e analysis of medical images
has long been within the purview of radiologists, a specialization
in medicine that reviews medical imaging to form diagnoses and
advise on treatment options. Historically, radiologists have relied
on their training, senses and years of experience to evaluate images
for medical issues, such as the presence of malignant growths, lung
nodules, and hip osteoarthritis. �e use of technology, generally
referred to as computer-aided diagnosis (CAD) tools, has been
growing over the last several decades, but modern computing power
and sizable datasets have accelerated the e�ectiveness of these tools.
Machine learning algorithms, especially arti�cal neural networks
(ANN), are being leveraged to help identify abnormalities present
in medical images at a high level of accuracy. Several research
studies conclude that ANN techniques can match, and o�en greatly
improve, the abilities of radiologists. Big data and the application
of advanced algorithms show promise for evolving our ability to
successfully evaluate medical images and save lives in the process.
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1 INTRODUCTION
�e analysis of medical images is primarily the responsibility of
radiologists. �ese individuals are medical doctors who specialize
in diagnosing diseases through review of images produced by vari-
ous imaging modalities, such as x-ray, ultrasound, computerized
tomography (CT), magnetic resonance imaging (MRI) and positron
emission tomography (PET) [8]. Radiologists serve as an expert
to other physicians by analyzing the medical images of patients
suspected of having certain medical issues, and by making recom-
mendations on subsequent care based on the observations [8]. �e
images reviewed by radiologists are generally stored digitally, and
images are increasingly being stored in picture archiving and com-
munications systems (PACS). �ese systems are required to keep
up with the rapid accumulation of medical image data. Between
2005 and 2011, the medical image data in US hospitals increased
from only 8,900 terabytes to 27,000 terabytes [9]. �at number is
expected to grow by 20 percent every year due to increasing im-
age size and resolution, the adoption of 3D imaging, and an aging
population who will likely bring an increasing demand for medical
imaging studies [9].

It is estimated that one billion medical images are created world-
wide each year, and most of these are assessed by radiologists [2].
Given that radiologists are human, their judgment is fallible. It
is estimated that the lowest average error rate in analyzing medi-
cal images is 4 percent, which means collectively radiologists are
estimated to make 40 million errors in judgement every year [2].
A particularly striking example of fallibility comes from a study
that analyzed the �rst and second interpretations of radiologists
from Massachuse�s General Hospital. �ey reviewed abdominal
CTs and re-reviewed studies that had either been interpreted by
themselves or a colleague. �e study found that the radiologists
disagreed with their peers 30 percent of the time and even disagreed
with themselves 25 percent of the time [2].

�ere are twomajor types of radiologic analysis error: perceptual
error and interpretive error [2]. Most errors, up to 80 percent,
are perceptual errors, which occur when an abnormality is not
perceived by the reviewer during the initial review, but is identi�ed
in a subsequent analysis [2]. Interpretive errors occur when the
radiologist successfully identi�es the abnormality, but incorrectly
diagnoses the problem, which may lead to a less appropriate course
of care [2]. �ere are several reasons why errors occur, including
fatigue, excessive pace of analysis, distractions and insu�cient
knowledge of the practitioner. It is also asserted that the extreme
complexity of a radiologist’s job contributes to the errors. Errors
occur in the practice of radiologists all across the world, at varying
levels of training, in all imaging modalities and all clinical se�ings
[2].

Over the last several decades, there has been an e�ort to de-
velop computer-based tools to aid radiologists in the detection of
abnormalities. Computer-aided diagnosis (CAD) tools are primar-
ily intended to increase the rate at which problems are identi�ed
while also reducing the false negatives resulting from human er-
ror [12]. �ese systems are intended to supplement, not replace,
the radiologist by reporting a second opinion to be considered
alongside the radiologist’s assessment. �e earliest initiatives to
develop these tools occurred in the 1960s, and concerted e�orts be-
gan in the 1980s [3]. Despite the research being nearly 60 years old,
widespread adoption is a relatively recent occurrence [5]. Clinical
studies reported early CAD implementations as being minimally
e�ective. Speci�cally, CAD decisions included more false positives
than human assessments, which created more work for radiologists
and o�en led to additional, unnecessary medical tests and biopsies
[6].

Several improvements in the �eld of computing have increased
the accuracy of CAD tools and subsequently encouraged wider
adoption of these tools into clinical work�ows. �e advancements
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includes increased access to digital imaging datasets, larger imaging
datasets, increased used of imaging in healthcare and increased
computing power [5][6]. �ese factors combine to create an ideal
state for research related to advanced machine learning techniques,
namely arti�cal neural networks (ANN), and the implementation
of tools that can rival the assessment of highly trained radiologists.

2 MACHINE LEARNING AND ARTIFICIAL
NEURAL NETWORKS

Broadly speaking, machine learning is a way of applying arti�cial
intelligence to a problem through the analysis of data. Machine
learning techniques assess the features, or a�ributes, of samples in
a dataset to identify pa�erns in the data, and the resulting algorithm
can be used to render conclusions about new inputs without human
intervention [6]. �e ideal algorithm is represented by an equation
that minimizes the error, or cost, made by the predictions. Medical
image analysis presents what is referred to as a classi�cation prob-
lem. �e typical example of a classifcation problem is handwri�en
numerical digit recognition. In this example, a handwri�en digit
between 0 and 9 is fed into the algorithm, and the algorithm decides
which of the ten digits, or classes, that handwri�en digit is most
likely to belong. Speci�c to medical image analysis, the classi�er
detects abnormalities in images otherwise not present in images of
the same area in healthy individuals, and renders a conclusion as
to what that abnormality is.

�ere are several di�erent machine learning techniques that
have traditionally been used in classi�cation problems, such as sup-
port vector machines (SVM). SVMs are an example of a supervised
machine learning model, meaning this method uses labeled data.
Every sample in the dataset includes the label, or correct answer,
along with a value for each of the a�ributes. �e SVM identi�es
pa�erns in the labeled samples to create an algorithm, and new,
unlabeled samples can be processed by the algorithm and given a
prediction. In the task of medical image analysis, a�ributes have
historically been identi�ed and designed by human experts [12].
For example, an expert would identify abnormalities by explicitly
describing shape, texture, position and orientation of the abnormal
biological structure [10]. In addition to this being labor intensive,
the image features are speci�c to the immediate problem being ex-
plored and cannot be expected to work well for other image types
[12].

ANNs are another class of machine learning that is increas-
ingly being leveraged to tackle problems related to image analysis.
ANNs, just like SVMs, are o�en utilized in a supervised manner,
but do not require the painstaking process of expert-de�ned key
a�ributes. Instead, ANNs learn the important features from the
images themselves [10]. �is is an obvious advantage when com-
pared to traditional machine learning methods, but the complexity
of these algorithms has prevented the achievment of mainstream
use until recently. �e theory of ANNs was introduced in the 1950s,
and research in this �eld has begun to �ourish recently due to
the increase in computing power and availability of high quality
datasets [6].

3 OVERVIEW OF ANNS
�e inspiration for the design of ANNs is the biological neural
network, more commonly known as the brain. �e process by
which data is input into the model, analyzed, and given an output
is intended to mimic the way a brain absorbs and processes infor-
mation before �nally coming to a conclusion. In the brain, each
neuron is capable of receiving multiple input signals and trans-
mi�ing those signals via synapses to other neurons [6]. Similar
to the brain, ANNs are made up of arti�cial neurons that take in
inputs, or a�ributes, from the samples of the dataset. In the context
of medical imaging, the inputs are numerical representations of
each individual pixel of the original image. And just as neurons
in the brain transmit information to other neurons via synapses,
the arti�cial neurons pass information via arti�cial synapses. Each
time information travels by way of arti�cial synapses, that infor-
mation is multiplied by a weight [6]. As with traditional machine
learning techniques, the weights are intended to minimize the error,
or cost, of the function, thereby returning a higher accuracy rate.
�e learning process of the ANN is driven by the adjustment of
those weights, similar to how the neurons in the brain use external
stimuli to adjust and redistribute evaluations. �e weights in the
ANN algorithm are initially randomized and subsequently adjusted
by an optimization algorithm such as gradient decent, which guides
the weights in a direction that minimize the cost of the function
[6].

�ere are several types of ANNs, and the types can be identi-
�ed by the structure. �e most basic neural network, called the
perceptron, was initially theorized in 1957 and consisted only of
an input layer and an outputer layer. �is design limited the per-
ceptron’s problem solving ability to datasets that could be linearly
separated [15]. �is is clearly not helpful for problems such as med-
ical image analysis where the data presents complicated pa�erns
and relationships.

In 1982, the Hop�eld network was theorized, which adds a hid-
den layer of arti�cial neurons between the input and output layers
[15]. Its referred to as a hidden layer because the values of the neu-
rons in the hidden layer do not correspond to a speci�c input value
or a output class prediction [6]. Each input neuron is connected
to each neuron in the hidden layer, and each neuron in the hidden
layer is also connected to each neuron in the output layer. It is
important to note that while all neurons in neighboring layers are
conncected to each other, the neurons within a single layer are not
connected to each other [12]. �e bene�t of the additional layers
is that it allows the neural networks to combine numerous simple
decisions to make more complicated decisions [6]. Deep neural
networks (DNN) are type of ANN that make use of several hidden
layers between the input and output layers, and have demonstrated
the capability of making complex decisions.

Convolutional neural networks (CNN) are an advanced type of
ANN that are well suited to solving problems related to images. �e
fact that neighboring pixels are directly next to each other or near
each other is an important piece of information that can tend to be
lost by other types of ANNs that vectorize input values. CNNs, on
the other hand, input images in a more direct and complete manner
[12]. CNNs are comprised of several types of layers, including
convolutional, pooling and fully connected layers. Convolutional
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layers detect distinctive edges, lines and other perceptable visual
features. �is is intended to mimic how the brain perceives objects
by observing distinct visual features [6]. Pooling layers get that
name because they pool together the image in a way that reduces
the dimensions of the input sample while preserving the important
details identi�ed in the convolutional layer. Convolutional and
pooling layers are o�en repeated several times before arriving at
a fully connected layer, which ingregrates the results from the
previous convolutional and pooling layers [6].

Several statistics can be used for evaluating the accuracy of
ANNs. Sensitivity is the true positive detection rate. �is is the
percentage of positive occurrences that are successfully identi�ed
[4]. A false positive may lead to unnecessary testing, unecessary
expenses and unecessary stress on the patient who has been led to
believe they have a certain condition. Speci�city is the true negative
detection rate. �is is the percentage of negative occurrences that
are successfully identi�ed [4]. A false negative may lead to a missed
diagnosis, resulting in delayed treatment and a potentially avoidable
death in some cases. Sensitivity and speci�city can be assessed
together by the receiver operating characteristic (ROC) curve. �e
ROC curve plots the true positive rate against the false positive rate
(100 minus the true negative rate) for varying decision thresholds.
�is illustrates the trade-o� between sensitivity and speci�city and
can provide guidance on which decision threshold is appropirate
for the task [4]. ROC curves are o�en leveraged to evaluate the
performance of ANNs by calculating the area under the ROC curve,
also known as the AUC. �e goal is the maximize the AUC value,
and that value points to the optimal balance between sensitivity
and speci�city [4].

4 APPLICATIONS IN MEDICAL IMAGE
ANALYSIS

�ere are several specialities in which medical image analysis has
been studied and applied for the purpose of computer-aided detec-
tion and diagnosis, and the e�ectiveness of ANNs has been formally
studied in di�erent ways. �is includes ANNs versusmedical profes-
sionals, ANNs combined with medical professionals versus ANNs
and medical professionals separately, and one type of ANN versus
another type of ANN.

One study applied deep learning techniques to images of breast
sentinel lymph nodes and evaluated the images for the presence of
metastasis. A positive test likely means the staging of the breast
cancer will be higher and subsequent treatment will be more aggres-
sive. A false negative means a patient’s disease will be thought of
as less advanced than it actually is, and subsequent treatment will
not be as aggressive as necessary. �e medical professionals in this
study obtained an AUC of 0.966, and the algorithm received an AUC
of 0.925. Decisions made by a human also using the algorithmic
conclusion as a second opinion achieved an AUC of 0.995, which
equals an 85 percent reduction in error for the medical professional
[14].

A second study compared the performance of three di�erent
types of ANNs on the detection of cancerous lung nodules in CT
images. Lung cancer is a disease that greatly bene�ts from early
detection. Over 220,000 new cases were identi�ed in 2015, and an
early detection of the disease improves the 5 year survival rate

by roughly 50 percent [13]. CT images provide three-dimensional
(3D) views of the chest and are a key component of the clinical
work�ow of this specialty. �ese image are analyzed to understand
if the structures in the image are part of the expected anatomy
or if the structure is a tumor. If a tumor is present, the goal is to
understand if the nodule is benign or malignant. �is determination
closely depends on the size, shape and texture of the nodule, all
of which can be analyzed by an ANN. �is study compared the
performance of a DNN, a CNN and another type of ANN called
a stacked auto-encoder (SAE). �e CNN performed best with an
AUC of 0.916, while the DNN and SAE recorded AUCs of 0.877 and
0.884 respectively [13].

A third study compares the performance of an ANN to two ex-
perienced physicians in the evaluation of x-rays for the presence
of hip osteoarthritis. Hip osteoarthritis causes pain and sti�ness
which can diminish quality of life through an inability to perform
daily tasks or go to work [16]. Hip osteoarthritis is diagnosed
through x-ray imaging studies, which are traditionally evaluated
by radiologists. �e time consuming and error-prone nature of this
work is well documented, and with an increasingly aging popula-
tion, e�cient and timely diagnosis of hip osteoarthritis is growing
in importance. �e study used a CNN to achieve a sensitivity rate
of 95.0 percent and a speci�city rate of 90.7 percent, with an AUC
of 0.94. Both physicians achieved a sensitivity of 100 percent and
speci�city rates of 86.0 percent and 93.0 percent. While the CNN
recorded lower sensitivty compared to the two physicians, it did
record a higher speci�city than one of the physicians [16]. �is
shows promise for the performance of ANNs in evaluating hip
osteoarthritis.

5 INFRASTRUCTURE
Optimization of an ANN can require billions of calculations, if
not more, and the task therefore requires special hardware to help
accomplish the task in a reasonable time frame. At a very high
level, there are two tasks involved in training a model. First, the
input data is passed forward through the neurons which provides
an output and an accompanying error rate. Second, with the error
rate in hand, the weights of each synapse in the model are adjusted
with the goal of lowering the error rate. �is process is repeated
many, many times. A common deep learning deployment called
VGG16 has 16 hidden layers and roughly 140 million parameters
[11]. At each point in the network the computer must complete a
matrix multiplication task, and the sheer volume of calculations
means the task will take a signi�cant amount of time to complete
[11][1].

Graphical proccessing units (GPUs) are be�er suited for this task
than central processing units (CPUs). �e key di�erence between
GPUs and CPUs is that GPUs can parallelize the matrix operations
necessary to train the model, whereas CPUs are far less able to
do so. CPUs typically only have a handful of cores, while GPUs
can contain hundreds, if not thousands [1]. GPUs can perform
several matrix operations at once and CPUs need to perform those
same operations one at a time. For example, training a CNN with
four hidden layers takes 8,000 seconds with a CPU and only 1,000
seconds with a GPU [1].
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�is foundation has led to the creation of GPU-based super
computers. �e Commonwealth Scienti�c and Industrial Research
Organization (CSIRO) acquired a new super computer made by Dell
in 2017. Part of the infrastructure includes 114 PowerEdge C4130
server with Nvidia Tesla P100 GPUs, which includes over a million
computing cores and 29TB of RAM [7].

6 CHALLENGES
�ere are several challenges that may inhibit the widespread use
of CAD tools built upon ANNs. First, over��ing occurs when an
algorithm is trained based on a dataset that does not generalize
well to examples outside of the data used to train the algorithm.
Many studies demonstrating the value of ANNs were trained us-
ing relatively small datasets, and because the signi�cant features
present in a small dataset may not be the same features present in
a large dataset, the algorithm derived from the small dataset may
not perform well when analyzing images from the large dataset
[15][6]. �is issue can be addressed by training algorithms on larger
datasets, but of course requires access to larger datasets, longer
training periods and more computing power.

Second, algorithms derived fromANNs are frequently considered
to be black boxes, meaning that it is nearly impossible to understand
how the algorithm reached a certain conclusion. �is contrasts with
several other types of machine learning techniques that produce
equations that highlight which features are signi�cant [6]. Instilling
belief and trust in a system that is di�cult, if not impossible, to
explain is a barrier, even if that system produces accurate responses
the vast majority of time.

�ird, ethical and legal considerations must bemade. Adopters of
this technology must consider scenarios where the system makes
a prediction that harms a patient [6]. If a radiologist is led to a
conclusion by an algorithm, and the algorithm presents a false
positive, a false negative or presents one conclusion while missing
another, who is responsible for the error?

Fourth, the ANNs are dependent on the quality and nature of the
imaging data used to train algorithms. �ere is variability around
the world in regards to the type and quality of imaging machines
and the imaging protocols that dictate why and how images are
taken [6]. Two di�erent imaging machines taking a picture of the
same body site may produce meaningfully di�erent images. Further,
two technicians may use the same machine di�erently when imag-
ing the same body site, and this may also produce meaningfully
di�erent images. It is conceivable that these images could appear
di�erent to an algorithm to the extent that the prediction is not
the same. �is issue could at least partially be addressed by su�-
ciently large datasets containing labeled images of abnormalities
that were taken using machines of varying quality and executed
using di�ering methods.

7 CONCLUSION
ANNs represent a great step forward in our ability to program
computers to rapidly evaluate information in a manner similar to
that of human experts. �e process demonstrates great capabilities
in learning important features programmatically, as opposed to
researchers needing to consult with experts to handcra�meaningful
features. Widespread adoption of this technology is beginning to

pick up speed as the accuracy of these algorithms approaches that
of experts. While research does not yet conclusively indicate that
algorithms can independently outperform experts, at the very least
the combination of an expert and a modern CAD tool frequently
leads to higher accuracy compared to the expert operating alone.
Continued advances in computing technology and the accumulation
of larger and larger imaging datasets will likely further increase
the power of these tools.
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ABSTRACT
Wearable electronic sensors (WES) and mobile health applications
can be used to collect vital health data to supplement traditional
forms of treatment for opioid addiction and may be used to predict
risk factors related to overdose death.
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1 INTRODUCTION
In the increasingly connected digital age, personal electronic de-
vices are generating huge volumes of data with important appli-
cations for health informatics. Wearable electronic sensors (i.e.,
wearables) and �tness monitors (e.g, FitBit, iWatch) can record our
movements and vital physiological measures such as heart rate,
temperature, and blood pressure [13]. Consumers are using wear-
ables to self-monitor stress and hypertension, and wearable sensors
can be used to help track recovery following medical procedures
such as surgery [2]. �e development of personalized health care
models are also enabling individuals to self-monitor and manage
their own health in partnership with care providers. �is paper ex-
plores approaches to using personal electronic devices and wearable
sensors for the treatment of addiction disorders and the preven-
tion of drug overdose. Past research has shown that Mobile Health
platforms have been used to address prescription medication abuse
in several ways: (a) monitor patient health conditions at any time
and remotely, (b) monitor medication consumption, and (c) connect
patients with health care providers and treatment services [19].
�e following review of the literature shows that wireless digital
technologies and smartphone applications are e�ective at provid-
ing health data in real time and can assist patients in recovery to
resist physical cravings, prevent relapse, and access treatment sup-
port. Mobile applications can play an important role in addressing
the opioid epidemic by supplementing traditional approaches to
addiction treatment and recovery.

1.1 �e Opioid Epidemic: Medication Abuse
and Addiction

�e abuse of prescription opioid medication in the U.S. has become
a major health crisis that the Department of Health and Human
Services (HHS) has described as an epidemic [20]. Approximately 2
million Americans were dependent on or abused prescription opi-
oids (e.g., oxycodone, hydrocodone) in 2014 [8]. Overdose deaths
from prescription opioids has quadrupled since 1999, resulting in
more than 180,000 deaths between 1999 to 2015. Figure 1 shows
that the dramatic increase in overdose deaths in the U.S. between

2000 and 2016 are from synthetic opioids (other than methadone),
natural and semi-synthetic opioids, and heroin [14]. Of the esti-
mated 64,000 drug overdose deaths in 2015, over 20,000 were from
fentanyl and other synthetic opioid analogs. Public health agen-
cies are implementing comprehensive e�orts to address four major
risk areas of prescription opioid abuse, overdoses, and deaths: (i)
Increasing knowledge of opioid abuse and improving decisions
among medication prescribers, (ii) Reducing inappropriate access
to opioids, (iii) Increasing e�ective overdose treatment, (iv) Provid-
ing substance-abuse treatment to persons addicted to opioids. �e
opioid epidemic is complex, with multiple and interacting causal
factors. To understand how technological interventions can play a
role in mitigating the crisis, it is necessary to consider the nature
of addiction itself and various approaches to treatment.

Figure 1: Drugs Involved in U.S. Overdose Deaths from 2000
to 2016, National Institute on Drug Addiction (NIDS) [14]

1.1.1 Drug Addiction and Treatment. For millions of people
struggling with substance abuse and dependency in the U.S., addic-
tion and relapse are chronic health conditions [4]. Drug addiction
has many similar characteristics to other chronic medical illnesses;
however, there are unique challenges to the treatment of addic-
tion illnesses. For example, drug addicted patients undergo intense
detoxi�cation in rehabilitation treatment programs, which reduces
their drug tolerance, and then are released back into the same en-
vironment associated with their drug use, pu�ing them at greater
risk for relapse and potential drug overdose. �e lack of continuity
in the treatment of addiction disorders leaves persons in recovery
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at high risk of relapse for substance use and abuse. Second, individ-
uals with severe addiction disorders end up at emergency rooms
for care following acute intoxication, o�en following law enforce-
ment interventions. Emergency personal are very competent at
crisis interventions for drug overdose, but lack resources to evalu-
ate severe addiction disorders or provide follow-up. Furthermore,
addicted individuals seeking treatment o�en relapse at night or on
weekends when treatment centers are not open. Various theories
of addiction and relapse have been proposed. According to the
classical conditioning model, situational cues or events can elicit a
motivational state underlying relapse to drug use. A slightly more
complex model suggests that addictive behavior can be reinstated
a�er extinction of dependency by exposure to drugs, drug-related
cues, or environmental stressors [15]. Understanding that a user‘s
a�ective (i.e., motivational) response to cues in the environment
can lead to relapse and drug use are key to developing strategies
for prevention and treatment.

1.2 Technology-Based Interventions for
Addiction Treatment

Technology-based interventions have been used for drug addiction
assessment, treatment, prevention, and recovery [11]. In terms of
assessment, data about substance use can be obtained from mobile
cell phone reporting outside of treatment se�ings. Web-based ap-
proaches to treatment have been implemented online to improve
behavioral and psychosocial functioning for addicted individuals in
recovery [12]. For example, the �erapeutic Education System (TES)
is a self-directed, web-based interactive treatment program con-
sisted of 65 training modules that focused on cognitive-behavioral
skills and psychosocial functioning (family/social relations). �is
online approach helped to increase access to treatment for individ-
uals in rural areas, and included an optional contingency manage-
ment module. A computer based Training in Cognitive Behavioral
�erapy (CBT) program was found to enhance treatment outcomes
when provided in conjunction with traditional substance abuse
treatment, and helped improve coping skills and decision-making
skills [6]. In evaluating the e�ectiveness of mobile applications for
addiction treatment, several questions remain to be answered: First,
if mobile applications are regarded primarily as supplements to tra-
ditional therapeutic treatment, can their e�ectiveness be evaluated
independently from the approach used in treatment? Second, over
what time period period can the bene�ts of mobile applications be
observed? Research evidence suggests that the bene�ts of mobile
interventions may be limited to 12 or 15 weeks [16]. It is unclear
whether individuals struggling from addiction would continue to
use mobile treatment applications in the long term, beyond a limited
course of treatment.

1.2.1 Mobile-Based Applications. Mobile applications have been
used for monitoring and treatment of substance abuse and addic-
tion disorders for several decades [4]. Early applications included
the use of electronic pagers (i.e., beepers) for experience sampling
with paper-based assessments that generated data about daily life
behavior and experiences [16]. In the 1990s, programmable per-
sonal digital assistants (e.g., palm-pilot) enabled collection of data
electronically, and subsequent mobile research tools facilitated the
collection of information about psychological factors (e.g., daily

stressors, emotional states, thoughts) and other variables related to
addiction (e.g., craving, contextual cues, actual substance use). As-
sessments performed several times throughout the day (commonly,
every 2 to 4 hours) allowed for analysis of the daily �uctuations
of these symptoms and features. Historically, addiction research
has faced some unique challenges that the use of mobile technolo-
gies may help to overcome. Methodological aspects of traditional
research using retrospective, cross-sectional, or longitudinal as-
sessments (over periods of weeks, months, or years) have been
problematic for investigating risk factors including behaviors and
symptoms (severe physiological cravings, withdrawal, and sub-
stance use) that can span a relatively short time. An additional
factor is the co-morbidity, or co-occurence, of substance use dis-
orders (SUDs) with other psychological disorders, such as anxiety
and mood disorders. For example, the self-medication model has
commonly been used to explain the association between alcohol
abuse as an e�ort by an individual to reduce or cope with a high
degree of anxiety (or depression). It has also been challenging for
researchers to capture the role of environmental or contextual cues
(e.g., people, places, things) associated with substance abuse, which
can act as triggers of relapse for individuals in recovery.

Smartphone Applications. Continued care is an important ingredi-
ent for recovery from addiction that involves monitoring, outreach,
planning, case management, and social support [10]. Smartphone
applications can help individuals in recovery to monitor cravings
at critical points in daily life, track contextual cues associated with
substance use, and provide outreach to support services. A team of
researchers at the University of Wisconsin evaluated the e�ective-
ness of a smartphone application called Addiction Comprehensive
Health Enhancement Support System (A-CHESS), designed to pro-
vide recovery support for patients leaving a residential alcohol
treatment center [9]. A-CHESS provided anytime, anywhere ac-
cess to support services in audio-visual format, GPS monitoring
and warnings for risky locations related to past substance use, and
communication with counselors. Over an 8-month period (and 4
month follow-up), patients who used the A-CHESS intervention
reported fewer risky drinking days, on average, per month than
patients in a comparable control group. �e �ndings provide evi-
dence that the smartphone intervention was e�ective at treating a
critical behavioral measure for treatment of alcohol use disorder
(AUD). �e methods described in this study could be extended by
re-purposing built-in smartphone sensors to record physiological
measures related to opioid usage, and communicate data to health
care providers or treatment specialists to initiate interventions for
opioid addiction [10].

1.3 Medication Adherence and Abuse
Monitoring System

Mobile health applications can be used tomonitor medication adher-
ence and as an advanced warning system for potential abuse of pre-
scription medication [18]. Medication abuse can consist of higher
medication dosages or rapid escalation of a prescribed dosage, and
the general goal of a prediction model is to analyze patient data for
sudden changes in medication consumption. Figure 2 illustrates
several steps in a process and decision support structure for a med-
ication monitoring system, with adjustable parameters, such as
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Figure 2: Process and Decision Support for Abuse Monitor-
ing System [19]

the threshold for abuse (e.g., greater than N doses in X hours) [19].
A major challenge for measuring medication abuse is obtaining
reliable information from potentially addicted individuals based on
self report data. Ideally, information on medication consumption
and adherence can be obtained from multiple sources. Addiction
is a complex behavior that involves a variety of factors, including:
demographics (e.g., age, gender), past history, comorbidity with
other disorders, family support, social in�uence, employment sta-
tus, and patient motivation. Figure 3 shows a model architecture
of a system for monitoring potential abuse where dose informa-
tion is provided via a smartphone application, relayed via wireless
cellular network to analytic models that measure changes in medi-
cation consumption, relays reports to support treatment services
for possible interventions, and to a smart medication box that dis-
penses medication. In order to function successfully a medication
abuse monitoring system depends on the collection of reliable in-
formation, including data from wearable sensors that can directly
measure physiological changes (e.g., heartrate, blood pressure, res-
piration, temperature) related to changes in medication usage. In
the context of prescription opioid abuse, a medication monitoring
system could be very bene�cial in anticipating opioid dependency
and preventing accidental death from medication overdose.

Figure 3: Architecture for Abuse Monitoring System [19]

1.4 Mobile Detection with Wearable Biosensors
Portable biosensors can provide a continuous stream of data on the
timing, location, context, and duration of drug use by individuals
in treatment. In a small pilot study, researchers used an A�ectiva
Q sensor to measure electrodermal activity (EDA), skin tempera-
ture, and acceleration (8 recordings per second), in a sample of N
= 4 patients during the administration of opioid medication in an
emergency room se�ing [5]. Table 1 provides a summary of the
participant characteristics. �e biosensor was worn on the wrist
and was similar in size and dimensions to a wristwatch or �tbit
health monitor. �e results showed an increase in EDA associated
with intravenous opioid injection that was detected by the biosen-
sors. In addition, there was some indication that the physiological
response to opioids varied according to individual drug tolerance;
patients with higher opioid tolerance showed less EDA response
than patients with low tolerance. �e �ndings provide evidence to
support the use of wearable sensors to detect drug use in real time,
in a controlled environment. An important limitation of the study
is the small sample size, which reduces the generalizability of the
�ndings to a broader population. �e authors also acknowledged
that psychological or physiological stress can produce alterations in
EDA, skin temperature, and acceleration, and therefore this could
not be ruled out as an alternative explanation for the �ndings. �e
results are promising, however, and encourage e�orts to explore the

3

63



e�ectiveness of wearable biosensors in the context of environments
associated with substance use.

1.5 Emerging Sensor Technologies
Wearable wireless sensors have been used to study physiological
responses, activity, and social behavior in non-human primates in
the form of a ��ed vest and using a mobile phone with blue tooth
protocol to collect data in real time. Figure 4 shows sample ambula-
tory data from a rhesus macaque recorded from a wearable wireless
sensor for 11 hours inside a large group primate cage [7]. Data was
recorded on a customAndroid so�ware application, which captured
measures of EDA, heart rate (HR), temperature, and acceleration.
�e goals of this study were to measure associations between phys-
iological measures and social behavior in primates; however, this
practical application of sensor technology demonstrated a system
that was relatively low-cost, highly portable, scalable, and simple to
use. Future research could explore the development of a similar sys-
tem modi�ed for use with humans to collect data on physiological
measures from addicted individuals in naturalistic se�ings.

Figure 4: Sample Ambulatory Data from Rhesus Macaque
Recorded onWearable Sensor for 11+ hours Inside Large Pri-
mate Cage Facility [7]

1.5.1 LoRa Backsca�er: Enabling Ubiquitous Connectivity. Emerg-
ing technologies, such as longe range (LoRa) backsca�er, have the
potential to extend the boundaries of wireless connectivity. Existing

radio technologies (e.g., WIFI, ZigBee, SigFox, LTE-M) provide reli-
able long range coverage, but consume energy and would be costly
to expand to large scale implementation; however, LoRa backsca�er
is a smaller, low-cost, low-power alternative with extended range
between an RF source and receiver of approximately 475 meters
(i.e., yards) [17]. Table 1 shows the sensitivity and supported data
rates for di�erent communication technologies and feasibility of
di�erent power sources. LoRa backsca�er performed best over-
all, in terms of sensitivity (-149 dBm), supporting bit rates of 18
pbs to 37.5 kbps, providing whole home coverage, and capable of
being powered by bu�on cell, tiny solar cell, or printed ba�ery.
LoRa backsca�er uses chirp spread activation (CSS) that can syn-
thesize continuous frequency modulated chirps; a limitation is that
backsca�er is drowned out by noise and the RF source. �e LoRa
backsca�er system was tested in various deployments: across three
�oors of a 4800 square- foot house, a single �oor of 13,000 square
foot o�ce building, and on a one-acre farm. Figure 5 shows the
layout of the house with the RF source (TX) on the second �oor and
receiver in the basement (RX); the plot shows the system achieved
RSSI values greater than -144 dBm, with reliable wireless coverage
throughout the house, and rates su�cient for temperature sensors
that transmit small packages. �e system was also implemented in
the form �exible epidermal patch sensor shown in Figure 6, that
provided reliable connectivity across a 3,300 square foot atrium
with RSSI greater than -132 dBm. LoRa backsca�er provides a com-
pact, energy-e�cient, and a�ordable wireless transmission system
that can be extended to scale at reasonable cost. �is system could
possibly transmission of biometric data from wearable sensors to
capture health information from addicted individuals in treatment.

Figure 5: Home Deployment of LoRa backscatter packets
across 4,800 sq. �. House Spread Across �ree Floors [17]

1.5.2 Graphene Electronic Ta�oo sensors. Wearable, ta�oo-like
epidermal sensors allow for continuous, ambulatory monitoring
of biometric signals from the heart, muscles, and brain, outside
of hospitals and clinical lab se�ings [3]. A team of researchers at
the University of Texas at Austin designed the graphene electronic
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Table 1: Summary of Participant Characteristics in Pilot study [5]

Patient Age Gender History of Use Intervention Pre-EDA Post-EDA
1 82 Male Opioid naive 4 mg morphine 4.5 60.0
2 47 Male Recent short-term 1 mg hydromorphone 3.4 12.2
3 43 Female Chronic opioid use 1 mg hydromorphone 0.2 0.2
4 72 Male Chronic opioid use 4 mg morphine 0.9 1.6

Table 2: Comparison of Wireless Communication Technologies [17]

Technology Sensitivity Data Rate Home Coverage Bu�on Cell Tiny Solar Cell Printed Ba�ery
Wi-Fi (802.11 b/g) -95 dBm 1-54 Mbps yes no no no

LoRa -149 dBm 18 bps-37.5 kbps yes no no no
Bluetooth -97 dBm 1-2 Mbps no no no no
SigFox -126 dBm 100 bps yes no no no
Zigbee -100 dBm 250 kpbs yes no no no

Passive Wi-Fi -95 dBm 1-11 Mbps no yes yes yes
RFID -85 dBm 40-640 kbps no yes yes yes

LoRA Backsca�er -149 dBm 18 bps-37.5 kpbs yes yes yes yes

Figure 6: LoRa Backscatter Epidermal Patch [17]

ta�oo (GET) as a long term wearable sensor that can be directly
laminated on human skin, and can remain functional for several
days with a liquid bandage cover [1]. Graphene is the thinnest
electrically conductive material that is biocompatible, stable, and
mechanically robust. �e “GET is fabricated through a simple ‘wet
transfer, dry pa�erning‘ process directly on ta�oo paper, allowing
it to be transferred on human skin exactly like a temporary ta�oo,
except the sensor is transparent“(p.8)[1]. As depicted in Figure
7, the GET sensor is is �exible, stretchable, and transparent, and
less than a sub-micrometer in thickness (463 +/- 30 nm). GET
has been used successfully to measure electrocardiograph (ECK),
electromyogram (EMG), electrocephalograph (EEG) signals, as well
as skin temperature and skin hydration. A�er use, the GET can
be easily removed by peeling it from the skin. A future step in the

development of GET is to include an antenna to the design so that
signals can be beamed o� the device to a smartphone application
or computer. �e thin, �exible, resilient ta�oo biosensor provides
a durable, unobtrusive tool for collecting physiological data, and
could be used to detect physical changes due to drug withdrawal
in addicted individuals.

Figure 7: Graphene Electronic Tatoo Biosensor [1]

2 CONCLUSION
Can Technological Applications Reduce Opioid Addiction? �e abuse
of prescription medication in the U.S. has led to opioid addiction
at levels of epidemic proportion. Technological interventions can
play a role in addressing this crisis as a supplement to conven-
tional forms of addiction treatment. Mobile health applications can
help monitor potential medication abuse and connect individuals
with treatment services. An important limitation of data based
addiction interventions is the di�culty of obtaining reliable infor-
mation about medication consumption based on self-reports from
potentially addicted individuals. �e literature reviewed indicates
that wearable sensors are an e�ective way to measure vital health
data in real time and remotely. Providing individuals in recovery
with vital health data may help them to resist physical cravings
and prevent relapse. Another limitation of treatment approaches
is that, a�er detoxi�cation, individuals in recovery are released
back into the environmental se�ings associated with their drug use,
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pu�ing them at risk for potential relapse and possible overdose. Re-
cent advances in signal technologies such as LoRa Backsca�er and
Graphene ta�oo sensors can lead to the more e�cient collection of
biometric information and cost e�ective transmission of health data
for subsequent analysis. �e opioid addiction epidemic is a complex
phenomenon, with both physical and sociological contributing fac-
tors. Technological interventions will increase the amount of data
about addicted individuals and relevant risk factors that may be
used to predict opioid overdose death; however, it will not address
the environmental factors that lead to addiction. Despite increased
awareness of the potential for prescription medication abuse, Table
1 shows the rate of overdose deaths is growing more rapidly for
heroin and synthetic opioids such as fentanyl compared to conven-
tional prescription opioid medication. �e implication of this is that
individuals who may become addicted to prescribed medication
may go on to abuse illicit or synthetic opioids, in non-clinical, un-
supervised, and unregulated se�ings. Big data o�ers potential for
transforming health care and addition treatment. Increasing levels
of data about opioid addiction ultimately may not be su�cient to
prevent or decrease rates of overdose death if the availability of
illicit and synthetic opioids remains high.
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ABSTRACT
As the world becomes more technologically advanced, more and
more work is being done on computers digitally versus in the real
world physically. �is shi� in how work is done is creating a sit-
uation where huge swaths of people are si�ing down for longer
periods of time than is medically recommended for healthy liv-
ing. For many, this has created the need for more exercise and
athleticism than what one typically gets in a normal day. �is oc-
cupational atrophy is one of the driving forces in the development
of technology that monitors and generates data of the user’s day-
to-day physical activity and vital signs. All this new data being
created is helping make improvements in the lives of those with
sedentary jobs, while also revealing new techniques and applica-
tions for already existing training or exercise programs. �e data is
being generated at an increasing rate from the growing number of
users who track their activity with the use of sports trackers, smart
clothing or athletic wear, and mobile phones. �e applications of
this data are not limited to improving the health of o�ce workers
and other employees whose jobs or lives require low physical activ-
ity. �e data�cation of physical �tness and activity is also changing
the way professional athletes and coaches approach their training
regiments, as well as having military applications in regards to
training personnel.
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1 INTRODUCTION
�e big changes taking place as work and labor evolve with technol-
ogy in the modern world are part of the reason why sports trackers,
smart clothes, and mobile health apps are gaining in popularity.
For someone who has to work at a computer for six to eight hours
a day, a digital reminder to be active, the ability to monitor heart
rate, caloric intake/output, or even just steps, can create a huge
di�erence for the individual’s health. For people who �nd them-
selves in jobs that are not physically demanding and who want to
build their athleticism and improve their health, sports tracking
and the data they generate can be a good way to stay on track.
�rough the analysis of personal data generated through activity,
users can track their progress, discover and improve areas of dif-
�culty, and reach their exercise goals more easily and e�ciently.
�e technology being created to achieve this, and subsequent data
that is generated from it’s use, is good for more than just helping
people who want to get into shape achieve there goals. All this
new technology and the bene�ts that come with analyzing the data
it produces is beginning to be seen in every faucet of society. It
is a�ecting everything from the world of professional sports, to
nursing homes, to having some military applications. A new age of

personal health is being ushered into reality thanks largely to the
ability to create, track, monitor, and analyze all this new activity
data.

2 USEFULNESS OF SPORTS TRACKERS
Sports trackers are tools that users wear to monitor their activities.
Colloquially referred to as a Fitbit, these devices are anything that is
worn externally that creates data from tracking activity. More and
more mobile phones are now coming with standard hardware that
enables basic activity tracking and users are taking advantage of
these updates by downloading and using apps to track their activity
as they progress towards their exercise goal. Smart clothing is a
growing �eld that is presently in its infancy. Smart clothes are any
clothes that have sensors built into them that monitor and creates
data on human activity and can monitor vital signs. �ese blooming
technologies are paving the way towards a new understanding of
personal health.

Studies have shown that activity tracking technology has proven
to increase activity in adults who are overweight or would be clas-
si�ed as obese [3]. By reinforcing healthy habits and activities,
the sports trackers, apps, or clothes help to encourage a routine
of healthy living. Other features, like social media networks as-
sociated with tracking apps, have also proven to have a positive
in�uence on user activity [7]. With easy access to social sports
knowledge and these activity tracking tools, humans are entering
into a personal health era the likes of which have never been seen
before.

3 HOME CONSUMER HEALTH BENEFITS
�e average consumer working a sedentary job is one of the groups
bene�ting most from the adoption of technologies that track and
record all the activity data one creates throughout the day. Be it a
wrist sport tracker, mobile phone, or a new article of smart clothing,
an individual having access to the activity data they generate is
important because they can use it to monitor their health, improve
their lives, and achieve their �tness goals. With access to their own
data, the home consumer gets to become a junior data scientists
as they analyze their activity data to improve their performance.
�e constant ability to assess and monitor their progress and per-
formance is allowing users to shorten plateau time and reach their
goals even faster.

�e amount of data being generated by active users is growing
at an exponential rate as more consumers begin adopting these
activity tracking devices. In December of 2015, it was estimated that
the amount of new data being generated every day from athletic
wear, phones, or trackers “can easily reach billions of tuples per
day” [2]. �is number is going to continue to rise as the technology
improves. �e idea of athletic wear via smart clothing is still more
or less in in its infancy, but once it starts to become more popular
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and cost e�cient, the amount of data generated is going to start
increasing at an even faster rate.

Indeed, the amount of new data being created every day is show-
ing no signs of slowing down. �e smart clothing market, which has
been steadily growing since 2015, is expected to overtake mobile
phones and sports trackers in generating activity data [1]. Since
“clothes outsell phones”[1], this data explosion and all the bene�ts
that come with it are only going to continue to boom in the coming
decades.

3.1 Senior Bene�ts
�ese technologies are doing more than just bene�ting those who
want to achieve greater athleticism or get into shape. �ey are
also helping seniors approach individual personal health in their
twilight years in ways no generation has been able to in the past.
With access to trackers that monitor their �tness levels and up to the
minute details like heart rate, steps, or calories burned, seniors are
be�er able to monitor their own health. �is ability to monitor their
health has a cascading e�ect in that be�er health and �tness has
other bene�ts like stronger bones and be�er coordination, which
can prevent falls and other hazards [9]. As medicine and advances
in health care continue to improve and the human lifespan gets
longer and longer, these technologies are proving to be a major
bene�t to groups whose health is at the greatest risk.

Right now, a reticence to adopt new technology is one of the
biggest setbacks preventing seniors from taking advantage of ac-
tivity tracking and the bene�ts that come with it. �is is primarily
caused by how quickly technology changes and di�culties learning
a new technology. As time goes by and younger generations who
have grown up with hand held devices and sports trackers become
older, this setback will become less of a problem [9]. As individuals
exercise greater control over their own health with help from these
tools, humans are going to continue to prolong their lifespans, fur-
ther shortening the divide between number of years and number
of healthy, active years.

3.2 Social Media User Bene�ts
Another group that bene�ts from the use of this technology is social
media users. Online activity and athletic social media communities
are one of the fastest growing online social media communities
[7]. Research has found that creating a social network around
sports tracking is a novel approach to motivating users to engage in
activity more, worry more about their diets and physical condition,
while also producing, accessing, and learning important sports
knowledge from the online sports community [7]. Since the primary
way to interact with online friends on a social network built around
tracking your activity is to be active, this again contributes to the
cascading e�ect in that people will want to exercise more to interact
with their online friends more. �is is motivating people to push
themselves harder and achieve greater levels of physical health.

3.3 Athletics Organization Bene�ts
Health and �tness are not the only areas where this newly created
activity data is helpful. Sports organizations from the high school
level to professionals are improving their teams’ performances
from analysis of this data. �e technology to track an individual

athlete’s performance is ge�ing more advanced. “Sensor technology
in sports equipment such as basketballs or golf clubs also allows us
to get feedback on our game . . . using smart technology to track
nutrition and sleep, as well as social media conversation to monitor
emotional well being” [6]. �is new approach to monitoring athletes
and their activity is more complex, drills deeper, and is proving to
be vastly superior to previous methods of statistical analysis used
to improve performance [6]. Starting in the early 2000s, teams that
have begun taking advantage of these techniques have all improved
their performances.

3.4 Military Bene�ts
Using many of the same techniques that athletic organizations are
using, militaries around the world are beginning to adopt a lot of
the same approaches when training their soldiers. As technology
that works in sync with human activity becomes more advanced, so
too does the modern soldier’s reliance upon it in order to maintain
a combative edge. Smart clothing that can monitor for potentially
hazardous environmental conditions, as well as physical and men-
tal health and safety are among some of the technologies being
developed that assist the user and create data from monitoring
human activity [8]. �e United States military is dedicated to the
development of these smart clothing technologies that will bene�t
their soldiers [4]. An example would be an article of clothing that
can detect an injury and automatically call for help, or even admin-
ister some rudimentary medical treatment to help save the solder’s
life. As is o�en the case, the development of these technologies fre-
quently �nd their way to the private sector and civilian use. �us,
even more data and technology to monitor human activity is on
the horizon.

4 PRIVACY CONCERNS
As is usually the case with all the data creation in the 21st century,
it has the potential to be a double edged sword. While undoubtedly
useful to the individual user and society as a whole, the data created
from sports trackers, smart clothes, and mobile phones are also
readily available to the technology and so�ware creators [5]. An
example of how this data could be used against the user is through
sharing the user data with other organizations. One example of
how this data could hurt the user would be if an individual’s per-
sonal heath or activity information were somehow made available
to another companies who could potentially gouge their customers
based on unhealthy activity or any other number of variables. Even
though the data is private, it is possible to use machine learning
techniques to identify users around the world. �ere are few mod-
ern laws that govern what companies and organizations are allowed
to do with their user generated data. �is type of privacy concern is
just now beginning to be addressed in courts around the world, but
for now, it remains a valid point of concern for the ever growing
number of users.

5 CONCLUSION
Fitness tracking technology is making it easier for humans to
achieve their �tness goals in ways they have never been able to
in the past. With new research and development being done ev-
eryday to improve the already existing tools and techniques, the
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technologies are only going to continue to get more precise and
e�cient in regards to helping humans monitor their activity and
quantify their vital signs. �e myriad of organizations discovering
the usefulness of this approach to activity data analysis is pushing
this �eld to greater heights every year. Monitoring and studying
our individual activity data is shaping up to be the key to having a
long and healthy life.
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ABSTRACT
League of Legends is the most popular MOBA online game in these
years. �ere are millions of players all over the world. And big data
about League of Legends is also deserved to be researched. �e
data could tell us many things we do not know. We could know
usage of champions by learning weekly free champion rotation.
�en ge�ing some information of a part of income of Riot Game
company. Also we could learning some advanced information of
this game by researching win rate and something else. �ese could
help players ge�ing a be�er performance in the game. Further
more, we can also try to �gure out which side would win the game
before it ends. All this is from big data analysis.
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1 INTRODUCTION
Computer games become more and more popular in these years.
Children could play di�erent single games on computer ten years
ago. Di�erent kinds of online games were produced in the past
decade. And they have a really large market now. In 2016, market
of video game all over the world is more than 111 billion.[1] MOBA
game (Multiplayer Online Ba�le Arena) occupies the most players
because of its �exibility and uncertainty. �emost successfulMOBA
game is League of Legend. In America, it has more than 30 million
players and ten times of it in worldwide. �at is an amazing number
meaning a large succeed. Player could pick a champion before the
game and �ght with the champion he picked as a team with �ve
persons. �ere are 137 existing champions and the number is still
growing. Di�erent champions play di�erent role in their team with
their own capability. It is interesting playing di�erent champions.
Players must pay for champions so that they could use them. Riot
game, the producer of League of Legends sets free 10 champions
every week to give players be�er playing experience. If player
likes these champions, they could purchase them so that they can
use them anytime. Further more they can also buy some skins
which can give champions be�er appearance. �ese could bring
Riot Game much income. We could analyze the in�uence of free
champions on income and some other �elds.

2 DATA ANALYSIS FOR INCOMING
We could get much data on LoLDB website. It can tell you much
about champions such as win rate, pick rate and so on. Before anal-
ysis, we should know there are di�erent tiers in League of Legends.
It can tell people how intelligent a player is. We just pick from
normal to Diamond. According to the data, we could get the usage
of a champion just name it AB as follow:

Ut = 100 ∗ Mt
∑C
c=1

Wt
5

(1)

In this equation,Mt is the number of match in which champion AB
being selected in tier t on one day.Wt means total winners in tier
t . [2] �e usage score roughly translates to the percent of games in
which a champion appears and allows for an increased score when
popular champions appear on both teams.[3]

Figure 1: Usage of free champion

Figure 2: Probability of purchasing champion

According to Figure 1, the usage of free champions is absolutely
increased especially in lower tiers. And the usage of champions
free on previous week is still higher than champions who are not
free recently. We can get that amount of players payed for their
beloved champions a�er using them freely.

As the data from Figure 2, we can get the probability of players
who bought champions a�er playing with free champion rotation.
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Figure 3: Percentage of players willing to buy skins

And we can get:

I =
10∑

c=1

6∑

t=1
a ∗U ∗ pc (2)

I is the income by selling champions. a is a constant of price of
champion. pc is the probability of purchasing champions. So we
can get income of selling champions of Riot Game approximately
with this equation.
Further more, skin can also bring income for Riot Game. As a sur-
vey in China about if players are forward to purchasing a skin for
champion he love. It can not only bring a be�er appearance for
the champions, but also some con�dence when �ghting with the
champion. More than 30% users are willing to buy skins according
to the survey in Figure 3. One champion could have di�erent kinds
of skins with di�erent prices.

Is =
10∑

c=1

6∑

t=1
b ∗U ∗ ps (3)

b is a constant for value of skins and ps is the percentage of players
buying skins. We can get I and IS as incoming of Riot Game by
selling champions and skins from data analysis.

3 PREDICTION FOR PATCH
All games need balance. �ere are more than 130 champions in
League of Legends and they all have their own abilities, playing
di�erent roles. Designer should give equal ability to get some
usage of players. But it is a really di�cult task. When we strength
champion A and its usage increases, that must means usage of
another champion decreased. Also if champion C always has a
wonderful performance when he faces champion D, the usage of
champion D won’t be high if usage of champion C is high. To
deal with this situation, designers must �x features of champions
patch next patch. �ey not only �x bug of the game, but also bu�
or debu� champions in turn to make sure they could got enough
picked. In this case, designer would only adjust several champions
in each patch. With more than two year observation, we found that
designers prefer to adjust champions whom has higher win rate. A
higher win rate means players prefer to pick them to have a easy
win. �is limits usage of other champions. Hence designer have

to make some adjustment on the champion, such as turn down
the damage it can make or increasing cool down time of skills.
Designers always take this way to keep balance between champions.
For example, in Patch 6.13, champion Graves has a out of power
win rate 57%. �is is much higher than the average and means that
Graves occupies the most usage. Designers strengthened champion
Kindred by increasing its armor so that it can beat Graves in late
game. And increased damage of champion Nidalee encouraging
it beats Graves in early games. �en we can see the win rate of
these three champions are approximately equal in next patch. �at
is what they want. With this thought, we could use the big data of
win rate and some else to predict something of patch. For instance,
champion Galio has a pre�y good performance in matches with a
win rate of 54%. So I think champion Malzahar and Vayne will get
bu�ed in next patch to limit win rate of Galio. �ere is something
more what we have to consider is the impact of new champions.
Most of new champions, will stand on its usage peek for one week
or two, and cool down a�er it is free week. �en it will become
as other champions. Some thing di�erent is champion Yasuo, for
unknown reason, its usage is high stably. No ma�er how designer
weaken it, there are still millions of players loving it and �ghting
with it. People have to admit it is the most popular champion they
have seen. What is more we have to pay a�ention is champion
reworking. For instance, champion Sion got rework in patch 4.18
and we can see a tremendous increase in usage in October 2014�e
usage stabilizes quickly overtime, and it remains mostly una�ected
during his free week because many players already own Sion (due
to his age) and inexpensiveness. [4]

4 JUDGE TOXIC BEHAVIOR
�e game has its own report system, players could report others
who has toxic behavior. But it is hard to say who is really toxic if
two players report each other. Big data helps a lot here. �e data
KDA(Kill-Death-Assist) is essential in this part.

KDA =
Kill +Assist

Death
(4)

Players who has toxic behavior always has a negative a�itude to the
match. In this case, the value of KDA is always pre�y small. Number
of killing minions cs could also make some contribution in this part.

T =
KDA ∗ cs

R
(5)

Number R is time of reported go�en from teammates in one game.
In this case, when we got some report form players, we could use
big data to judge value T to get conclusion of people who is really
toxic one. �e player is toxic when value ofT is pre�y low. System
could give toxic players some punishment and prevent from give
punishment to wrong people.

5 PREDICT RESULT OF MATCHES FOR
FURTHERWORK

�ese days the world championship is in China. 16 teams are
�ghting for the �nal championship. �e competition is a li�le
di�erent from normal games. Each side could ban 5 champions
in one match. And one champion could not pick twice on one
side or two. �ere are many strategy on ban and pick, and this
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is coaches’ job. How to pick 5 good champions a�er banning 10
champions totally helping winning the match. Coaches need to
refer big data, not only win rate of every champion, but also win
rate of champions when players in his team playing them. What
is more, data from OP website could provide more data in detail
such as win rate of champion A when facing champion B. Above
all it needs a complex model to predict the result of a match. So it
is further work.

6 CONCLUSION
Big data could help us to analyze much useful information. We
could know how much Riot Game earn by selling champions and
skins. And having a judgement to the patch. Players could practice
champions would get strengthen in advance. It could help them
get a higher win rate before everyone got this. And people may get
result prediction of a match before it begins in the future.
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ABSTRACT
�is study provided a short overview of disability informatics, pro-
viding examples of using health informatics for people with disabili-
ties.�is study also explored the potentials of using big data sources
to be�er understand people with disabilities and uncovered the
potential of big data and cloud computing in developing assistive
technology and information technology for people with disabilities.
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1 INTRODUCTION
People with disabilities are a group that has been overlooked for
a long time. Some might question that why we should care about
people with disability. According to UTHealth, as of February 2015,
there are about a billion people with disabilities in the world and in
the United States alone, there are 56.7 million people with disabili-
ties [6]. Notably, the number of people with disabilities is expected
to increase as a result of extension of human life-span, decreases in
communicable diseases, the improvement of medical technology,
and decrease of child mortality [13]. According to United Nation,
people with disabilities are the largest minority group in the world
[1, 4, 6]. While some forms of disabilities might be genetic, but
temporary or permanent disabilities can happen to anyone, such
as spinal cord injury a�er car accident, or limited mobility at later
stage of life [6]. Population aging trend also signi�es that disability
will be a more common and urgent issue in the future [7]. �erefore,
improving the living condition and quality of life for people with
disabilities are extremely important to everyone.

�ere are many di�erent de�nition of disabilities from di�erent
organizations. �e most cited o�cial de�nition is the 1976 de�ni-
tion of the World Health Organization [1]: “An impairment is any
loss or abnormality of psychological, physiological or anatomical
structure or function; a disability is any restriction or lack (result-
ing from an impairment) of ability to perform an activity in the
manner or within the range considered normal for a human being;
a handicap is a disadvantage for a given individual, resulting from
an impairment or a disability, that prevents the ful�llment of a role
that is considered normal (depending on age, gender and social and
cultural factors) for that individual”. While people with disabilities
are those people who have limitations in their actions or activities
resulting from physical or mental impairments, however, there are
many types and levels of disabilities and their actions and activities
are a�ected di�erently by their disabilities [1]. �e complexity
of disabilities presents di�culties and challenges to accommodate

the di�erent needs of people with disabilities and improve their
qualities of life [11].

�e development of digital technology has changed many peo-
ple’s lives, the life of people with disabilities has also been improved
by technology [11]. People with poor visions can using cell phones
to contact others, access information online with screen readers.
People with hearing problems can text other people with their cell
phone. �is study is trying to help people with disabilities from a
health informatics prospective, speci�cally the disability informat-
ics, and looking into how big data and cloud computing can help
monitor and evaluate and understand people with disabilities and
help improve their quality of life.

2 TYPES OF DISABILITY
Disability has di�erent function types and levels of degrees, while
these types are not completely exclusive, most of functional types
of disability can be categorized into three groups: mobility, sensory,
and cognitive [1]. �is section provides a simple overview of these
three functional types of disabilities and its challenges for people
with disabilities. Mobility problems are faced by people with phys-
ical motor disabilities (such as spinal cord injury a�er traumatic
injury), and people have impaired muscle controls [13]. �ese peo-
ple might have problem using technologies than are design to assist
them such as wheelchairs or computer interface aids [1].

Sensory disability includes both visual and aural impairment
[1]. �eir conditions can range from correctable (such as using
eyeglass or hearing aids) to not correctable (such as blind or deaf)
[12]. Braille has been traditionally used by people with visual
impairment, but now was replaced by technology such as voice
synthesis and screen readers [12].

Cognitive disabilities in general refer to people with cognitive
impairment who have di�culties than an average individual with
one or more types of mental tasks involving language, memory, per-
ception, problem-solving, hand-eye coordination, conceptualizing,
a�ention and executive functions[1].

3 DISABILITY INFORMATICS
Disability informatics is a sub-specialty of health informatics that is
de�ned as “any application that collects, manages, and distributes
information that are related to people with disabilities, as well
as to care givers (including familiar members and health care
providers) and rehabilitation professionals” [1]. Disability infor-
matics is closely related to other health informatics areas such as
medical informatics, public health informatics and consumer health
informatics, because people with disabilities usually have some sec-
ondary medical condition such as poor health status and increased
personal health care needs. Gather medical and health information
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can help to be�er understand and accommodate people with disabil-
ities [12]. A study from the early 2000 has identi�ed the potential
of public health informatics for prevention at all vulnerable points
in the causal chains leading to disability and proposed that appli-
cations should not be restricted to particular social, behavioral, or
environmental contexts, but in a more global context [15]. Another
previous research has designed and deployed an extended version of
Artemis system (a cloud system designed to acquire data and store
physiological data of clinical information for real-time analytics) in
a hospital. �ey have identi�ed that high speed physiological data
produced at intensive care units as big data, and the proper use of
such data can promote health, reduce mortality and disability rates
of critical condition patients and create new cloud-based health
analytics [9]. Research also has shown that many disabilities are
genetic, therefore, bioinformatics has implications in the education
of genetic screening and gen therapy treatments in the future [1].
People with disabilities usually need some assistive technology in
their daily life. �ese technology that assist them to perform basic
physical and social functions. �e use information technology and
assistive applications in disability informatics are categorized into
three areas: virtual, personal, physical.

3.1 Virtual Environment
�e digital revolution had and will continue to have a profound
positive impact on the life of people with disability by empowering
them with the help of digital technologies [1]. However, there
are still access issues in the digital world. One of the barrier is
the use of the World Wide Web (WWW or Web). �e WWW has
always had a strong awareness and been advocacy for accessibility
since early on in its evolution. �e World Wide Web Consortium
(W3C) had passed the Web Accessibility Initiative (WAI) and Web
Content Accessibility Guidelines in the late 1990s [1]. A number of
assistive technologies were designed to help people with disabilities
to use theWeb. For example BBC Education Text to Speech Internet
Enhancer (BESTIE) is a CGI Perl script that can help people with
disabilities who are using text-to-speech systems for Web browsing
to modi�ed the web page removing images, Java and Javascript
code that may cause di�culties to understand the BBC web page
content [5]. However, the limitation of BESTIE is that it is only
compatible with BBC website. Other researchers also came up with
Personalizable Accessible Navigation (PAN), which is a set of edge
services designed to improve Web pages accessibility which allow
personalization and the opportunities to select multiple pro�les,
making it compatible for web as well as mobile devices [10].

3.2 Personal Environment
Disability informatics also emphasis on providing safe personal
environment for people with disabilities, Health monitoring is a
very important area. Technologies like small tracking device can
monitor heart rate, blood pressure, also allow people to call for help
easily and smart clothing and even smart furniture have been devel-
oped to monitor people’s health status and can help provide people
with disabilities a safer personal environment and also provide
health information for their medical care providers [1]. However
the ethic of such health monitor devices are always in debate, some
believe it can be an invasion of privacy and a restriction of personal

freedom, others hold the ground that its main purpose is to help
people with disease or disabilities, since it can alert their caregiver
if the individual are exposed to harm (such as a person with men-
tal disability and has a history of self-harming, these device can
prevent unwanted behavior) [3].

3.3 Physical Environment
Since the American Disabilities Act passed in the 1990s, the ac-
cessibility of physical environment has been improved in a great
degree. However, people with disabilities still would meet some
barrier and problem, one of them is the lack of curb cuts. Assistive
information technologies has been developed in an e�ort to solve
this problem. One of them is MAGUS, which is a project using
geographical information system to inform users about wheelchair
accessibility in urban areas [1]

4 BIG DATA AND CLOUD COMPUTING FOR
DISABILITY INFORMATICS

�e contribution of Big data and cloud computing have been rec-
ognized and accepted by researchers in health informatics [14].
�e potential of big data and cloud computing for disability infor-
matics and for people with disabilities has been explored by a few
researchers and organizations. Data-Pop Alliance is one of the orga-
nization has recognized the big data and potential for study and help
people with disabilities for disability informatics and people with
disabilities [11]. �eir research has categorized three type of big
data source used across disability research: exhaust data (mobile-
based data, �nancial transaction, transportation and online trace),
digital content (social media and crowed-sourced/online content),
and sensing data (physical and remote) [11]. �ey also provided the
potential for some of these data sources, for example, researchers
can use transaction data to compare cost, availability, and use of ser-
vices that o�er accessible options (such as accessible hotel listings)
[11]. �ey also suggested that researcher can use social media data
to represent people with disabilities as a network of interaction and
using crow-sourcing to map the locations of accessible businesses
and public places [11]. �e organization has also identify four func-
tions of big data on disability:descriptive, predictive, diagnostic and
engagement. Descriptive function of big data is to describing and
presenting the collected information such as using location data
to map workplaces that are accessible to people with disabilities
[11]. Predictive function is making inferences based on collected
information such as discovering trends in the growth of number of
accessible businesses in a certain urban area, while the diagnostic
function means establishing and making recommendations on the
basis of causal relations such as showing what can help increasing
accessible business in a certain area [11]. Finally, the engagement
function refer to shaping dialogue within and between communities
and with key stakeholders through communication of data [11].

Cloud computing in combined with big data can also provide
great opportunities for research and improvement of quality of life
for people with disabilities [2]. �e term cloud “refers to every-
thing a user may reach via the Internet, including services, storage,
applications, and people” [8]. Depending on the type of using, the
“cloud” can be use for di�erent purpose, such as for companies, the
cloud could be used for hosting services so as to avoid the costs and
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di�culties associated with hosting one�s own servers and so�ware
and for individuals, the could is o�en used as information stor-
age [9]. Regardless of the types of usages for cloud, the end using
must still access the information and services residing in the cloud
through device like a smart phone or computer [8]. Cloud comput-
ing has been used to provide more accessible virtual environment,
especially Web access through project like WebAnywhere, which
is a cloud based tool for blind using to access Internet [8].

Cloud computing and big data analytics can also be helpful in
health monitoring. �e Artemis project mention earlier provide a
example of big data analytics and cloud computing usage in health
monitoring, by creating new cloud-base health analytics solutions
[9]. Previous researchers have developed a mobile app to collect
motion data of Parkinson’s disease (PD) which is a disease resulting
in mobility disorder using the smart phone 3D accelerometer and to
send the data to a cloud service for storage, data processing, and PD
symptoms severity estimation, which provide an user-friendly and
economically a�ordable system to monitor and assess the condition
of PD [10]. Although this system is not for people with disabilities,
but it provided potentials for similar systems to be developed for
di�erent kind of disabilities.

Another application of cloud computing and big data in assis-
tive technology is the CloudCast platform, which is a cloud-based
speech recognition services that can be used for many assistive tech-
nology application for people with speech di�culties and hearing
impairment, it also facilitate the collection of speech data required
for the machine learning techniques [3]. Similar to Alexa Voice
Service, it provide reliable speech recognition which can be used
with assistive devices for people with hearing impairments, but
CloudCast platform also provide customization for assistive tech-
nology applications bene�ting users with speech impairment [3].
�is research provided a great example of using big data and cloud
computing in combine to solve a certain problem for people with
disabilities (in this case it is barriers for speech impairment).

5 CONCLUSION
People with disabilities has long been considered as underprivileged
groups. Although the development of information technology and
assistive technology has improved the life of people with disabil-
ities, there is still much le� to done. �is study provided a short
overview of disability informatics, providing examples of using
health informatics for people with disabilities. �is study has also
�nd out there are great potentials to use big data source to be�er
represent people with disability and identity and study issues and
propose actions and solution to the challenges faced by people with
disabilities. Cloud computing and big data can also help improving
assistive and information technology that are now used to help
people with disabilities. However, there are still a lot challenge
faced by researchers and organizations interested in improving the
quality of life for people with disabilities. �e most dominated
challenge is the di�erent needs for people with di�erent disabilities
types and function levels.

�e limitation of this study is that there are limited number
of studies on disability informatics or big data. �is study draws
some of the examples from health informatics which their study
focuses were other disease. However, these examples do show

opportunities to developing similar systems for special needs of
people with disabilities. Another limitation is that also there are
organizations that have illustrated the potentials to use big data in
analyzing and understanding people with disabilities, there are not
yet studies has been done to prove these potentials. However, this
leaves opportunities for future researchers to use big data to be�er
understand the needs and behaviors of people with disabilities.
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ABSTRACT
In human history, catastrophe, wars, big event led to a

incredible loss of life. Historians collected the data of life
but ignored to do the statistical analysis due to their non-
statistical background. In this new age, Big data provides an
insight for historians to learn humanity based on the data
from the history. �is paper involves the brief introduction
of historical events, big data analysis based on the historical
information, and the results from the big data learning.
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1 INTRODUCTION
With the rapid development of information technology,

historians now enter the age of big data. Big data refers
to a tremendous amount of information that produced by
human and nonhuman activities in the past. �e scale of
big data is large enough that it is impossible for individuals
to collect and preprocess the data. Hence, history which is
derived from human engagement with the past must have
some a�nity with big data and the computer technology it
represents[1]. Such instinctive property of big data provides
an absolutely new perspective for historians to study and
re-evaluate the history.
In this age of explosion of information, zillions of pieces

information is stored on the Internet. �e volume, velocity,
variety, value, veracity of data are the treasure for historian
to mine. But in most of time, data is neither straightforward
substance nor transparent material for historians to squeeze
the interesting information since they are not well-organized
into a meaningful format that let the algorithm analyze them
for answering the questions that historians are interested
in[1]. Processing meaningless data into a coherent argument
is not an easy job. Furthermore, using proper infrastructure
and algorithm is di�cult as well. As a historian, big data is an
opportunity but also a big obstacle for the future researches.

2 PREPROCESS DATA
Preprocessing data is a big challenge for historians. Here

is an example to illustrate a proper approach to preprocess
history-relative data. �e data to be introduced in this paper
is from the world-famous tragedy – Titanic. Titanic was one
of three “Olympic Class” liners which were an incredible feat

of engineering and ambition in their age. Titanic was the
largest, fastest, and most luxurious liner. Its maiden voyage
was from Southampton to New York with a lot of people
on board including millionaires, movie stars, teachers and
labors who were looking for a be�er life in United States.
However, it struck an iceberg and sank in Atlantic Ocean
�ve days a�er the beginning of its journey. �e collision
tore a series of holes along side of the hull. �e sea water
came into Titanic and less than three hours later, Titanic
sank down about 2 miles to the bo�om of the Atlantic ocean.
Overall 1502 out of 2224 on broad passengers and crew lost
their lives in this shocking tragedy[2].

�is tragedy a�racted the a�ention of international com-
munity. People were wondering the reasons that how such
technique marvel encountered this tragedy. One of the well-
known reasons that the sinking of Titanic led to such loss of
life was that there were not enough lifeboats for the passen-
gers and crew[3]. Another reason was that on the night of
Sunday April 14 1912, the Atlantic ocean was �at calm, the
sky clear and moonless, and the temperature was freezing-
cold[2]. �e weather condition was very di�cult for captain
and other crew to detect an iceberg. �erefore, such weather
condition explained the reason why the alarm of iceberg in
front was made only 40 seconds before Titanic crashed the
iceberg. It was impossible for such big mechanical monster
to provide a stop response. Unfortunately, Titanic acceler-
ated towards to iceberg directly and tore a series of large
holes along side of the hull.
�e information from the passengers and crew on board

was collected later on for historians to study one more in-
teresting �eld that what sorts of people were possibly to
survive.
�e description of the data used to study for historians

in this example is as follows. �e data set has 12 a�ributes
(columns) shown in the following table [3].

Variable De�nition
survival Survival
pclass Ticket class

PassengerId ID of each passenger
sex gender
Age Age in years
ticket Ticket number
sibsp number of siblings / spouses aboard the Titanic
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Variable De�nition
parch number of parents / children aboard the Titanic
name name of each passenger
fare Passenger fare
cabin Cabin number

embarked Port of Embarkation
Survival a�ribute for this example will be the label for

classi�cation. It has two values 0 for not survived and 1 for
survived. Pclass a�ribute has 3 possible values 1 for upper
class, 2 for middle class, and 3 for lower class. Age a�ribute is
fractional if less than 1. If the age of a passenger is estimated,
is it in the form of “xx.5”. Sibling de�ned in this data set is
brother, sister, stepbrother, and stepsister. Spouse de�ned
in this data set is husband and wife. Parent de�ned in this
data set contains mother and father. Child in this data set
includes daughter, son, stepdaughter, and stepson[3].
A�er de�ning the data value and storing the data in a

algorithm-readable format, historians should process the
missing values and noise which is the most signi�cant step
before analyzing or mining the data by an algorithm. Noise
usually refers to non-systematic error. Such error is not
caused by the algorithm or the classi�er system. It is from
the training dataset. For example, two tuples has the identical
values in all a�ributes, but their label is di�erent. It causes the
inadequate a�ributes. To deal with the noise, the historians
could delete such tuples.

If there is missing value in an a�ribute, the mean value is
usually used as the substitution. However there is a more
technological approach to �ll in an unknown value by us-
ing the information provided by context. For example, the
historians could use a Bayesian formalism to �gure out the
probability of a possible value say Ai in a�ribute A. In ad-
dition, decision tree approach is another way to determine
the missing value. Assume Cs is a subset of C consisting of
an a�ribute and the label. the historians could construct a
decision tree based on this subset and predict the missing
value using the tree model.

3 ANALYSIS AND IMPLEMENTATION OF ID3
ALGORITHM

�e label (survival a�ribute) of the dataset is binary value.
All the a�ributes contain discretely numerical value. �ere-
fore, ID3 algorithm is the best algorithm to be employed for
mining and analyzing the dataset.
ID3 algorithm is well known as Iterative Dichotomiser 3

algorithm invented by Ross�inlan. It is used to generate
a decision tree recursively from a dataset. �en, the output
decision tree could be used as a model to predict (classify)
any input instance as which class or group it belongs to. �e
ID3 algorithm starts at the original dataset as the root node.
�en in the iteration (recursion), the algorithm calculates

the entropy of the label and the information gain of each
unused a�ribute. �e algorithm selects the a�ribute which
has the greatest information gain and separates the dataset
into multiple subset according to possible value of this cho-
sen a�ribute. Each subset of the original dataset is an inner
node in the �nal decision tree. ID3 algorithm continues to
call itself (recursion) until two conditions are satis�ed. First
condition is that every element in the subset belongs to the
same class, the subset denoted as the leaf of the decision tree
is marked as the name of that class. Second condition is that
there are no more a�ributes to be selected, but the examples
still do not belong to the same class, then the node is turned
into a leaf and labelled with the most common class of the
examples in the subset[4].

�e concept entropy this paper discussed above is derived
from Physics, which is a measure of how much chaos or
uncertainty of the system. In big data, it refers to the amount
of uncertainty of the given dataset. Entropy is usually repre-
sented by H(S). It could be calculated from the probability of
each element in the label of a dataset.

H (S ) =
∑

x ∈X
−p (x )loд2p (x )

Where S is the current dataset for which entropy is being
calculated, capitalized X is the set of classes in the label of the
dataset, and p (x ) is the probability of each element in class
x . Information gain is a concept to measure how much more
information we could acquire from the dataset if we analyze
the data one further step. �e greater information gain is,
the larger uncertainty or the more information we could
obtain from the dataset if mining the data more. Information
gain is usually denoted by IG (A; S ), where A is an a�ribute
and S is the current dataset. It could be calculated from the
following formula.

IG (A; S ) = H (S ) − H (A|S )

IG (A; S ) = H (S ) −
∑

a∈A

Sa
S
H (Sa )

where H (S ) is the entropy of dataset S, a is an element in
a�ribute A, Sa is a collection of tuples whose A a�ribute
value is a.

4 CONCLUSION
�is paper introduces the Titanic story and how historians

preprocess the data. �e ID3 algorithm is also introduced for
historians to employ on their research. As a historian, big
data is an opportunity but also a big obstacle for the future
researches. But at least, it is a good start in big data for all
historians.
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ABSTRACT
As big data analytics progress in other �elds, historians have began
to consider how they can apply these techniques to their stud-
ies. Various studies demonstrate potential bene�ts of big data
approaches. However, care must be taken to keep big data results
in the overall context of traditional scholarship and to utilize ap-
propriate historical and technical expertise to avoid introducing
inaccuracy and bias into �ndings.
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1 INTRODUCTION
1.1 Big Data
To date big data can claim numerous victories in a variety of �elds,
and promises more. Businesses such as Facebook and Net�ix have
built corporate empires o� of the insights gathered from their big
data, and physicists and biologists are learning what makes up the
universe and ourselves via big data [1].

Despite all this, the concept itself is rather nebulously de�ned.
A rough description is data with quantitative factors that require
specialized techniques to utilize. �e most commonly referenced
big data factors are volume (amount of data), variety (number of
data source types), and velocity (rate of data collection or input)
known as “the three vs.” As these data factors becomemore extreme,
to the point that traditional methods of data analysis fail, it becomes
big data. While this de�nition is generally accepted, its application
varies based upon the industry or �eld of study and o�en changes
with developments in information technology [5].

�e focus on big data arises partially from the phenomenon of
data storage capabilities growing at a faster rate than data process-
ing. �is creates a situation where data can be economically stored,
but not as economically processed, requiring specialized analytic
techniques. As big data progresses through the storage, cleaning,
analysis, and interpretation stages of the data life cycle, specialized
approaches are required [1].

1.2 History of History
�e historian’s labor has involved interacting with voluminous and
varied data for centuries. Before computers, this process involved
searching physical archives for relevant data, and manually copying
and organizing it into useful information to be analyzed. �ough
this method can deliver deep insights, some data sets are too big to
be studied in a manual fashion [7].

Around the mid-twentieth century, computers became su�-
ciently powerful and usable for historians to begin using them
to process larger amounts of information. �is facilitated a change
towards a more quantitative approach to historical analysis and

a focus by some from tracing the rise and fall of political or ide-
ological forces, to developing a more complete understanding of
mundane topics, such as the family or economics.

As archives become digitized and accessible via the internet, the
quantity of data available leads to an appeal to big data analytic
methods [4]. �e potential of unlocking signi�cant connections
and developing big picture historical insights at the scale of the
growing digital archives of the world is alluring. �is hope has
driven the labor of many researchers towards developing more big
data informed research methods and has directed funds of many
institutions towards investments in data infrastructure. However,
many are also concerned that the promises of big data are at best
optimistic, and at worst hiding potential pitfalls to the historical
process [7].

1.3 �esis
Big Data Analytics have the potential to provide new insights to
the �eld of historical studies. However, their application will di�er
due to the nature of historical data, and they will serve as an addi-
tional tool for the historian, rather than replacing more traditional
approaches.

2 BIG DATA IN HISTORICAL STUDIES
2.1 Data Sources
It could be argued that history has had big data for some time, but
that the lack of computational capability prevented it from being
accessed on a large scale.As big data analytics mature, pressure
develops to increase the data available for analysis by digitizing
more archival material. �is is evidenced not only by the familiar
repositories of e-books, but also by archives of a variety of types,
such as newspapers articles [7] or le�ers [4].

Sources for big data research consist not only of the content of
documents in an archive, but also the bibliographical records.While
originally designed to allow individual works to be located in an
archive, historians have began to study the bibliographical data
themselves, an approach called distant reading. By looking at the
data about a document, rather than the document’s content, societal
or intellectual trends can be identi�ed across large scale factors such
as time or geography in a more comprehensive way. �is approach
has elicited some criticism that collections of bibliographical data
are not complete enough to derive such large-scale conclusions.
Still, considerable interest exists in targeting these data sets for
historical analysis [10].

However, the data from these sources di�ers from that of other
�elds which utilize big data analytics. Historical data is not stream-
ing the way that social media or smartphone sensors are. It is
data which has already been collected, organized, and o�en times
analyzed for a purpose de�ned by people from a di�erent time
and di�erent needs/constraints from ourselves. �is creates data

79



sets which are di�cult to compare and o�en require considerable
cleaning and reworking to be used in a larger framework. [4].

2.2 Analytics for Big Historical Data
Due to the natural reliance on documents in historical studies,
text analytic techniques are the primary set of big data approach
utilized by historians. Text analytics are a broad category of related
algorithms and statistical techniques, such as arti�cial intelligence,
machine learning, and natural language processing that a�empt to
extract speci�c information from the text and identify pa�erns and
relationships within the body of data [7].

Arti�cial intelligence is “the ability of a digital computer or
computer-controlled robot to perform tasks commonly associated
with intelligent beings” [2]. In the context of historical research,
this would include tasks such as extracting relevant content from
sources or identifying relationships within the data. A speci�c
type of arti�cial intelligence is machine learning, which consists of
programs which change their actions autonomously in response to
external input. �eir ability to adapt allows them to do decision-
making tasks, and thus can search through data sources in a more
intelligent way to �nd relevant data [1]. Natural language pro-
cessing is another arti�cial intelligence technique, which aims to
create programs that can take human language, and make it ma-
chine readable [9]. Historians can use such programs to extract
meaningful information from archival documents and prepare it
for more further analysis and interpretation.

In order to interpret the results of big data analysis, visualization
is critical. �is is a challenge, as the large scale of the data makes
striking a balance between a su�ciently big picture perspective
without losing relevant details di�cult. Many approaches a�empt
to utilize high resolution approaches to avoid losing important
information [1]. �is process is especially challenging in historical
studies, as the data is o�en incomplete andmay have inconsistencies
which prevent assuming a uniform set of data. For this reason,
historians o�en use visualizations to identify qualitative, rather
than quantitative relationships in the data, to inform further inquiry
[4].

2.3 So�ware Packages and Resources for Big
Data History

A variety of so�ware packages have been utilized to assist the
process of translating raw data into historical insights, such as
Tableau, Gephi, R, and ArcGIS. However, a limitation of these tools
is their quantitative focus, which tends to exclude more qualitative
approaches [4]. Some general qualitative analysis so�ware has
been applied to big data historical analysis, such as Google Fusion
Tables and OpenHeatMap [10].

Some so�ware has been developed to provide a more qualitative
visualization tool set for researchers.For example Stanford Uni-
versity developed a so�ware package called Palladio, designed to
visualize connections in large scale historical data. �eir approach
focused on visualizations that encouraged exploring data, rather
than creating statistical statements about it. Examples of this would
be mapping connections between historical actors over geography
or creating a visualization of the social network of a particular �g-
ure in history. �ey do not create statistical arguments, rather they

give a framework for understanding how the data are connected
[6].

Another tool with a qualitative visualization focus is the Web
Application for Historical Sentiment analysis on Public media or
WAHSP. Its speci�c purpose is to conduct text analysis on the Na-
tional Library of the Netherlands digitized newspaper collection,
which contains around 100million articles published in 1618 to 1995.
It provides a number of useful analyses, such as word frequency
cloud visualizations, detecting positive or negative sentiment re-
lated to certain terms, and Named Entity Recognition, which can
identify people, places, events, etc. and then connect them into a
relational or geographical framework. It also provides an interac-
tive histogram where the resolution of the data can be adjusted to
quickly move between a big picture and detailed data perspective.
A derivative project is BILAND, which is a program developed by
Utrecht University, that builds o� of WAHSP’s analytical capabili-
ties, but adapts them across the Dutch and German languages for
comparative cultural studies [7].

Along with these data intensive tools speci�cally designed for
historical studies, there are also resources to help the historian learn
some of these methods. For example, �e Programming Historian
website provides a wide range of tutorials and lessons on how to
use digital tools in historical studies. At the time of this writing
there were 67 lessons available organized by their target stage of
research, including lessons on using R, Python, Java, and GitHub
for historical studies[8].

2.4 Insights from Big Historical Data
A number of studies have used these techniques to approach his-
torical research from a big data perspective. Stanford’s Mapping of
the Republic of Le�ers project sought to map the social network
of Enlightenment thinkers who actively corresponded with each
other. �is was accomplished by utilizing big data analytics on
the meta-data of these le�ers to see how these thinkers related
temporally, geographically, and socially. �rough the research pro-
cess, the need for more qualitative approaches to visualization was
recognized, and eventually led to the development of the Palladio
tool set.

�eir analysis revealed a number of interesting points. By map-
ping the social network of John Locke, they supported previous
scholarly contentions that the Enlightenment culture was not homo-
geneously connected, but was made up of a number of subcultures
which had thin social connections. Also, by analyzing Benjamin
Franklin’s le�ers, they noted that despite his reputation as cross
cultural traveler, the main hub of his correspondence was between
the familiar British cultural hubs in Philadelphia and London [4].

Another study used the WAHSP tool to research a�itudes found
towards drugs in early 20th century newspapers. It found by us-
ing the word cloud analysis tool, that before 1924 drugs such as
heroin and opium were discussed in the context of health, but a�er
1924 they were more associated with crime. �eir analyses also
noted that Dutch negative associations with opium in�uenced their
perception of China and the Dutch East Indies Colonies.

�e related tool BILAND was used by to study how the per-
ceptions of eugenics di�ered in the Netherlands and Germany, re-
quiring an application which could compare data across languages.
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�e aim was to study not only the direct conversations about this
topic in both regions, but also to study implicit use of terminology
which was in�uenced by the eugenics debate. �rough word cloud
analysis, the study found that in the mid 19th century, eugenics and
concepts of genetic inheritance were used in a primarily medical
or biological context. By the 1930s, the terms were utilized more in
reference to race and law [7].

One study analyzed music bibliographical data from the British
Library and the Repertoire International des Sources Musicales
to explore how music was transmi�ed in Europe over time and
geography. �eir analytic methods were actually closer to tradi-
tional techniques, using a large amount of research assistants to
perform repetitive tasks, and wrestling with the information in Ex-
cel spreadsheets, but used visualization approaches more congruent
with big data. �ey had surprising results related to who were the
prominently published composers during di�erent time periods.
For example, during the 1800s, relatively unknown composers are
high in the frequency list, and famous composers such as Bach did
not make the top 50 [10].

3 POTENTIAL ISSUES
While big data can provide some powerful and at times novel solu-
tions to problems, there are also potential issues with its implemen-
tation. For example as digital algorithms make search and selection
decisions, bias can be introduced into the research inadvertently by
the program. �is danger is aggravated by the level of transparency
of the algorithm, and how well the researcher understands it. For
example, when researchers utilize commercial search engines, such
as Google scholar, the algorithms are not available, and thus the
researcher does not knowwhy data is being included or excluded. If
recommender systems are utilized, the potential for bias increases,
as the search engine is actively a�empting to provide results which
are based on its user pro�le. �is could exclude opportunities for
data which may challenge the researcher’s perspective. �e danger
of biased analysis through ignorant execution of an automated
search or analysis is present in any big data tool, such as those
previously described [3].

In the context of historical studies, it is acknowledged that to
use digital methods without expert knowledge of both the subject
ma�er and the big data methodologies can lead to inaccurate conclu-
sions [4]. However, this can be addressed using a number of strate-
gies. For example, there are resources to help historians expand
their technical abilities, giving them greater understanding and con-
trol over big data analytic methods [8].Creating inter-disciplinary
teams are also an e�ective way to address biased analysis. By allow-
ing information technology and historical research experts to meet
together to create research methods, they can avoid unintentional
bias from misuse of algorithms and from a lack of knowledge of
historical context. However, equally important is for the research
team to keep a balanced perspective on the role of big data analytics
applied in historical studies. �ese new methods cannot be done in
a vacuum or be used to replace traditional human reading of the
sources [4]. �ough big data techniques have powerful possibilities,
they cannot replace the role of the historian, who combines their
historical knowledge and narrative creation, to provide context and
meaning to the enormous bits of information from the past [7].

�ere are also a number of technical di�culties associated with
using big data for historical analysis. �e big data available to his-
torical researchers has no guarantee of completeness or uniformity
from which to make generalized claims. Large archives of records
can only provide information about what people in the past chose
to record or which records survived to our time. �us, traditional
methods are critical, and big data methods serve the purpose of
con�rming or challenging previous theories, or inspiring new veins
of inquiry. History is an interpretative task, and big data analytics
serve to be�er inform interpretation, not replace it. In addition,
data o�en comes from di�erent sources forma�ed for a variety of
purposes. �us for the historian, rather than dealing with large
masses of unstructured data, the challenge is to recon�gure data
which has already been organized, and o�en is at cross-purposes
to a researchers objectives [4].

4 CONCLUSION
Big data analytics have a�racted both interest and criticism from
historians. Large digitized databases, e�ective text analytic tech-
niques, and innovative qualitative visualizations provide fertile
ground for a big data approach to historical analysis, which would
allow for a more comprehensive analysis of large data sets, which
would not be possible for the researcher. �ese techniques have
already been applied to a variety of topics, yielding useful, if not
incredibly surprising results.

As historians continue to explore new methods of big data re-
search, it is important they do so from a position of historical and
technical expertise, to prevent inaccurate and biased �ndings. �e
researchers’ perspectives on big data analysis also needs to remain
balanced, not ignoring the possibilities of the new techniques, but
also not neglecting traditional research. Without traditional schol-
arship, big data has no external validation or historical context,
thus making it’s results inaccurate or meaningless.
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ABSTRACT
Developing nations cope with numerous humanitarian challenges.
Infrastructures are o�en inadequate to deal with basic public health,
public safety, and environmental concerns. As a result, citizens deal
with issues such as poverty, food insecurity, and the unavailability
of basic health care. Resource limitations o�en make it di�cult
to manage crisis situations such as natural disasters. �e use of
wireless and Internet related technology is growing globally. Mobile
phone and social media usage are becoming common even in remote
areas. As a result, Big Data analytics is playing a role in mitigating
the impacts of some of these humanitarian concerns.
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1 INTRODUCTION
Individuals in developing nations face a long list of humanitarian
challenges, including poverty, hunger, health care access, and avail-
ability of clean water sources. Other challenges include insu�cient
resources to deal with public safety and crisis intervention issues.

�e statistics are dismal. ”Almost 1.3 billion people living in
developing countries live on less than 1.50 dollars a day” [2]. ”Ac-
cording to the United Nations, approximately twenty two thousand
children die each day in these countries due to poverty” [1]. More
than eight hundred seventy million people in third world nations
have no food to eat or a very precarious food supply. ”A third of
all childhood deaths in sub-Saharan Africa are caused by hunger
related diseases” [1]. �at is approximately 2.6 million deaths per
year. One child dies every �ve seconds of starvation [1]. More than
two hundred million children under �ve years of age in develop-
ing countries do not reach their developmental potential due to
malnutrition [7]. Over 1.2 billion people around the globe do not
have regular access to clean drinking water. Many people die from
common curable diseases that such as malaria, pneumonia, and
diarrhea because they do not have access to health care. Approxi-
mately ten million children die each year from treatable diseases.
[2]. Fi�y percent of pregnant women in developing countries lack
proper prenatal care. �is results in over three hundred thousand
maternal deaths annually from childbirth. [1]. �e threat of HIV is
also reaching a pandemic level in many of the third world countries
[1].

Big Data Analytics is starting to be used to address some of these
issues. Digital data is becoming more widely available globally.
Internet wireless communications and mobile phone access are
starting to become commonplace even in some rural areas. �e

data collected from these devices is being combined with data col-
lected via traditional data sources such as datasets and surveys.
�is is providing information and insights that have never before
been available. ”�e di�usion of data science into the realm of inter-
national development constitutes an opportunity to bring powerful
new tools in the �ght against poverty, hunger, and disease” [5].
Furthermore, the real time availability of much this data enables
more timely and agile implementations of solutions. �is all results
in signi�cantly be�er outcomes.

2 INFRASTRUTURE
In recent years, there has been a huge increase in the availabil-
ity of digital technology globally, including in developing nations.
According to the GSM Association 79 percent of the worlds total
inhabited areas had mobile network coverage in 2012 [4]. Accord-
ing to the International Telecommunications Union, there were 2
billion people using the internet in 2015 and there were 91.8 mobile
phone subscriptions per 100 inhabitants in developing countries [4].
Social media such as Facebook and twi�er is being utilized by more
and more people worldwide. Sensor technology is becoming less
expensive and more e�cient. Be�er algorithms are being developed
to utilize the lower cost sensors for developmental activities. Data
information sources include call logs, mobile banking transactions,
blog posts, tweets, and Facebook content [5].

�e di�usion of mobile phone technology has been especially
important. Because mobile phones are o�en the only interactive
technology that low income individuals have access to, they have
become the cornerstone of many Big Data projects in the developing
world[4].

3 BIG DATA
�e amount of data that is being generated in developed countries
is increasing rapidly. According to the Cisco Global Cloud index the
highest workload growth rates between 2013 and 2018 are expected
to be in the Asian Paci�c, the Middle East and Africa, and Latin
America. Growth rates during these time periods are expected
to be 45 percent, 39 percent, and 34 percent respectively. ”Data
center tra�c in the Middle East and Africa is expected to reach 366
exabytes in 2018 compared to 68 exabytes in 2013” [4].

4 HEALTHCARE
”Big Data has enormous potential to address health care challenges
in the developing world” [4]. One of the primary problems with
healthcare in the developing world is the overall lack of access.
�is is caused by a combination of geographical accessibility and
the lack of basic medical resources. �ere are shortages trained
medical professionals, medical equipment, and drug stocks. People
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in rural areas o�en have to travel long distances in order to obtain
care. �ere are also a lack of resources to implement basic public
health regimes such as immunization policies. All of this makes the
occurrence of serious disease outbreaks and epidemics common
and di�cult to manage when they do occur. Another issue is the
existence of widespread fake drug distribution networks.

4.1 Public Health
One area in which Big Data can have an enormous impact on the
health of vulnerable populations is in public health policy. Proper
public health infrastructure is needed to prevent, treat, and manage
serious disease outbreaks. Public health policies and related public
education can also educate populations and in�uence a�itudes and
behaviors concerning important health related ma�ers such as
maternal health and immunizations.

Big Data is extremely useful for managing serious disease out-
breaks, including pandemics and epidemics. Big Data and data
science can be used �rst to track and monitor the spread of the
disease and then to e�ectively allocate resources and medication
so that the disease can be properly treated and contained. In fact,
the term for this �eld is Infodemiology. It is a whole new �eld of
data science [5].

Health related data is mined from social media and sites such
as twi�er and then combined with data visualization techniques
to track the geographic spread of a disease. As the spread of the
disease is being tracked in real time, big data is used to ensure that
all available resources are allocated e�ectively. Big data ensures
the right distribution of resources, including medical personnel
and medication at the right time to the right location [6]. Proper
resource allocation is especially important when lifesaving medical
supplies are in short supply. According to the US Center for Disease
Control and prevention (CDC), online data can help detect disease
outbreaks before con�rmed diagnosis or lab con�rmation [5]. It is
estimated that disease outbreaks can be identi�ed up to two weeks
sooner than with the use of traditional methods such as physician
reporting [4]. When this resource allocation technique was used
in Tanzania during a malaria outbreak, it reduced the number of
drug facilities that were out of stock of the appropriate medication
during the epidemic from 78 percent to 26 percent [4].

Social Media can also be used to track peoples health related be-
liefs, perceptions and concerns at any a given time and in real time.
�is methodology is referred to as sentiment analysis. For example,
researchers can get an indication of health related a�itudes about
immunizations, the use of medication or prenatal care programs by
reviewing social media posts. �ese studies can assist with health
related education e�orts. Social media and big data analytics are
also be used to measure the impacts of humanitarian aid and in-
tervention. For example, the United Nations used this technique
to evaluate whether the Every Woman Every Child initiative had
had an impact. �is was a program that was designed to increase
awareness of maternal health, breastfeeding, vaccinations. A team
of researchers analyzed social media posts for two years for rele-
vant keywords, such as breastfeeding or vaccination to determine
if the program has resulted in increased parental awareness [4].
�e information collected can be used to identify needs in order to
establish and manage public health policies and programs.

Sentiment analysis can also be used to track other public health
related issues such housing shortages, employment, and in�ated
food prices. �is methodology is able to identify issues earlier than
traditional methods and thus enables more timely deployment of
resources and solutions [5].

4.2 Health Care Access
In developing countries, there are o�en problems with geographical
accessibility to health care. People in rural areas o�en need to travel
long distances to visit a health care professional. Also, rural areas
do not have enough primary health care providers and specialists
are rarely available.

�e Internet of �ings technology can solve some of these issues.
One solution is patient sensors. Relatively low cost sensors can
be worn on the person to monitor physiological variables in real
time. �e data collected can be transmi�ed to health care providers
in a distant locations for diagnosis and treatment. �ese sensors
can be used for routine as well as critical health issues such as
heart palpitations. For example, in Africa there is a device called
Cardio pad. It is a medical tablet that can be used to perform and
collect information from cardiology related tests by individuals
who have no cardiac training. �e information gathered can then
be sent to a cardiac specialist via mobile phone in order to receive
diagnosis and treatment instructions[4]. In China the Internet of
�ings technology Institute is developing a telephone booth sized
health capsule. Rural villagers can be receive a diagnosis from a
distantly located physician when they step into it. [4].

4.3 Distribution of Fake Drugs
�ewidespread distribution of fake drugs is a huge health hazard in
developing nations. According to the World Health Organization,
counterfeit antimalarial and tuberculosis drugs account for seven
hundred thousand deaths annually. Big Data technology is playing
a huge role in �ghting this crime. One nonpro�t organization has
developed a possible solution. �e name of the program is called
GoldKeys. All legitimate prescription containers have a twelve
digit scratch o� code. Customers can verify the authenticity of the
medication by texting the scratched o� code number to a health
hotline. �e number is matched to information in a cloud database
and the information is sent back to the customer. �e project is
being maintained and funded primarily by Hewle� Packard [4].

5 ENVIRONMENTAL PROTECTION AND
WATER SUPPLY

Almost a billion people in the world to not have a reliable source of
clean drinking water [1]. According to World Water Development
Report in 2012, inadequate sanitation and poor hygiene result in
3.5 million deaths annually [4]. Much of the water is wasted or
leaked due to faulty pipes. Other water is lost due to unidenti�ed
or unnecessary pollutants.

�e Internet of �ings can be used for the purpose of monitoring
water supply and quality. Sensors are frequently used to monitor
pollutants in a river or water source. Resources are deployed to
remedy problems when they are detected. One example is in the
city of Da Nang, Vietnam. Da Nang is a major port city on the South
China Sea. �e Da Nang water company uses Big Data to provide
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real time analysis of the citys water supply. �e goal is to be�er
manage leaks, monitor pollutants, and accurately forecast future
demand. Big Data sensors are installed throughout each stage of
the water treatment process. Water quality is tracked in real time.
Noti�cations are sent if there are problems. [4].

In another example, IBM worked with the city of Tshwane in
South Africa to develop a crowd source application that users use
to report water supply issues such as faulty pipes. �e result was
the discovery of thirty million dollars of wasted water sources.
�is application operates without the need of a central inspection
authority [3].

6 PUBLIC SAFETY AND CRISIS
INTERVENTION

One of themost important areas inwhich Big Data is being deployed
is to enhance public safety and crisis intervention e�orts during
natural disasters. ”�e availability of digital data collected and ana-
lyzed rapidly and in real time can drastically improve interventions
and outcomes in crisis situations for vulnerable populations” [5].

One of the most widely used tools in this e�ort are crisis maps.
Crisis maps use data from numerous sources, including local citizen
reports, social network data, and environmental data to aid emer-
gency responders in times of natural disaster. ”Crisis maps have
been deployed during dozens of events worldwide,including the
2012 Haiti earthquake and the 2010 Pakistan �oods” [3]. In Haiti
during an earthquake a centralized text message center was set up
that allowed cell phone users to report where people were trapped.
�e United States Geological Survey has developed a system the
monitors twi�er for spikes about earthquakes globally. �is infor-
mation can be used to evaluate the location, quantify magnitude,
identify epicenter, and respond quickly and appropriately [5].

7 AGRICULTURE
”More than half the population in all of the developing nations
depend upon agriculture and farming for at least two meals a day.
�is accounts for almost seventy �ve percent of the worlds poorest
people” [1]. �erefore, one important way to address poverty and
food insecurity is to �nd ways to make farming techniques more
e�ective and productive. Big Data has big potential to dramatically
increase production for small scale farmers.

”Studies suggest that ine�ective farm operations such a late
planting, lack of proper land preparation, improper harvesting
techniques and poor housing and feeding of livestock can reduce
a smallholders farmers productivity by up to forty percent” [4].
One technique for improving production is Precision agriculture.
�e objective of Precision agriculture is to provide farmers with
informed, personalized information so that they can make be�er
operational decisions in real time. Data is collected on things such
as soil conditions, weather, seeding rates, and crop yields using
technology such as sensors, drones and satellites[4]. Sensors can
be located in �elds, inside livestock, or on farm equipment. A�er
the data is collected it is analyzed and returned to the farmers via
computers and mobile phones in terms of customized solutions.
Instructions may be such things as the optimum type of seeds,
pesticides, herbicides, and fertilizer use. �e objective is to match
inputs with the exact need. When resources are used e�ciently

production is maximized. Another solution involves collecting data
to locate and notify farmers of the spread of crop and livestock
plight. �e objective is that farmer take safety measures as soon as
possible [3].

In Uganda there is a Big Data tools project that uses Precision
agriculture techniques that were developed by the Grameen Foun-
dation. Data is collected on farmers, farming practices, and external
conditions. It is given back to farmers in the form of a community
knowledge database via Android phones. Information about the
time and methods of planting crops, caring for farm animals and
marketing their products [4].

Another way in which big data can be used for small holder
farmers to support �nancing opportunities. In Nairobi, Africa the
company Gro Ventures is building a platform which integrates
information about crops and the environmental conditions to give
lenders more con�dence to lend money to farmers. One of the
o�erings allows farmers to pool their data to apply for collective
loans to buy shared tractors and equipment [3].

8 CHALLENGES
�ere are many challenges to the successful implementation of
many of these projects. Many people in the least developed nations
still lack access to internet service or a mobile phone. �ere are
high costs associated with using big data technology. Cost of mobile
phones, analytical services and data services o�en cost prohibitive
for individual citizens. �ere is also a Big Data skill set de�cient. Big
data technology and the analytics to turn big data into actionable
information requires technical skills that are o�en not available.
Furthermore, health care professionals and other related personnel
o�en lack knowledge or training about data science.

In order for initiatives to be successful, �nancial and technical
support will need to come from other sources: academia, public
and private sector, and philanthropic. To date, there are numer-
ous non-goverment organizations (NGOs) working throughout the
world to �ght poverty and reduce disease [6]. �e United Nations
started an initiative in 2009 called Global Pulse. �e objective of
Global pulse is to research ways that Big Data can be incorporated
into the developing world to improve lives. �ey are currently con-
ducting several research initiatives in various locations throughout
the world. Several private organizations are also playing a role. For
example, Google has announced a plan to develop high speed inter-
net solutions in developing countries using high altitude balloons.
�eir goal is to add an additional 1 billion people to the Internet
from Africa, and Southwest Asia [4].

9 CONCLUSION
Although Big Data does not have the ability to solve all of the
worlds problems, it does have enormous potential to reduce su�er-
ing and save lives for those living in developing countries. Big data
is giving smallholder farmers resources to substantially increase
their food production. �is will play a substantial role in the �ght
against poverty and food insecurity. Big data analytics is improv-
ing health by making health care accessible to even those in the
most remote locations. Big data provides the knowledge to identify
and monitor water availability issues such as waste and pollution
so that problems can be identi�ed dealt with immediately. Big is
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also saving lives by providing the real time knowledge needed to
respond e�ectively to health epidemics and natural disasters. As
the use of internet related devices continues to increase throughout
the developing world, the impact of big data will continue to grow.
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ABSTRACT
While analyzing large volumes of data, it is important to make sure
that the data is analyzed accurately and e�ciently for successful
decision making. Predictive modeling has been one of the most crit-
ical aspects of analyzing big data. However, the traditional methods
of predictive modeling cannot be directly applied to big data as
applying statistical analysis to a large volume of data at once is a
huge challenge in itself. We discuss how the traditional predictive
methods, such as linear regression, can be modi�ed for e�ectively
modeling big data. We then discuss the distributed frameworks like
Hadoop and Spark which help in predictive modeling of big data as
well as the support extended by programming languages like R for
these frameworks. Finally, we provide an overview of some of the
regression techniques that can be applied for analyzing big data.
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1 INTRODUCTION
With increasing data from various sources, we have landed in the
era of big data. However, collecting big data is just the �rst step.
E�ectively using this data for deriving useful business insights is
of prime importance. Statistics is the art of learning from data
for making optimal business decisions [2]. �is learning from
data involves the application of statistical methods like regression
or time series modeling [2]. �e present statistical techniques
focus on deriving inference about the population based on sample
data. Applying statistical methods to big data in one pass is a huge
challenge and thus a more e�ective method is to partition big data
into multiple samples. �e results from all the samples can then
be used to generate the �nal result for the predictive model. We
present this method in detail in the following section and also
discuss some of the regression techniques that can be e�ectively
applied using this divide-and-conquer method on big data.

2 TRADITIONAL PREDICTIVE MODELING
Predictive modeling is one of the most important types of statis-
tical analysis of big data. It aims to model the causal relationship
between di�erent features present in the data. Speci�cally, we try
to predict the value of one variable, known as the dependent or
response variable, with the help of one or more variables, known
as independent or explanatory variables. �e traditional predictive
modeling process is shown in Figure 1.

Each of these steps in traditional predictive modeling is discussed
in the following sections [3].

Figure 1: Steps in the predictive modeling process [3]

2.1 De�ne Goal
For any predictive modeling, it is important to clearly de�ne the
goal, i.e., de�ne the response variable and the explanatory variables
that we are going to use to predict the response variable [3].

2.2 Data Collection and Management
�is is another critical step for predictive modeling which requires
identifying the data that can be used for analysis. It can be the
most time-consuming step in the entire modeling process and may
require some preliminary data exploration and visualization [3]. It
also involves identifying the feature set and the structure of each
feature.

2.3 Data Preprocessing
Before building a predictive model, it is important to check the
quality of data. Two major components of data preprocessing are
[3]:

• Analyzing missing values: For missing values, it is im-
portant to identify whether we want to drop the missing
entries in the data or impute them using standard impu-
tation methods such as mean imputation for quantitative
features and mode imputation for qualitative features.

• Data transformation: �e aim of data transformation is
to convert it into a form which is easier to model. For
example, normalization and standardization of data help in
the be�er interpretation of the coe�cients of the regression
model. Some of the transformations also depend on the
predictive model that we intend to apply. For example, for
a linear regression model, it is important to ensure that
the dependent and the independent variables have a linear
relationship and that the dependent variable has a constant
variance.

2.4 Exploratory Data Analysis (EDA)
As part of EDA, we try to summarize the data graphically and
analyze each feature along with the relationship between di�erent
features. For summarization, a variety of summary statistics such
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as mean, median, variance, etc. are used [3]. In case of predictive
modeling, one might want to explore the data and visualize the
numerical summary along with the correlation of di�erent features
in the data.

2.5 Model-building and reporting
�e �nal step involves building the predictive model using the
clean transformed data. Di�erent regression techniques such as
linear regression can be used for predicting the response variable
from the independent variables. Basically, we try to estimate the
coe�cient, β̂ , for each independent variable such that a unit change
in the independent variable results in a change of β̂ units in the
mean value of the response variable. Once the model is built, it is
evaluated using one of the several metrics like the coe�cient of
determination.

3 PREDICTIVE MODELINGWITH BIG DATA
A�er having the background of the traditional predictive modeling,
we now study the process of extending this method for big data.
Traditional statistical analysis generally rely on a representative
sample of data tomake inference about the population [3]. However,
in case of big data, relying on one sample may lead to incorrect
predictions. �us, we partition big data into subsets such that the
size of these subsets is close enough to a sample. We achieve this by
using one of the sampling techniques from statistics such as random
sampling, strati�ed sampling or cluster sampling [2]. We then
apply regression techniques to each of these samples independently.
�e �nal prediction is made by aggregating the results from each
of these samples. �e architecture for this divide-and-conquer
regression analysis is as shown in Figure 2. Except for the model
building step, all other steps are the same as that of traditional
predictive modeling.

Figure 2: Architecture for partitioning Big Data [3]

�is divided regression analysis is summarized as below [2]:
• Divide big data: In this step, the data is divided into M

subsets by using one of the statistical sampling techniques.
• Apply multiple linear regression analysis: Perform regres-

sion on each of these subsets and compute their respec-
tive regression parameters, β̂1, β̂2, ...., ˆβm . Combine each
of these parameters to compute the �nal regression co-
e�cient, β̂c as below:

β̂c = fc (β̂1, β̂2, ...., ˆβm )

Here, fc is a combine function used for combining the co-
e�cients obtained from each of theM subsets of data. �is
function can be de�ned in various ways based on the data.

For example, we can de�ne the combine function as the
mean value of all the co-e�cients:

β̂c =
1
M
∑M
i=1 β̂i

• Evaluate the model: As part of model evaluation, we �rst
check the con�dence interval for all the co-e�cients, ob-
tained by applying the combine function, for all the in-
dependent variables. Next, we check the accuracy of the
model by using some evaluation metric that measures how
accurately the model predicts the value of the response
variable. For example, we can use mean squared error
(MSE) which is calculated as below:

MSE = 1
n
∑n
i=1 (Yi − Ŷi )2

4 BIG DATA SYSTEMS AND THE SUPPORT IN
R

As explained in the previous section, regression analysis of big
data can be e�ciently performed by a divide-and-conquer strategy.
However, it is important to remember that big data processing deals
with a large volume of data and thus even in case of divided re-
gression analysis, a single machine might not be enough. �us, we
require a distributed system where subsets of data are processed on
multiple machines and the results are later aggregated to produce
the �nal prediction as shown in Figure 3 [4]. Some of the available

Figure 3: A divide-and-conquer learning framework [4]

frameworks that support such distributed storage and parallel com-
puting include Hadoop and Spark. We can use the power of these
frameworks to achieve the distributed version of traditional predic-
tive modeling techniques. Many programming languages support
these data-intensive computing paradigm. We discuss these frame-
works and their support in one of the programming languages, i.e.,
R [1].

4.1 Hadoop
Hadoop is an open-source Java-based distributed computing plat-
form which is used for distributed storage and distributed process-
ing of huge data sets on computer clusters [1]. All the modules of
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the Hadoop framework are fault-tolerant, i.e., they can automati-
cally handle failures of individual machines in the framework. �e
four important modules of this framework are [1]:

• Hadoop Common provides all the Java libraries, utilities,
OS level abstraction and the necessary �les required by
other modules

• Hadoop Distributed File System (HDFS) for storing big
data as well as providing high throughput access to this
data

• MapReduce for processing large volumes of data
• Hadoop YARN for resource management and task schedul-

ing
R provides RHadoop, a family of R packages, that acts as a wrap-

per for Hadoop streaming and allows execution of Hadoop jobs [1].
Some of the important packages from RHadoop include rhdfs and
rmr. Rhdfs is used for handling the HDFS operations such as �le
storage and �le manipulation whereas rmr is primarily responsible
for the map-reduce function [1].

4.2 Spark
Spark is another open-source distributed computing framework,
however, unlike Hadoop, Spark is a memory based computing
framework. Spark’s in-memory processing capabilities o�en result
in be�er performance as compared to Hadoop, especially when
implementing iterative machine learning algorithms. �e two key
abstractions of Spark are:

• Resilient Distributed Datasets: Collection of fault-tolerant
data items which can be operated in parallel.

• Directed Acyclic Graph (DAG): DAG is a set of vertices and
edges where vertices represent the RDDs and edges repre-
sent the operations to be applied to the vertices. Spark’s
DAG engine optimizes the execution by breaking down
a Spark job into complex multi-step data pipeline to be
executed on the cluster.

R provides the package SparkR which is a light-weight frontend
for using Apache Spark in R [1]. SparkR provides SparkContext
which establishes a connection between the R program and the
Spark cluster. Users can then use the RDD class provided by this
package to explore the Spark API and interactively trigger jobs from
the R shell on to the Spark cluster. SparkR also provides distributed
machine learning support through MLlib [1]. �us, with the help
of this package, we can implement a distributed version of the
regression analysis.

5 REGRESSION TECHNIQUES FOR BIG DATA
Using the distributed version, we can e�ciently apply di�erent
kinds of regression for big data analysis. We now provide an
overview of some of these regression techniques:

5.1 Linear Regression
Linear regression is one of the most widely used regression tech-
niques. It tries to model the relationship between a dependent
variable and one or more independent variables using a best-�t
straight line which is represented by the equation below:

y = β0 + β1x

�e above gives the regression line, wherey represents the response
variable and x represents the independent variable, β0 gives the
intercept and β1 gives the slope of the regression line. Once the
coe�cients, β0 and β1 are estimated, the regression line can be used
to predict values of the response variable, y, for a given value of
the explanatory variable, x . Linear regression has applications in
various �elds such as weather forecasting, stock price prediction,
etc.

5.2 Regularized Regression
We always aim to build a machine learning model that generalizes
well on the unseen data. Similarly, for regression, we would want
to �nd the coe�cients for the independent variables such that the
resulting regression line has minimum prediction error for, not
only the training data but also for the unseen test data. In order to
prevent over-��ing in regression, we use regularized regression
techniques such as ridge regression and lasso regression. Ridge
imposes L2 regularization whereas lasso imposes L1 regularization
on the coe�cients of the independent variables. Ridge regression
does a be�er job in presence of multicollinearity, i.e., when two or
more independent features are correlated. Lasso regression does a
be�er job when the number of independent variables is large. �is
is because the penalty imposed by lasso can shrink some of the
coe�cients to zero. �us, lasso regression also provides feature
selection in case of a large number of features.

5.3 Logistic Regression
Unlike linear regression which is used to predict the continuous
value of the response variable, logistic regression is used when the
response variable has a binary outcome. �us, logistic regression is
used for classi�cation problems. It is used to model the relationship
between the categorical response variable and one or more inde-
pendent variables by estimating the probabilities using a logistic
function [1]. Logistic regression has applications in many �elds
such as medical and social sciences [1]. For instance, it can be used
to predict whether the patient is su�ering from a given disease
based on the various a�ributes related to the patient like age, sex,
body mass index, blood levels, etc. Another application for logistic
regression is predicting whether a candidate will vote Democratic
or Republican based on his age, sex, race, social economic status.

6 CONCLUSION
While many companies are now focusing on accumulating big data,
e�cient analysis of this large volume of data is signi�cant. We
explained various stages of traditional predictive modeling and
showed how it can be extended for big data. We also discussed the
distributed frameworks like Hadoop and Spark that can be used
for processing big data. �ese frameworks are supported by some
of the programming languages such as R. With the help of these
frameworks and the machine learning libraries supported by R,
we can implement various regression techniques for building a
predictive model for big data. �us, by partitioning big data, we can
e�ectively build prediction models which can be useful in various
�elds like medical, social sciences, etc.
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ABSTRACT
�is paper provides an introduction to Support VectorMachines(SVM)
and Big Data and tries to demonstrate how SVM can be used for
classi�cation of Big Data.
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1 INTRODUCTION
We live in a world increasingly driven by data. As the world is
growing, the amount of data that is being created and stored on
a global level is almost inconceivable, and it just keeps growing.
As the amount of data increases, insights about it are relatively
rare. It is ge�ing increasingly di�cult to get meaningful insights
from these large datasets. Because this huge amount of data is un-
structured aswell, it cannot be stored or processed in a traditional
RDBMS or any other traditional Database Management System.
Support Vector Machines(SVM) are supervised learning models
that can be used to classify data according to their labels. We are
discussing SVM because they are conceptually easier to understand
when compared to other supervised learning algorithms. �ey can
be applied to the same class of problems as other supervised learn-
ing algorithms along with neural networks. �e only downside of
using SVM is its complexity. Its gets even harder to implement an
SVM for a huge dataset but if the training of an SVM can be broken
down into smaller parts, then one can overcome this problem.
�e paper is organised as follows. It gives an introduction to Sup-
port Vector Machines and talks about di�erent types of SVM and
ways to implement them. �en we describe di�erent techniques
such as hadoop framework through which we can implement SVM
on Big data and gather meaningful information out of it.

2 SUPPORT VECTOR MACHINES
Support Vector Machine (SVM) was introduced by Vladimir N. Vap-
nik in 1995. It is one of the most popular learning algorithm which
uses supervised learning for linear classi�cation problems. �ey
are based on the concept of decision boundaries which separates
a set of objects having di�erent features. Following are di�erent
types of SVMs. Along with linear classi�cation, SVM is also capable
of performing non-linear classi�cation of dataset using the Kernel
trick.

2.1 C-SVM classi�cation
�is kind of SVM is for binary classi�cation usage. It is controlled
with the parameter C which basically tells SVM optimization how
much you want to avoid misclassifying each training example.
�e range of C can go from zero to in�nity. For large values of

C, the optimization will choose a smaller-margin hyperplane if
that hyperplane does a be�er job of ge�ing all the training points
classi�ed correctly. Conversely, a very small value of C will cause
the optimizer to look for a larger-margin separating hyperplane,
even if that hyperplane misclassi�es more points. In layman terms,
C decides the width of your decision plane.

2.2 nu-SVM classi�cation
�is kind of SVM is also for binary classi�cation usage. It is con-
trolled with the parameter nu whose value can range from 0 to 1.
�is type of classi�cation was introduced due to problems with C-
SVM such as C can take any positive value and that it does not have
any direct interpretation. In response Scholkopf et al. reformulated
SVM to take a new regularization parameter nu which is bounded
between 0 and 1 and has a direct interpretation that it is related to
the ratio of support vectors and the ratio of the training error.

2.3 epsilon-SVR regression
In epsilon-SVR we do not have any control on how many data
vectors from the dataset become support vectors, it could be a few,
it could be many. But we will have total control of how much
error to be allowed in our model to have, and anything beyond the
speci�ed epsilon will be penalized in proportion to C, which is the
regularization parameter.

2.4 nu-SVM regression
In nu-SVR, the parameter nu is used to determine the proportion of
the number of support vectors we desire to keep in our solutionwith
respect to the total number of samples in the dataset. In nu-SVR
the parameter epsilon is introduced into the optimization problem
formulation and it is estimated automatically (optimally) for us.

2.5 Kernel trick for SVM
SVM can also be used for non-linear classi�cation using the kernel
trick. Kernels are functions which takes low dimensional input
space and transform it to a higher dimensional space. In layman
terms, what it does is, it converts data which is not linearly separa-
ble in lower dimension to a higher dimension in which it can be
separated linearly.

3 PARALLEL SVM FOR BIG DATA
To fasten the process of training SVM, parallel methods have been
proposed by spli�ing the traing data into smaller subsets and train-
ing a network to assign samples of di�erent subsets.
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3.1 Need for Parallel SVM
�e biggest problem with SVM is its algorithmic complexity and
high memory requirements, especially with large datasets. We
can overcome this issue through parallel implementation of the
algorithm so that it can work more e�ciently.

3.2 Architecture
Parallel SVM can be implemented on large datasets by breaking
the dataset into smaller fragments and use a number of SVMs to
process each individual data set and �nding local support vectors.
By doing this the overall training time can be reduced signi�cantly
as the processing time is divided between individual nodes [2].
�e training is done on Partial Support Vector Machines(PSVMs).
Every PSVM gives an incomplete solution which is local to that
PSVM.�is partial solution is further used to �nd the �nal complete
solution[2]. �rough this model, large data optimization work can
be distributed into several individual small optimizations. �e
resultant support vectors of the previous node is given as an input
to the next node. �e output set of support vectors of two Support
Vector Machines are merged into single set and used as an input for
the next Support Vector Machine. �is process is continued untill
only 1 set of Support Vector Machine is le�.

4 MAPREDUCE BASED PARALLEL SVM
Map Reduce methodology can also be used to implement Parallel
Support Vector Machines. �e entire dataset is divided into n equal
parts. �e sub datasets is used as an input to the computational unit.
MapReduceDriver starts the MapReduce job on each node. Map job
is performed on each node on their respective datsets. �e output
of the mapper task, which is a trained support vector, is sent to the
reducer to perform reduce operation. In the reduce task, the global
weight vector is being computed by taking all local support vector
computed at individual mapper nodes as an input. �e training
procedure will iterate until all sub-SVM are merged into one SVM
[2].

5 QUANTUM SUPPORT VECTOR MACHINE
Not just high memory but the algorithmic complexity makes it
impossible for SVM to be implemented on a large dataset. Patrick
Rebentrost et al proposed that a quantum support vector machine
can be implemented with algorithmic complexity of O(log NM) in
both training and classi�cation stages. It can be done due to a fast
quantum evaluation of inner products and re-expressing the SVM
as an approximate least-squares problem that allows for a quantum
solution with the matrix inversion algorithm [3]. A technique
for the exponentiation of non-sparse matrices which is recently
developed allows us to reveal e�ciently in quantum form the largest
eigenvalues and corresponding eigenvectors of the training data
overlap (kernel) and covariance matrices [3]. We can therefore,
e�ciently perform a low-rank approximation of these matrices,
which is also known as Principal Component Analysis(PCA). In
cases when a low-rank approximation is appropriate, this quantum
SVM operates on the full training set in logarithmic runtime which
is enormous improvement from O(n2) [3].

6 PARTICLE SWARM OPTIMIZATION
ALGORITHM

�e particle swarm algorithm (Particle Swarm Optimization, PSO
algorithm), is based on an idea of possibility to solve the optimiza-
tion problems using modeling of animal groups’ behavior. “PSO
algorithm consists of the repeated applications of the �xed type of
the kernel functions to choose optimal values of the kernel func-
tion parameters and value of the regularization parameter with
the subsequent choice of the best type of the kernel function and
values of the kernel function parameters and value of the regular-
ization parameter corresponding to this kernel function type” [1].
�e PSO algorithm and other swarm optimization algorithms are
quite suited for the distributed architecture and handling of high
volume unstructured data in the Big Data analytics because of the
similarity between the behavior of swarms and big data, both being
unpredictable.
Liliya Demidova et al. proposed a modi�ed version of PSO algo-
rithm which can be implemented for big datasets. �e modi�ed
PSO algorithm conducts a simultaneous search of the type of kernel
functions, the parameters of the kernel function and the value of
the regularization parameter for the SVM classi�er. “�e idea of
particles regeneration served as the basis for the modi�ed PSO
algorithm” [1]. In the implementation of this algorithm, some par-
ticles change the type of their kernel function to the one which
corresponds to the particle with the best value of the classi�cation
accuracy. �e PSO algorithm which is proposed reduces the time
consumed by the developed SVM classi�ers, which is an important
factor for Big Data classi�cation problem. In majority of the cases,
these classi�ers provide a high quality of data classi�cation. In few
exceptional cases the SVM ensembles based on the decorrelation
maximization algorithm for the di�erent strategies of the decision-
making on the data classi�cation and the majority vote rule can
be used [1]. Along with this, a two-level SVM classi�er has been
proposed which works as the group of the SVM classi�ers at the
�rst level and as the SVM classi�er on the base of the modi�ed PSO
algorithm at the second level. �e promising results support the
e�ciency of these two approaches for classi�cation of Big datasets
[1].

7 CONCLUSION
Unlike the popular belief, Support Vector Machines can be used for
Big Data analysis . People usually believe that they cannot be used
for big data classi�cation because of their highly complex nature.
But as we have seen from the above examples, a lot of work has
been done in this �eld to make SVMs more compatible with big
data. �e approach in most cases is trying to replicate the HDFS
architecture by replacing each node with a partial SVM.
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ABSTRACT
Data Mining is a kind of popular method which intent to extract
and analyze useful information from data. However, the rapid de-
velopment of computing technologies has caused the size of data
sets become extremely large. Because of the high complexity of
these data sets, traditional data mining approaches or algorithms
are not appropriate to be used. �erefore, it is very important to
discover similarities of data and use them to divide data into dif-
ferent groups. Nowadays, clustering algorithms have emerged as a
powerful meta-learning tool which provides the goal to categorize
data into clusters such that objects are grouped in the same cluster
are similar according to speci�c properties like traits or behaviors.
In this paper, we have introduced several types of clustering tech-
nologies in data mining with somemost commonly used algorithms,
and compare advantages and disadvantages between them during
the large data sets environment.
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1 INTRODUCTION
Today, human’s progress on Internet, Internet of �ings (IoT) and
other computing technologies lead to the growth of many related
applications. Due to the usage of these applications in daily life,
there are a huge amount of data generated every second which let
the concept of big data emerged. Since these data may reveal hidden
information which is interesting and important for people to study,
the management of big data plays a signi�cant role. We viewed
technologies which used to extracting meaningful and required
information or to �nd out the unseen relationship between the
data as Data Mining [3], and clustering is one of the core tasks for
processing data.

Clustering of big data has gained popularity in the last decade
due to increased demand for a process of large data sets [2]. Data
clustering algorithms were developed as a meta-learning tool to
analyze massive data accurately. Its main purpose is to �nd similar-
ities between all objects in a given data set and categorize them into
groups by speci�c metrics which means that clustering is a process
to manage similar objects in the same group. And since the data set
processed by a clustering algorithm is unlabeled, data clustering
has also considered as an unsupervised learning technique [1].

Because of the large amounts of data produced from di�erent
sources in today’s world, the demand of e�ciency clustering al-
gorithms is increasing. However, it is di�cult to create a perfect
algorithm which has the capability to satisfy the requirement of all
situations. �us, depending on the purposes of clustering and the
given data set, people should utilize the corresponding clustering

approach [2]. Here are the main types of clustering (algorithms)
which commonly used:

• Exclusive or partitioning-based clustering;
• Hierarchical clustering;
• Density-based clustering;
• Grid-based clustering;
• Model-based clustering.

In the rest of this paper we will discuss these cluster types as well
as some of the applications.

2 CLUSTERING TYPES
Since each clustering approach has its own idea for solving the
speci�c problems. �is section introduces �ve di�erent clustering
types respectively with speci�c implementation procedures.

2.1 Exclusive or Partitioning-based Clustering
Partitioning is a kind of technique which used to decompose the
set of data objects into several non-overlapping partitions (each
partition represents a cluster) such that each data object is in exactly
one partition.

Given a set of n data points, a partitioning method usually starts
with a random partitioning and re�ne it iteratively to �nd a partition
of k (k ≤ n) clusters that optimizes the chosen partitioning criterion.
While classifying data points into k groups, it must satisfy two
rules: one point must be present in each cluster and one cluster
must have one set [3]. One of the most famous and commonly used
partitioning techniques is k-means.

2.2 Hierarchical-based Clustering
Hierarchical clustering groups a big scale of data set by creating a
cluster tree or dendrogram. �e tree is not a single set of clusters,
but rather a multilevel hierarchy, where closeness clusters at one
level of leaf nodes are joined as new clusters that compose to nodes
at the next level [4]. Generally, there are two approaches applied
in hierarchical clustering which is the agglomerative method (top-
down approach) and divisive method (bo�om-up approach).

For the agglomerative method, it starts in two or more clusters
recursively merged as the most applicable cluster by moving up
the hierarchy. However, for the divisive method, it starts in a single
cluster and recursively split to �nd applicable cluster for the items
by moving down the hierarchy [3]. Although the time complexity
for both approaches are huge (O (n2 log(n)) for agglomerative and
O (2n ) for divisive) which makes them execute too slow during the
big data sets, it is possible to choose optimal agglomerative methods
such as SLINK for single-linkage and CLINK for complete-linkage
clustering to reduce the complexity toO (n2). BIRCH, CURE, ROCK
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and Chameleon are some typical algorithms that applied under
hierarchical-based clustering.

2.3 Density-based Clustering
Density-based clustering identi�es distinctive clusters in the data
based on the basic idea that a cluster in a data space is a contiguous
region of high point density separated by regions of lower object
density [5] and de�ned as a maximal set of density-connected
points. It has the capability to learned clusters with arbitrary shape.
Techniques such as DBSCAN, OPTICS, DBCLASD and DENCLUE
are used to si�er out outliers and determine clusters of arbitrary
shape [3].

ε−Neiдhborhood , which means objects within a radius of ε from
an object, could de�ne the density. It has the following form.

Nε (p) : {q |d (p,q) ≤ ε }
Where q is the neighborhood of cluster p. A “high density” neigh-
borhood of an object contains at least MinPts (a speci�ed number
of points) of objects. If a point has more than MinPts objects within
ε , it is a core point. If a point has fewer than MinPts objects within
ε but in the neighborhood of a core point, it is a border point. A
noise point is neither a core point nor a border point.

2.4 Grid-based Clustering
As the name of this clustering technique, it separates data objects in
the data sets into di�erent grids. Unlike other clustering methods
that concerned with the data points, grid clustering focused on the
value space that surrounds the data points. In general, a typical
grid-based clustering algorithm has the following �ve steps:

1 Creating the grid structure. For example, partitioning the
data space into a �nite number of cells;

2 Calculating the cell density for each cell;
3 Sorting the cells by their densities;
4 Identifying centers of a cluster;
5 Traversal of neighbor cells.

Grid-based clustering has the similar time complexity to other
clustering methods. However, it could signi�cantly reduce the
statistical value calculation complexity even though for clustering
very big data sets. Some typical examples of this clustering are the
Wave-Cluster and STING [3].

2.5 Model-based Clustering
Model-based clustering was developed based on probability models
from the data. For example, the �nite mixture model for probability
densities. To �nd the parameter insider the probability model, it
uses maximum likelihood estimation (MLE). In the model-based
clustering approach, the data comes from a distribution that is a mix-
ture of two or more components. Each component is described by
a density function and has an associated probability in the mixture.
Let assume the components adopt p −variate normal distributions.
�en the probability model for clustering will o�en be a mixture
of multivariate normal distributions and each component in the
mixture will represent a cluster. Nowadays, there are many good
techniques that could be used in model-based clustering such as
expectation-maximization (EM) algorithm, conceptual clustering
and neural network approaches.

2.6 Comparison of Clustering Methods
As we have discussed some of the mainly used clustering methods,
here we could assess them and sum up their advantages and dis-
advantages within the big data environment. Table 1 displays this
information for each clustering type.

3 CLUSTERING ALGORITHMS
Here in this section introduces two kinds of well-known and com-
monly used clustering algorithms: the k-means algorithm which
applied partitioning-based clustering and CLIQUE algorithm which
applied grid-based clustering.

3.1 K-Means Algorithm
K-means algorithm is a powerful method to exploring the structure
in a data set [6]. It classi�es the whole data set with n instance into
k clusters and aims to �nd an optimal solution that minimizes the
value of objective function. K-means uses centroid which is the
average points to represent a cluster. And then in assignment step,
it obtains the distance between the data point and the centroid to
�nd the nearest cluster for each point. A�er that, update centroid
by recomputing them of each cluster. �e procedure of k-means
algorithm is simple which contains the following main steps:

1 Randomly select k points as initial centroids;
2 Calculate the distance between each data point and cen-

troids;
3 Assign each data point to the centroid with the minimum

distance;
4 Repeat the calculation on the centroid of each cluster until

centroid does not change.

�e time complexity of the k-means algorithm is O (nk ) which
could be extremely expensive when bothn andk are large. However,
there are several ways to overcome this problem such as reduce the
cluster number in assignment step or quickly identify data points
that o�en change the cluster. By implementing k-means algorithm
through the Map-Reduce framework, it will have the ability to
handle big data [6].

3.2 CLIQUE
CLIQUE, also known as Clustering in QUEst, is used to �nd density
regions from a sparse multi-dimensional data set [6]. Each region
could be identi�ed as a cluster through properties like a�ribute
values, points or ranges. Since CLIQUE algorithm has the ability to
discover density units automatically, it is able to be applied to higher
dimensional data sets which are one of its advantages compared to
the other clustering algorithms. CLIQUE partitions m-dimensional
data space into a rectangular unit without overlapping in order to
get the dense units. And clusters are generated from the subspaces
of original data spaces through the Apriori property [6]. Assume
there is a dense unit which is k dimension, its projections are (k−1)
dimension. �us, by using CLIQUE algorithm, we could obtain
the minimum descriptions for its data points. CLIQUE algorithm
contains the following main steps:

1 Identify subspaces that contain clusters;
2 Identify clusters;

2
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Clustering Type Advantages Disadvantages
Partitioning-based clustering

1 Relaxed to appreciate and implement;
2 Produce additional thick cluster than the

hierarchical technique especially when
clusters are circular;

3 For large number of variables, k-means
algorithm may faster than hierarchical
clustering when k is small;

4 Well-organized in processing large data
sets.

1 Deprived at usage of noisy data and out-
liers;

2 Works only on numeric data;
3 Un�lled cluster generation problem;
4 Haphazard preliminary cluster center

problem;
5 Not appropriate for non-spherical clus-

ters;
6 User has to provide the value of k .

Hierarchical-based clustering
1 More adaptable;
2 Less delicate to noise and outliers;
3 Any amount of clusters can be acquired

by cu�ing the dendrogram at desired
level. It allows diverse users to choose
dissimilar panels according to the desired
resemblance level;

4 Appropriate to any characteristic type.

1 If a process is performed, it cannot be
undone;

2 Incompetence to scale well.

Density-based clustering
1 Resilient to outliers;
2 Does not necessitate the amount of clus-

ters;
3 Forms clusters of uninformed shapes;
4 Unresponsive to organization of data ob-

jects.

1 Inappropriate for high-dimensional data
sets due to the expletive of dimensional-
ity singularity;

2 Its quality be contingent upon the thresh-
old set.

Grid-based clustering
1 Fast handling time;
2 Self-governing of the amount of data ob-

jects.

1 Be contingent only on the amount of cells
in each dimension in the quantized space.

Model-based clustering
1 Vigorous to noisy data or outliers;
2 Fast handling speed;
3 It decides the amount of clusters to pro-

duce.

1 Multifarious in nature.

Table 1: Comparison between each clustering algorithm [3].

3 Generate the minimum description for the clusters which
identi�ed in step 2.

4 CONCLUSION
�e aim of this paper is to demonstrate the di�erent clustering
algorithms used in big data which included partitioning-based clus-
tering, hierarchical-based clustering, density-based clustering, grid-
based clustering and model-based clustering, compare their merits
and demerits, and extend the content with their applications. Each
clustering method adopts a di�erent idea and implementation pro-
cedures to processes the data set which characterized by di�erent
properties. �us, for choosing a clustering algorithm, we need to
consider about both data sets, time complexity and other constraint

conditions. For introducing clustering applications, it gave two
simple but widely used algorithm cases: k-means and CLIQUE algo-
rithm. K-means is a kind of partitioning clustering which provides
e�ective results on data sets with numeric a�ributes, but this could
be a�ected by noise or outliers and its time complexity might be
very large in big data set. CLIQUE is a kind of grid clustering, it
can �nd dense regions from multi-dimensional data sets and appro-
priate to deal with large volume of data. However, it could only
apply to numerical data set as well.
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ABSTRACT
�e last decade has seen the rise of big data. Industries and organi-
zations collect consumer and machinery data to make data driven
business decisions. Traditional naive variants of machine learning
algorithms are ill equipped to handle the challenges posed by big
data. Signi�cant alterations are required to existing algorithms to
ensure optimality and e�ciency in big data applications.
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1 INTRODUCTION
�e last decade has seen the rise of big data. Industries and or-
ganizations collect consumer and machinery data to make data
driven business decisions. Machine learning techniques are used to
drive data driven decisions in organizations. Traditional machine
learning algorithms were designed prior to the advent of big data
era. �ey are ill-equipped for handling the scale and volume of big
data tasks [6]. Recent advancements in hardware allow for running
machine learning algorithms in parallel. In a parallel environment
these algorithms su�er asynchronous gradient updates. In section 2,
we discuss the need for e�cient algorithms. In section 3 we discuss
traditional machine learning algorithms and their drawbacks. In
section 4, we discuss improvements to existing methods to support
big data tasks. In section 5, we discuss various techniques to deploy
these algorithms in a parallel environment for e�cient and optimal
performance. In section 6, we conclude our discussion.

2 DATA
Multinational Corporations and Organizations collect consumer
information in order of terabytes. Social Media Platforms are reg-
ularly queried by millions of users from all across the globe. E-
commerce websites process hundred thousands of orders daily.
Sensors for varied tasks collect information per fraction of a second.
�is arises the need for computationally e�cient algorithms to
process and convert this data into information.

3 TRADITIONAL ALGORITHMS
Machine learning algorithms can broadly be classi�ed in to super-
vised [3] and unsupervised approaches. Supervised approaches
require a training phase to train the parameters of the algorithm
to draw decision boundaries. Unsupervised approaches require
recon�guration of the decision boundaries for a new batch of input
data. Further, these algorithms can be characterized by their abil-
ity to draw linear and non linear decision boundaries. Non linear
decision boundaries are di�cult to draw as they require computa-
tion of higher order polynomials to best �t the input data. �ese

decision boundaries are estimated using parameters of the algo-
rithm. Traditional machine learning algorithms rely on gradient
descent to estimate the true parameters representing the underlying
data distribution[1]. Gradient descent seeks to iteratively optimize
parameters such that they minimize the given error function.

3.1 Drawbacks of Traditional Algorithms
Big data is highly unconstrained and can span over billions of
records and thousands of parameters to choose from. Data is pulled
from a variety of sources and collected into data warehouses. With
increasing dimensionality the model runs into following problems.

• �e complexity of model increases. �e decision boundary
can span across multiple dimensions making it di�cult to
comprehend the impact of features.

• �e variance of model increases. �is leads to over �t-
ting. �e model will tightly �t to the input data and fail to
generalize for unseen test data.

• Leads to wastage of computing resources. Resources would
be spent on computing errors or coe�cients of features
which contribute li�le to the decision boundary.

Directly training machine learning algorithms to draw decision
boundaries on this data is highly ine�cient [1]. Traditional machine
learning algorithms use gradient descent algorithm to compute the
parameters. Classi�cation and regression tasks can be formulated as
an optimization task and parameters can be tuned to minimize the
generated error. Error is computed during the forward pass of the
algorithm. Gradient of the parameters x is the partial di�erentiation
of the error with respect to parameters.

∇ =
(
∂f
∂x1

· · · ∂f
∂xn

)

Many algorithms compute the Hessian of the error for smoother
transitions over the error surface. Hessian is the second order
derivative of the error function.

∇2 =

*.....,

∂2f
∂x1∂x1

· · · ∂2f
∂x1∂xn

...
. . .

...
∂2f

∂xn∂x1
· · · ∂2f

∂xn∂xn

+/////-
At higher dimensions it becomes infeasible to compute the true

error gradient. We are thus required to compute an approximated
error gradient. �ere is a trade o� between convergence to the
true gradient and computation time. In the following section we
will discuss multiple gradient approximation techniques We also
discuss their ability to scale and outperform traditional gradient
descent techniques for big data tasks. Training these algorithms
on commodity hardware pose additional space and computation
constraints. �e shear volume of the data ensures it cannot be
stored and retrieved from single machines. Data is required to
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be distributed across several machines and several copies of the
algorithm can be trained in parallel to improve e�ciency and com-
putation. �e major drawback in training algorithms in parallel
is asynchronous gradient updates. We discuss various methods to
train algorithms in parallel optimally and e�ciently.

4 IMPROVEMENTS TO TRADITIONAL
ALGORITHMS

In this section we will review multiple methods which allow us to
approximate the error gradient e�ciently. �ese methods can be
scaled to handle big data tasks. �ese methods converge to the true
gradient for su�ciently large number of iterations.

4.1 Coordinate Descent Optimization
Coordinate descent algorithms [8] is a derivative-free optimization
technique. to approximate the convex function f (x ), optimize one
column of f (x ) usingminx ∈Rn f (x ) at every iteration �e algorithm
converges for strictly convex error surfaces. Algorithm 1 is the
general framework of coordinate descent algorithm.

Algorithm 1 coordinate descent
1: initialize x0
2: for t ∈ 1…n do
3: Pick coordinate i ∈ 1....n
4: xt+1

i = xi − λ[∇t f (xi )]

Here λ represents the step size. �e algorithm is simple and
easily scalable. Block variants of coordinate descent algorithm are
discussed below.

Cyclic coordinate descent cycles through each block and com-
putes the descent for each block iteratively. Random Block Coordi-
nate algorithm [5] presented in algorithm 2 draws from a random
distribution and updates the parameters. Block Coordinate descent
with Gauss-Southwell [5] rule presented in algorithm 3 selects the
block which minimizes the error in a greedy manner.

Algorithm 2 randomized coordinate descent
1: initialize x0
2: for t ∈ 1…n do
3: sample from block i ∈ 1....n
4: xt+1

i = xi − λ[∇t f (xi )]

Algorithm 3 gauss-southwell coordinate descent
1: initialize x0
2: for t ∈ 1…n do
3: select i = arдmax (∇t f (xi )])
4: xt+1

i = xi − λ[∇t f (xi )]

�e major drawback of Coordinate Descent algorithm is it con-
verges for strictly convex optimization. For non-smooth convex op-
timization we can approximate the non-smoothness using a smooth
function prior to performing coordinate descent.

4.2 Stochastic Gradient Descent Optimization
Computing the full gradient every iteration is infeasible for big
data tasks. Stochastic gradient Descent [1] iteratively computes the
gradient per sample in the dataset. Samples are drawn at random
from the dataset. �is algorithm has 2 major drawbacks.

• As gradients are computed per sample. �is leads to high
bias and unstable learning, due to uncontrolled gradient
jumps

• �is method works relatively well for small to medium
datasets and remains infeasible for big data

Instead of computing gradient per sample, spli�ing the dataset
into multiple mini batches [1] and sampling randomly or cyclically
from the mini-batches as presented in algorithm 4 leads to much
stable learning and faster convergence

Algorithm 4 minibatch stochastic gradient descent
1: initialize w and learning rate l
2: while no convergence do
3: Randomly sample from minibatch distribution ϵ
4: update wt+1 = wt − l 1

|Sk |
∑∇w f (Sk )

5: where Sk is sampled minibatch

Stochastic gradient descent algorithm is prone to be stuck in
local minimum. Convergence can be accelerated using Momentum
techniques such as Nestevrov [2], ADAGRAD [2] and ADADELTA
[9].

In the following section we discuss implementation of the above
algorithms in a parallel computing environment

5 PARALLEL IMPLEMENTATION OF
GRADIENT DESCENT

Zinkevich, Weimer, Smola & Li, 2010 [10] introduced parallel sto-
chastic gradient optimization technique. �is technique is shown
to converge and is simple to implement. Gradients generated by
the workers in the network are averaged. Algorithm 5 is applied
iteratively until convergence

Algorithm 5 Parallel SGD ({c1, ...., cm },T ,n,wo ,k)
1: while no convergence do
2: for machine ∈ {1....k } in parallel do
3: vi = SGD ({c1, ...., ck },T ,n,wo )
4: ∇v = 1

k
∑k
i=1vi

5: v+1 = v − λ∇v

Meng et al. 2016 [4], introduce an asynchronous stochastic
gradient descent variant with stochastic coordinate sampling. �ey
use the following setup. Distributed environment with a master
node and p worker nodes, the parameters θ are distributed across
several machines and each worker machine has non-overlapping
subset of the data.

(1) Each worker requests for updated parameters from master
θk

(2) Each worker draws a random mini-batch sample Sk and
draws a random set of coordinates xk ⊂ θ

2
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(3) Each worker computes gradients without synchronization
∇xk

(4) Each worker forwards computed gradient and the sampled
coordinates back to the master {∇xk ,xk }

(5) Master updates the parameters asynchronously.
Richtarik and Takac (2012) [7], present a parallel stochastic coor-

dinate descent algorithm where each processor updates a randomly
selected subset of coordinates simultaneously.

6 CONCLUSION
Machine learning algorithms play an important role for big data
applications. We wished to highlight theoretical optimization con-
straints for big data using traditional techniques. �e shear volume
of the data leads to other optimization problems. �ese include fea-
ture reduction, Randomized methods for matrix decomposition over
Principal Component analysis and iterative model building which
are beyond the scope of this discussion. We presented the draw-
backs of traditional gradient descent, which remains the backbone
of machine learning algorithms. We discussed several methods
to approximate the true gradient of the error function or perform
gradient-free parameter updates. We also discussed several parallel
implementations of the above techniques for handling big data
tasks e�ciently and optimally.

7 ACKNOWLEDGEMENT
�e author would Like to thank Professor Gregor von Laszewski
and the Teaching Assistants for their help and guidance.

REFERENCES
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ABSTRACT
Discusses the importance of digital footprints in evaluating person’s
psychological traits. We also reviewed few researches and articles
which conducted studies in this �eld. We presented an algorithm at
very high level of abstraction to understand how digital qualitative
data can be translated to quantitative data to arrive at psychological
traits. We concluded by providing few real life examples such as
how Facebook likes can be used to evaluate psychological traits,
how this research was used in last year elections and etc.
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1 INTRODUCTION
With the advancement of digital media and social media networks,
there has been enormous amount of human activities, which is
recorded as the digital footprints. According to IBM, in 2012 on an
average 500 MB of personal data is uploaded to the online digital
database daily. �is data is either in the form of social media activ-
ities such as Facebook likes, Facebook comments, pro�le picture
upload, tweets or in the form o�ine transactions where person
goes to grocery shopping and pays using credit card. According
to [6] China is investing heavy technological resources to mine
this data along with person's �nancial transactions to build social
credit system. �is project is expected to be implemented by 2020.
�ere has been studies [1] — [12], which analyzed the behavior
outcomes of the digital pro�le with the actual characteristics of
an individual. Interesting thing about these studies is that human
behavior can be mapped statistically to de�ne similarities and dif-
ferences between individuals. �is can further be used to build
recommendation based system to enrich social medial networks
such as Facebook, LinkedIn, and Twi�er etc. �ese studies [1] to
[12] further contributes in radically improving our behavior un-
derstanding of humans. [8] discusses about the predictability of
individual�s psychological traits using statistical approach to arrive
at the personality traits with certain con�dence level. Psychologi-
cal traits automation can further be used to enrich the quality of
recommendation based systems and online search engines. [3] sug-
gest how these studies [1] and [12] can be used to improve online
marketing systems. With so many advantages on one side, on other
side it possesses biggest challenge to the Data privacy [2] and [10].
Reason why these studies [1] and [12] provide be�er estimate of

human psychological traits as compared to results of psychome-
tric test because these study results [1] and [12] takes the data
of prolonged history. However, psychometric tests on the other
hands is for few minutes or hours where human can manipulate
response in order to achieve desire results. �us, these studies [1]
and [12] can also be leveraged in employee hiring process where
many companies still relies on psychometric tests.

2 DATA SOURCE OF BIG DATA IN DIGITAL
WORLD

�is section discusses how we can import, store and preprocess
digital big data. �is data can be fetched online via REST api or
its direct available to download from website such as mypersonal-
ity.org. �is site stores the social media data of close to six million
participants. �ere are other sites like Stanford network analysis
project, which contains enormous amount of data in the form of
product reviews, Tweets, and social media data. Social medial sites
like Instagram and Twi�er provides public rest APIs through which
we can access data, which is public. Other example is Amazon.com,
which provides elegant web services to access product reviews. For
preprocessing of this data, Python provides excellent libraries to
access [via web service call] and preprocess data.

3 HUMAN BEHAVIOR AND PERSONALITY
[11] talks about various models, which can be used to describe
human personality. Among all, �ve factor model [FFM] is proved
to be the best model to describe human behavior, psychological
traits and preferences: Openness, Conscientiousness, Extroversion,
Agreeableness and Emotional stability. We have data, we have
psychological traits, and biggest challenge lies in extracting value
out of big data and mapping the result to psychological traits. To
accomplish this challenge we can perform singular value decompo-
sition to map the qualitative data to quantitative data. To elaborate
this further let us take an example: we have a Facebook likes of 10
million people and we �lter down top 100 Facebook pages, which
are of relevance. Top 100 relevant pages are those, which can pre-
dict factors mentioned in FFM. Nowwe will prepare Boolean matrix
with Facebook user pro�le on vertical axis and Facebook page as
horizontal axis. In simple words row represents Facebook user and
column represents Facebook page. We will mark the coordinate as
one if corresponding Facebook user [on vertical axis] likes a page
[on horizontal axis] otherwise zero. �erefore, matrix will look like
this:
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*.....,

f bPaдe1 f bPaдe2 . . . f bPaдen

user1 1 0 . . . 1
user2 0 1 . . . 1

user3
...

...
. . .

...

usern 1 1 . . . 1

+/////-
�ese 100 Facebook pages is clustered, based on the �ve factors

mentioned in FFM. First twenty pages will represent �rst factor,
second twenty pages will represent second factor and so on. Next
step would be to build correlation matrix that represents how each
person is correlated with each other based on the �ve factors. �is
matrix will be N by N where is N is number of Facebook users in
this experiment. �is matrix will help to determine how similar
Facebook users are. Whichwill help us to build the recommendation
based systems because similar peoples tends to like same pages and
share same psychological traits. �is correlation matrix will look
like this:

*.....,

user1 user2 . . . usern

user1 1 .75 . . . .85
user2 .75 1 . . . .91

user3
...

...
. . .

...

usern .85 .91 . . . 1

+/////-
Step 1: Build binary matrix with Facebook user pro�le on vertical

axis and Facebook page as horizontal axis.
Step 2: Populate the binary matrix with one and zero depending

on if person has liked the page or not.
Step 3: Sort Facebook page columns depending on the factors

mentioned in FFM.
Step 4: Use this matrix to build correlational matrix represents
how each person is correlated with each other based on the �ve

factors.
Step 5: Apply k mean algorithm to group Facebook users of

similar factors mentioned in FFM.

4 COMPUTER BASED PERSONALITY
JUDGMENT AND HUMAN BASED
PERSONALITY JUDGMENT

Research [14] has shown computer based personality judgments
are more accurate than those made by humans. According to [14]
perceiving and judging people�s personality is an important com-
ponent of living society. Many cognitive decision made by humans
are based on the judgment they have in their mind. �is research
[14] has shown how advance machine learning algorithms and
statistical tools can be used to predict the personality traits and
compared the results with the human judgments. �is research
also addresses the issue of substantiating the qualitative aspects of
behavior with the quantitative parameters. Computer based person-
ality judgment is not only based on machine learning or statistics
but computer vision algorithms can also be used to distinguish
facial emotions and concluding psychological traits.

5 SOCIAL NETWORK AS A PERSONALITY
TRAIT PREDICTOR

[9] studies suggest how valuable social network is in predicting
the psychological traits. According to [9], It is considered as one
of the valuable digital footprints to predict intimate personal traits.
For instance, number of friends and their location can be used
to grade �rst factor of FFM, which is openness. Person romantic
partner can be detected depending on the social network overlap of
each friend, which can further be analyzed to predict one's sexual
preference. �ese predictions can further be statistically analyzed
to [14] to know how accurate predictions are. We can use social
network data on the algorithm discussed in the ”Human Behavior
and Personality” and conclude a very strong predictions on the
psychological traits of a person. It has been in the news that 2016
elections were strategized with the help of the social media big data
which will be discussed in the next section.

6 SOCIAL MEDIA BIG DATA AND ITS IMPACT
ON POLITICAL ELECTIONS

[13] suggests how last year elections were revolutionized by the
impact of big data of social media. Using statistical and machine
learning algorithms on social media big data, political parties �l-
tered down the data to identify their likely supporters and then
channelized their strategy to win their votes. �ese strategies were
less expensive than conducting campaigns at various places. Tradi-
tional analysis is generally based on the survey which is in the sense
is limited [7] but now with the ease of big social media data, analy-
sis is more accurate and conclusive. �ere has been sophisticated
tools available that can predict the person�s race depending on his
or her name and location. In recent election, political parties also
combined social media data and public data [from census Bureau]
to run sophisticated machine learning algorithm to pinpoint their
supports. All these mentioned ways helped the political parties to
micro target their supporters and gained their votes.

7 SOCIAL ACTIVITY, THE PREDICTOR OF
PERSONALITY

[9] suggests Facebook pro�le of a user is not static rather it also con-
tains enriched records of digital footprints such as likes, comments,
reactions to other posts. Such activities materializes the connec-
tions between user and content. �is information along with the
other activities such as playlist, browsing logs, online shopping
activities and google queries can be used to develop sophisticated
highly predictive FFM set for a user and with a very high con�-
dence level can predict user�s age, gender, intelligence religious
view and sexual orientation [9]. Very interesting example from the
[9] suggests ”Users who liked Hello Ki�y brand tended to have high
openness, low conscientiousness, and low agreeableness” - strange
but very interesting! [9] research further elaborate the importance
of comments. Semantic analysis on comment can be analyzed to
infer one’s personality as shown by the research: [5] and [4].

8 CONCLUSION
We discussed various ways in which social medial data can be
utilized to build �ve factor personality model for a user. Main
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purpose here is to review the literature work done in this �eld
and also presented the algorithm which can be used to translate
qualitative data to quantitative data and how value can be extracted
to build FFM for a user. We discussed computer based personality
judgments are be�er than the human based personality judgments.
We also touched based where social network can be used to predict
user�s personality. As discussed earlier, many researches have
proved to impact the general election last year in United states.
Finally we concluded by showing evidences how social activity can
be used to build the FFM for a user.
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ABSTRACT
Social media has become a virtual society for everyone where bil-
lions of people are interacting every day. With the humongous
number of users, it has become extremely di�cult to manage and
track the user’s behavior in social media. Malicious actors leverage
this weakness of social media platforms and target regular users
with threats that include cyberbullying, malware distribution, spam
distribution, fake news, and propaganda. �e consequence of such
threats can a�ect a large number of people and can result in cata-
strophic damage. However, identifying the malicious users from the
huge number of regular users remain the most challenging problem
for the social media platforms. Big data analytics can be one of the
most powerful tools for the social media platforms to prevent such
a�acks on social media platforms. �is paper discusses the threats
of social media and the ways to use big data analytics to prevent
such a�acks on social media platforms.
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1 INTRODUCTION
More than two billion people use various social media platforms
every day [18]. In every minute, approximately one million people
logs into Facebook, 50,000 photos are uploaded on Instagram, half
million tweets are posted on Twi�er, two million snaps are created,
and one million pro�le matches happen on Tinder (Figure 1) [8].
Social media platforms have become a virtual society for everyone
where people are interacting with a large number of an audience
every day. Similar to the regular society, there are bad actors in the
virtual society who are trying to harm people. Due to the extended
outreach, social media platforms have become an ideal platform
for the malicious actors to harm that includes cyberbullying [5,
7, 9, 16, 17] and the distribution of o�ensive, misleading, false or
malicious information [6, 10, 13, 14]. Terrorist and government can
also leverage social media to spread propaganda [3, 20].

Since the beginning of society, malicious actors are common
phenomena and society has taken necessary steps to control them.
Law enforcement organizations have been helping the society to
control social menaces and protect the individuals from internal and
external threats. Real society constituted by small groups, there-
fore, it is easier to control them. In contrast to the actual society,
it is far more di�cult to manage the virtual society due to its vol-
ume. It is nearly impossible to construct virtual law enforcement
organizations in the virtual world and protect the individuals from
malicious actors. �erefore, protecting the social media platforms
from threats remain one of the most challenging problems. �e re-
cent advancement of machine learning and big data shows promises

Figure 1: What happens in an internet minute? [8]

and o�er a new set of weapons to �ght. Big data analytics provides
an easier way to scale, manage, and visualize user’s data which
can be valuable for �ghting malicious actors. �e volume of data
gives the researchers tremendous insight which can be a new way
to help regular users.

�ere are a plethora of risks that Social Medias are facing every
day. However, some threats can impact the user’s safety and secu-
rity. For that reason, generally, these platforms invest signi�cant
resources to prevent that. As already discussed earlier, regular ana-
lytics might not be fruitful to prevent such thing at scale, big data
analytics gives more power to the providers and shows signi�cant
promises. �is paper discusses four such safety and security threats
and discusses how big data analytics have been used to reduce the
impact.

2 SOCIAL MEDIA THREAT INTELLIGENCE
�is section discusses the impact of big data on social media threat
intelligence. Each threat were discussed �rst then the use of big
data on detecting and preventing the threats was discussed:
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2.1 Cyberbullying detection and identi�cation
Cyberbullying can be de�ned as the use of computing devices to
hurt or embarrass another person. Cyberbullying in social media
constitutes posting negative or o�ensive comments in posts, post
videos or photos to make fun of others, stalking, harassing, and
trolling. Approximately, 43 percent teenagers in the U.S have been
victims of cyberbullying in 2013 and most of them were bullied in
social media [11]. Cyberbullying has a bad impact on people, which
include deep emotional trauma, mental disorder, substance abuse,
and suicidal tendency [19].

�e rise of social media has caused signi�cant growth in cyber-
bullying. �e rise of photos and social media have aggravated the
situation. However, text analysis or social media post analysis has
become impressively smart to detect cyberbullying [7]. Natural
language processing algorithms like LDA can easily detect social
media posts with negative meanings and keyword matching can
be helpful to detect and identify the o�ensive keywords. Recent
results show promising advancement in detecting cyberbullying
and in future it would be far easier to control. Another potential
approach to detect and identify cyberbullying is analyzing photos
or videos.

2.2 Information Abuse detection
Although social media abuse falls in the category of cyberbullying,
abuse can be di�erent than cyberbullying. Social media abuse can
be de�ned as misusing user’s personal information that does not
necessarily harm the user but can break the level of mutual trusts
between the abuser and the abused. For example, stealing one’s
content from their social media pro�le does not harm the user
but breaks the mutual trust in the relationship. In social media,
people connect with others by pu�ing a level of trust on others.
Sometimes, bad actors can use the information to impersonate
the person on social media. Later, the impersonated account can
be used to embarrass or demean the victim. �is might not be
necessary causing mental harm to the victim but misusing the trust.
Such bad actors are pre�y common in social media. Since the bad
actor’s are using genuine information, it is very di�cult to detect
them.

One approach to detecting the abusers is to monitor the user’s
activity. Most of the cases, such actors exhibit some common behav-
ior such as sending friend requests to random people, infrequent
usage, random or anomalous behavior and such other behaviors.
However, it is not possible for people to monitor the activity of
the users to detect the abusers. However, common pa�erns can
be helpful to detect such anomalies and data mining algorithms
like k-means can be used to detect such anomalies. Big data ana-
lytics can also be helpful to blacklist the social media abusers and
additional manual research can be useful to detect the abusers and
ban them. For example, Xiao et al. [21] utilized Apache Hive to
build a fake pro�le detection system and using Hadoop streaming
they monitored the newly registered dataset. Blacklisted users then
sent for manual reviewing. Likewise, other social media platforms
adopted similar approach to detect the abusers.

2.3 Identifying the fake news/misinformation
Various terrorist and government organization utilizes social media
to spread their propaganda. O�en, these organizations use fake
news or false information to spread their agenda or to deceive
people [4]. Since fake news is o�en hard to identify people o�en de-
ceived by them and share the news. Due to its large volume of users,
fake news can spread signi�cantly fast and can impact the society.
According to a survey conducted by pew research center, approx-
imately one-fourth of the U.S. adults have shared fake news [1].
Analysts and evidence suggested that Russian government set up
numerous fake accounts to spread dubious information regarding
U.S. election 2016 and eventually impacted the U.S. election [1, 2].
Due to the signi�cant impact on an organization, identifying fake
news detection and prevention garnered signi�cant a�ention from
the researchers.

By leveraging new machine learning tools, now it has become
easier to track the online spread of misinformation and detecting
social bots [13, 14]. Fact checking using knowledge graph can check
facts in nearly run-time which can be useful to identifying fake
news quickly and prevent misinformation [15]. More works use
machine learning approaches to detect and prevent misinformation.

2.4 Preventing Terrorism
Various terrorist organizations like Al-Qaeda and ISIS use social
media platforms to communicate with their members. �ey o�en
use social media platforms to recruit new members [12]. Due to the
volume, now the impact of terrorism can be catastrophic and the in-
creasing number of terrorist a�acks on U.S and European countries
proves that terrorists are becoming successful. Terrorism existed
before and it exists now. But, modern technology has become a
powerful tool for the terrorist organizations to amplify the impact.

Counterterrorism organizations need massive surveillance to
prevent the terrorists from harming people. Without the help of
Big Data, it will be impossible to support such massive surveillance.
Moreover, a proper design of surveillance tools can be useful to
maintain the privacy of regular citizens. Big data analytics has
signi�cant contribution to make this happen. Data visualization
tools can help the counterterrorism organizations to monitor such
surveillance.

3 CONCLUSION
�is paper brie�y discusses the cybersecurity and safety risks
on various social media and explored some existing Big data ap-
proaches to tackle such problem. New tools have already been
successful to prevent and control various threats on social media,
but it needs more research and additional tools. In near future, the
threats can increase signi�cantly and big data analytics need to be
prepared for that to prevent future threats.
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Figure 2: Fake User detection approach used by LinkedIn[21]
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ABSTRACT
When you think of Net�ix you probably don’t think about big data.
You think about streaming videos and being watching the newest
series. How they keep you watching and a happy customer is
through their use of big data. Not only does Net�ix use big data
for their external customers they use it for their internal customers.
Net�ix use of big data analytics has given them strong customer
insight and internal applications to help keep their systems up and
running and striving for the four nines availability. �e uptime of
99.99% which they strive for and have tried to uphold very well.

KEYWORDS
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1 INTRODUCTION
Net�ix was once a small start up company, trying to compete with
Blockbuster and Hollywood Video. It’s main goal was to allow
customers to get DVD’s through the mail without having to go in
store. �ey expanded their services through distributing an API
to other companies to encourage streaming and coming back to
their site. �at originally turned out to be a failure, but then they
started to see the value in streaming, and started to allocate major
resources in that direction. From there they became a big data giant
in the movie streaming business.

2 BRIEF HISTORY
�ere is no doubt you have not heard of Net�ix, but their climb
to where they are now has been a journey of failure and strife.
Net�ix once was a DVD only shipping business, but soon started
experimenting with streaming by pushing out their API to other
companies to drive business back to them. However this had been
a huge failure, but through that they found value in streaming on
their own. �ey started building teams and so�ware to create to
handle the data they encountered and originally started with their
own infrastructure as well to host this service. Eventually they
saw value in the use of micro services and the use of amazon web
series as a solid company structure. Eventually they started living
exclusively in the cloud. With that they faced many challenges but
they knew that the pro’s out weight the con’s and pushed forward
into the new frontier of cloud computing andmicro service industry.
Net�ix now has almost 100 million views in almost every country
around the globe. However, they plan to push for more customers.
�ey plan to dedicate 1 billion dollars to acquiring new customers.
It is uncertain what the future hold for Net�ix but one can bet that
it will involve big data, and that is what will drive them forward.[4]

3 THE REVOLUTION OF THE GENRE
If someone wanted to count how many genres were out there for
movies, they would be able to count it easily. However, when Net�ix
was looking for a way to create be�er data so they could create
be�er suggestions to retain customers, they revolutionized that
system. Gone are the days of simplistic genres of the past created
by Hollywood. Now are the days of 76,897 to categorize movies
according to Net�ix. [3] Soon this grew into much more.

3.1 �e Net�ix�antum�eory
�is was a document in which was created to come up with a
method of tagging movies with genres. In this case they were
called micro genres. �is set out to distinguish movies from one
another while making it easier for a generator to put together
movies someone would most likely watch based on the genres
provided. Such as quirky movie or romantic comedy featuring the
rock. Does that actually exist? If it did, Net�ix �antum �eory
Generator would produce something like that to get people to watch
it. �is is the basis for their predictive algorithm which they are
always �ne tuning to provide value to their customers.

4 INTERNAL USE OF BIG DATA
�eir is no doubt of use for big data to help customers �nd the
movies they would like to watch. However that is only one side
of the issue. For Net�ix to be e�ective they need to be able to
take the data they get back from the customers and turn it into
something tangible and usable, so they can keep creating value for
their customers. �is is included in their use of content creation,
not just the utilization of the license agreement from the movie
companies. �ey use all of this information to keep track of their
ecosystem of micro services as well as see what users are doing
and how to be�er serve them. Due to their overwhelming size and
use of data, Net�ix had to get creative and start thinking on be�er
ways to collect and push this data across all their internal teams to
produce a company that works in harmony.

4.1 Atlas
Atlas is essentially the monitoring tool that Net�ix uses to make
their operation work. �ey implemented this system back in 2013
and it has been running since. It allows for easy time series queries
to beget back valuable data that scales. �ey did this by simplifying
the structure of the data and the query structures. In addition most
of this data was kept in memory so it as easily accessible so as not
have to access a database and slow down the process. �is allows
the data to be pulled quickly from many di�erent services that
demand the data. [1]
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4.2 Visualization
It is one thing to understand the data from a mathematical and
theoretical level. However that only helps those who are easily
associated with it. At Net�ix, if it is not visualized then it doesn’t
serve a purpose. Which cover the three ways Net�ix views data.

• Data should be accessible, easy to discover, and easy to
process for everyone.

• Whether your dataset is large or small, being able to visu-
alize it makes it easier to explain.

• �e longer you take to �nd the data, the less valuable it
becomes.[5]

With these view you can see how Net�ix want to accurate rich
accurate data. Not only that but make it be�er. Something a normal
person can look at, and be able to make a informed decision. For
instance, in the case of choosing a new shows title picture. �ey
put out di�erent version and see what gets chosen, and all the
characteristics of why that particular one was chosen. Was it based
o� color, people in it, typography. �ey can usually those data
points to help pick the best picture to have people watch that show.
�at is one of the key drivers for why their business has continued
to �ourish.

4.3 Micro services
Not only does all of this data help identify shows customer want
to watch by informing the employee, but it also helps them run a
be�er system. Net�ix would be nothing without the data they are
able to obtain for their ecosystems of micro services. �e essential
lifeblood of their operation platform. With the use of big data they
can �n tune how they run their micro services and help maintain
the four nines of uptime the hold themselves to. With this data,
they spot what services are essential for the product to still run,
though it may be limited. �ey also use a lot for testing suits for
di�erent types of failures in production under load. �ese then
allow them to get data back on how the system performed and how
to �x it without actually breaking anything at all.

5 CONCLUSION
In conclusion, this is only a small view of what makes Net�ix a
Big Data giant. �ey have faced many other issues in the past and
over come them with agility. Normally if a company grew this
fast it would start to get really messy and make some possibly bad
decisions based of their data. Just ask UBER about that type of
situation. However, that issue may have been to lack of leadership
and planning more than anything. In any case Net�ix has adapted
and conquered and now is a model for many other platforms out
there such as amazon video and apple TV. Whether or not the will
get to the level of Net�ix is possible, but the real question is, by the
time they get to that level, where will Net�ix be?[2]
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ABSTRACT
Face recognition is a technology focus on identity retrieval and
veri�cation. Face recognition extracting face information from a
given static or dynamic images to match with the known identity
face database. Due to the interference of illumination, expression,
occlusion and orientation, the accuracy of face recognition technol-
ogy is relatively low compared with other recognition technology,
such as palm print and �ngerprint. But the acquisition method of
Face recognition is the most friendly : without the cooperation of
the parties, even in the case of its lack of awareness, it completed
the acquisition and identi�cation of face information. �erefore,
face recognition technology has been a hot research topic in the
�eld of arti�cial intelligence for more than 40 years and has grad-
ually become mature. Many technology companies are trying to
use Big Data to develop more e�cient and accurate algorithm for
Face Recognition. It has been used in �elds such as anti-terrorism,
security and access control. In recent years, it has been applied to
�elds such as education and �nance Promotion.
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1 INTRODUCTION
Face recognition technology is a multidisciplinary technology that
crosses image processing and pa�ern recognition. It processes
and analyzes human face images by using large amount of data to
obtain e�ective feature information for identi�cation. Compared
with other biometrics, face recognition has the characteristics of
non-contact collection, non-compulsory, simple operation, intu-
itive result and good concealment, which is more accepted by peo-
ple. In the past few years, face recognition technology has made
great strides, a large number of face recognition algorithms and
products have emerged, such as FRVT 2017 (Face Recognition Ven-
dor Test 2017), MBGC (Multiple Biometric Grand Challenge) and
LFW(Labeled Faces in the Wild).

From the FRVT website we can know that Face Recognition Ven-
dor Tests provide independent government evaluations of commer-
cially available face recognition technologies[1]. �ese evaluations
are designed to provide U.S. Government and law enforcement
agencies with information to assist them in determining where
and how facial recognition technology can best be deployed[1].
�e primary goal of the MBGC is to investigate, test and improve
performance of face and iris recognition technology on both still
and video imagery through a series of challenge problems and
evaluation[2]. LFW(Labeled Faces in the Wild) is a database of face
photographs designed for studying the problem of unconstrained
face recognition. �e data set contains more than 13,000 images

of faces collected from the web. Each face has been labeled with
the name of the person pictured. 1680 of the people pictured have
two or more distinct photos in the data set. �e only constraint
on these faces is that they were detected by the Viola-Jones face
detector[6].

With the development of the Internet, especially the mobile In-
ternet, an era of big data featuring information explosion is coming.
Although the performance of face recognition technology has been
greatly improved, it is still the most di�cult area in the �eld of
pa�ern recognition and computer vision. One of the problems is
that how to use face recognition technology to utilize these massive
photo data to improve the management level of the entire public
security.

2 WHY BIG DATA IS IMPORTANT
We already know that the development of face recognition technol-
ogy itself is important, but the development is also inseparable from
the impact of big data. Big data technology provides a more power-
ful tool for image recognition technology including face recognition.
As understood from the signi�cance of big data itself, the purpose
of big data analytic is to mine unknown and useful values from
big data. Only through the mining of big data, face recognition
technology and the value of big data can be really re�ected.

Face recognition technology is currently mainly used in the �eld
of public safety, such as: identi�cation of tracking terrorists, dis-
tribution of crime-prone areas, airport security, driver’s license
veri�cation, video surveillance. Such applications need to be iden-
ti�ed based on national face data, which need to deal with the
database capacity of billion data. Identifying identities quickly and
accurately from such a large database is a challenging task. More-
over, the ID card is time-sensitive, and some people’s photos are
di�erent from the previous ones. Of course, the e�ect of shooting
angle, light, background and the correct angle of the face a�ects
face recognition. In addition, there are too few samples on an indi-
vidual basis, and each citizen basically owns one photo. Due to the
di�erence in shooting equipment at the time, the identity resolution
of the photo obtained is not optimistic. Under such a challenge,
Face Recognition is really ine�cient before Big Data. �erefore, the
Face Recognition system slowly changed from picture recognition
to dynamic video.

Compared with static images, dynamic video contains a huge
amount of image information, that is, for an individual, the number
of image frames is relatively large. Moreover, the temporal rela-
tionship between images can made a very good description of the
relationship between characters in the video. �is makes the result
of face recognition more accurate. However, for high-de�nition
video shots, that is, the correct face angle, no skew, adequate light,
the video is not ji�er and less expression. In this case, it is easy to
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identify work. However, the reality is that there is no clear camera
in public places. People shaking a lot, the image faces are di�cult
to capture. �e distance is far, and the obtained video is not very
recognizable, which has a great impact on the recognition of the
face[4].

3 FACE RECOGNITION UNDER BIG DATA
Earlier, due to technical and market conditions, face recognition
technology is more used in access control systems, other areas of the
application is di�cult to obtain substantial growth. However, due
to the rapidly increasing recognition accuracy of face recognition
in recent years and the rapidly increasing demand for intelligent in
various �elds, face recognition technology has started to penetrate
into multiple markets such as robotics, intelligent transportation,
public information management and consumer behavior analysis.

According to the survey, the market size of face recognition
market in applications such as access control, remote business
processing, payment and security applications is more than one
hundred billion. Since these applications are still only the tip of
the iceberg at present, Recognition applications, face recognition
market space will be even greater.

Face recognition and big data technology has also shown a strong
potential for development in the �nancial sector. How to reduce
the risk control cost of the loan business and accurately identify the
true identity of the borrower has become the primary issue to be
solved in the development of the entire Internet �nance. �erefore,
the IT and �nance giants such as Google, Apple, Baidu and other
Internet �nancial companies are speeding up the research on Face
Recognition and Big Data.

In recent years, there has been a highly e�ective face recogni-
tion technology developed based on cloud computing. Based on the
cloud architecture design, the system makes full use of the super
computing power of the cloud computing platform, deploys a vari-
ety of algorithms to realize the hybridization of multiple algorithms.
At the same time, absorb the advantages of various algorithms to
improve face recognition performance and matching performance
of large database. �e system uses a typical Map-Reduce framework
to spread facial features across dozens, hundreds or even thousands
of computers in parallel for superior computing power.

In the process of comparison, a�er receiving the comparison
request, the comparison platform �rst extracts the features of the
image and obtains the facial features. �en through theMap process,
the system send the facial features to each computing nodes to
compute. �e output of this process will be the level of similarity
and con�dence level of each picture. �en, through the Reduce
process, the recognition results are sorted according to similarities
and further �ltered to output the �nal comparison result[3].

Compared with the traditional face recognition algorithm, the
recognition process of cloud computing distributes the data in a
large number of face database to multiple computing nodes for
comparison processing, so that the face matching process become
parallel. So , it greatly accelerating the recognition process. Also,
because of the linear scalability of the cloud platform, the data
scalability of the system is guaranteed. A�er the data grows, the
processing capability can also be increased by adding the computing
nodes, thereby ensuring the real-time performance of the system.

4 ALGORITHM OF FACE RECOGNITION
Basically, Algorithm face recognition technology can be categorized
into three categories: Geometry-based method, template-based
methods and model-based methods. Geometry-based method is the
earliest used algorithm and most traditional method. It usually need
to combinewith other algorithms in order to have be�er results. �e
template-based methods can be divided into correlation matching
method, eigen-face method, linear discriminant analysis method,
singular value decomposition method, neural network method and
dynamic connection matching method. �e model-based methods
are based on the Hidden Markov model, the active shape model
and the active appearance model.

4.1 Geometry-based method
Face by the eyes, nose, mouth, jaw and other components. Because
of the di�erences in shape, size and structure of these components,
each face in the world is di�erent. �erefore, the geometric descrip-
tion of the shape and structure of these components can be used as
an important feature of face recognition. Geometrical features were
�rstly used to describe and recognize the contour of the face. �is
method should work will, but there are two problems. One is that
the weighting coe�cients of various costs in the energy function
can only be determined empirically and can not be popularized.
�e other is that the energy function optimization process is time
consuming and di�cult to be applied[7]. Parameter-based face
representation can provide an e�cient description of the salient
features of a face, but it requires extensive preprocessing and �ne
parameter selection. At the same time, the general geometrical
features only describe the basic shape and structure of the part.
It ignore the subtle features, resulting in the loss of some of the
information.

4.2 Template-based method
One of the Template-based method is Eigenface method. �e Eigen-
face method is one of the most popular algorithms put forward by
Turk and Pentland in the early 90’s. It has the simple and e�ective
feature and is also called the face recognition method based on
principal component analysis (PCA). �e basic idea of Eigenface-
face technology is to look for the basic elements of the face image
from the statistical point of view, that is, the eigenvectors of the
face image sample set from the covariance matrix. �en use the
eigenvectors to characterize the face image approximately. �ese
eigenvectors are called eigenfaces.Now that the Eigenface (PCA)
algorithm has become a benchmark for testing the performance of
face recognition systems along with the classic template matching
algorithm[5].

5 CONCLUSIONS
In the past few years, driven by the demand, face recognition ven-
dors and technology researchers have made a ;pt achievements of
architecture, products and technologies. At present, face recogni-
tion technology has become a great weapon for investigation and
detection. However, face recognition is still one of the most di�cult
problems in the �eld of pa�ern recognition and computer vision.
�e next step still requires the unremi�ing e�orts of all parties and

2

110



it is believed that more and be�er face recognition products will
surely appear in the future.
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ABSTRACT
In recent history, the explosion of smart devices, social media plat-
forms and the Internet of �ings has resulted in major replication
of data. �is data is transferred at high speeds, in large volumes
and in a variety of di�erent platforms. Data is one of the biggest
assets of companies and with the exponential growth of data comes
an increasing problem: Security and Privacy. Security and privacy
have become a major initiative for every organization that has or
utilizes databases. �ese organizations need to protect their brands,
avoid penalties, and, in worst case scenarios, avoid circumstances
in which they may either lose a signi�cant amount of business or
their business as a whole. �e computer science industry, alongside
of these organizations, need to continue to develop ways to protect,
utilize, and gain real-time insight from the data that each organi-
zation has. �is paper is going to highlight security and privacy
in Big Data, alongside of speci�c issues and challenges related to
security.
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1 INTRODUCTION
Each organization has unique needs when it comes to Big Data.
�ese needs cannot be described with one de�ned structure alone,
and likewise, the information that they use does not come with
de�ned data types. Because of this, there is the need for the Big
Data Platform. Big Data is gaining more popularity because of its
ability to connect to a number of devices in the so-called ”Internet
of �ings”(IoT), producing a huge dump of data that needs to be
transformed into information assets. It is also very popular to buy
additional on-demand computing power and storage from public
and private clouds to perform intensive data-parallel processing.
�ese things not only create the way for Big Data expansion but
also boosts security and privacy issues. Big Data security is the
process of securing data and their processes both within and outside
the organization. Big Data deployments are valuable targets for
intruders and, because of this, security becomes a never ending
concern for any organization. A single unauthorized user gaining
access to an organization’s big data could in and of itself acquire
all the valuable information that the company possesses which
could result not only in monetary loss but also be detrimental to
its business and to its brand name. In current trends, security
teams work towards continuously monitoring networks, hosts and
application behavior across their organization’s data. Traditional
methods of securing �rewalls are no longer enough to secure a
company’s data assets and Big Data platforms need to be secured

with a mix of both traditional and newly developed security tools,
as well as big data analytics for monitoring security throughout
the life of the platform [11].

2 WHAT IS BIG DATA
Big Data, by de�nition of its name, is an extensive variety and heavy
volume of data that can be entered or transferred at high velocity,
and include data sets coming from dynamic sources of data and
applies technologies to analyze these data sets. It is a term usually
used to de�ne huge and complex data sets that do not �t into any
traditional system. Most recently, the term ”Big Data” tends to refer
to the use of predictive, user behavior analytics, or certain other
advanced data analytics that extract value from data sets. �ese
analytics provide more insights about the data which indeed help
businesses understand their trends which will eventually, in good
theory, help their growth. [8].

For example, a company that works with waste management,
can collect data on the waste production and human activities from
very diverse sources, then interpret the �ndings of Big Data to
make optimal decisions [24].

3 BIG DATA NEEDS BIG SECURITY
�e amount of data collected by organizations and individuals
around the world is growing on a daily basis, and the volume of the
data being collected is expected to continue to grow exponentially.
It is believed that the 90% of the data we have currently have in
the world has been collected in the past few years. Velocity, vol-
ume and variety of Big Data comes results in privacy, security and
compliance issues as well. Some of the data stored in Big Data plat-
forms is very sensitive and regulations need be put in place, strictly
controlling speci�c aspects of the data and who has access to the
data. Proper measures have to be taken to control any weaknesses
to cyber threats.

�ere are requirements for security measures already in place.
Big Data platforms are subject to compliance mandates by gov-
ernment and industry regulations, including GDPR, PCI, Sarbanes-
Oxley (SOX), and HIPAA [13]. �ese measures place regulations on
company practices and implementations that ensure proper data
security and monitoring. �ese regulations are mandatory, and
failing to comply could result in severe penalties, from heavy �nes
to legal actions.

While these requirements are important, traditional security
mechanisms that have been in place for securing structured static
data are no longer su�cient. With technological advances also
comes a need to continually assess weaknesses in the new systems,
to protect itself from new cyber threats and hacking strategies, and
to create user friendly platforms for client that do not compromise
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the data being collected or stored. �ese developments are o�en far
ahead of regulation, and individual entities need to be continually
monitoring and enhancing their platforms to ensure protection of
its data and systems. Big Data needs bigger security to protect
its data, applications and infrastructure. Securing data not only
protects the brand, reduces costs and avoids any legal issues, it
also helps in retaining the brand name and increases revenue and
growth [16].

4 BIG DATA SECURITY CHALLENGES
Recent adoption of cloud storage has increased the amount of data
collected by organizations and hence it has become of vital impor-
tance to secure these data platforms as well. Data security issues
are generally caused by the lack of proper tools and measures pro-
vided by traditional anti-virus so�ware. Routine security checks to
detect patches are no longer enough to handle real time in�uxes of
data. Streaming real time data demands a great amount of a�ention
focused on security and privacy solutions. Databases are no longer
static. Big Data security’s mo�o is to restrict unauthorized users
and intruders from ge�ing into a platform and also to block the
encryption of data both in-transit and at-rest. �e adoption of cloud
storage creates a need to pay particular a�ention to the in-transit,
or the continually expanding and modifying databases. Big Data
security tools must be in place at all stages of data i.e. on incoming
data, data stored in the platform and also on the data that goes out
to other applications or outside party [20].

4.1 Access Control
Access control, in the context of Big Data, is controlling who can
access data by using security se�ings. �e di�erent platforms that
use Big Data need to be able to identify critical data, data origination
and also who has access to the data. In this capacity, data access is
not only protecting from external access, but also protecting data
from those who have internal access as well [15].

User access should be controlled via a policy-based approach
that automates access based on user and role-based se�ings. �is
manages di�erent level of approvals in order to regulate who has
access to the critical data and to protect the big data platform against
inside a�acks [4].

4.2 Audit Control
Big Data analytics can be used to analyze di�erent types of logs in
order to identify malicious activity. It also can regularly audit all
the working directories inside the organization in order to check
for any unauthorized access to any sensitive or privacy data. In
reality, not all a�acks are identi�ed in the exact moment when
the a�ack occurs. In order to perform a root cause analysis of the
incident, data security professionals need to have access to audit
logs which allow them to trace a�acks back to the point of entry,
exact time, modi�cations or weaknesses. In case of data breach,
some �rms are required to turn over their audit logs to stakeholders
and possibly a�ected companies and heavy �nes are imposed for
failure to comply [16].

4.3 Real Time Compliance Control
Real time security monitoring is always very challenging due to
the number of false positive alerts generated by security programs.
Because of the frequency of false positive alerts, they are usually
ignored. Big Data analytics may help provide more meaningful
insights that could result in real time detection .

4.4 Non Relational Databases Privacy
Non Relational Databases are still not fully matured. �is poses
a severe threat to securing the data and it is o�en di�cult for
security and governance team to keep up with the demand. NoSQL
databases primarily focus on how to handle high volume of data
without paying much a�ention to their security needs.

4.5 End-Point Input Validation
Many organizations collect their data from End-Point devices. It is
very important to ensure that data coming from these devices is not
infected. Proper steps must be taken to make sure data is coming
from an authentic source and it is legitimate. Incoming data from
End-Point devices such as smart phones is growing tremendously
and �ltering or validating data from these sources is a very big
challenge [16].

4.6 Securing Transaction Logs and Data
Data in any organization many be stored at various levels (tiers) of
the storage structure depending on the need and usage of the data.
Increase in the transfer of data within the organization enforce for
the need of auto-tiering for Big Data storage whereas auto-tiering
does not maintain the log of where the data is stored and hence
security is a big concern.

4.7 Securing Distributed Framework
Distributed framework enforces parallelism. �is means that data
is distributed across multiple nodes to achieve faster processing
of large volumes of data. �is increases the security concern of
the framework and the data that exists there. Most companies
use a distributed framework like MapReduce in which mappers
read and compute and reducers combine the output from each
mapper. If mappers are not secured, there is the chance of data
being compromised [4].

4.8 Data Provenance
It is very important to know the original data that is coming to the
platform so that we can be�er classify them. Data Origin should
be consistently monitored but in reality due to the high volume it
is becoming a big concern for data security. Provenance metadata
is growing signi�cantly as well and protecting metadata is very
crucial for any organization [4].

5 BIG DATA SECURITY STAKEHOLDERS
In the digital era, the traditional way of securing the data, changing
passwords frequently, �rewall protection is just not enough to keep
up with the growth of data produced by Internet of �ings(”IoT),
Smart Devices, Bring Your Own Devices (”BYOD”) and several
customer friendly apps that is coming out everyday. ”Even though
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end user has the biggest responsibility with securing his own data,
unfortunately, end users are not fully aware of the cyber security
issues and they do not have the appropriate knowledge to discover
the world wide web in complete safety” [17].

Big Data deployment is not possible to handle by any single
business unit or with single tech team. It involves several business
units, infrastructure, information technology, security,compliance,
programmers, testers and product owners are all involved in big
data deployment. �ey are all responsible for Big Data Security. In-
formation Technology and Security team is responsible for drawing
the policies and procedures. Compliance o�cers together with secu-
rity team will protect compliance, such as automatically encrypting
personally identi�able information before it is easily accessible.
Administrators will automate these process to protect their envi-
ronment. Even though every organizations have their policies and
control laid in place to protect their biggest asset, phishing a�acks
can come in any form as a simple email. Frequent internal audit
within the company can help us periodically check if all privacy,
security and compliance are all in place.If not, proper measures can
be taken right away to avoid any legal issues.

”�e average annualized cost of cyber crime based upon a repre-
sentative sample of 237 organizations in six countries by Ponemon
Institute in their 2016 Cost of Cyber Crime Study and the Risk of
Business Innovation sponsored by Hewle� Packard Enterprise is
9.5million U.S. dollars” [6]. In any organization, loss of information
is the most expensive consequence of a cyber crime. �e cyber
a�ack may results in business disruptions, data or information loss,
loss of revenue, damage to equipment and last but not the least it
damages the brand. So it is big time to protect and secure the big
data and the environment from all angles.

6 BEST PRACTICES FOR SECURING BIG
DATA

�ere are three fundamental principles used in de�ning security
goals: con�dentiality, integrity, and availability. Con�dentiality
is the ability to keep sensitive data safe from third parties and
unauthorized access. Integrity in this context means to avoid unau-
thorized modi�cation of the data. Finally, availability means always
being able to access the data and resources. �ese three concepts
are known as the CIA triad, and is used as base principles when
discussing and designing security practices [7].

To meet these goals, there are four main branches of security
that apply to Big Data: Authentication, Encryption, Data Masking
and Access Control [1].

6.1 Authentication
Because of its nature (large sizes of data, linking di�erent sources,
sharing access with third parties, etc), some of Big Data’s features
are highly susceptible to di�erent privacy, security and welfare
risks [9].

Privacy can be de�ned as the condition of con�dentiality, pro-
tecting information from third parties. To support privacy, there
have been di�erent Authentication methods that both verify and
validate entities who a�empt to access the information. �is en-
sures that only authorized entities are able to access the data or
resources.

With Big Data, it is important to choose a proper authentication
method, with the least computation complexity as possible, to allow
dynamic security solutions within large Data Centers and also to
avoid incrementing the tra�c unnecessarily. Choosing an over-
bearing authentication method can cause both delay and storage
issues. Because of this, it is important to tailor the security to the
needs of the speci�c network [22].

6.2 Cryptography
�ere are multiple understandings of how data moves through
stages, also known as Data Life cycles. Cryptography- de�ne in
terms of security. CITA.

From the perspective of cryptography, there are three phases
in the Data Life Cycle: Data in Transit, Data in Storage, and Data
in Use. Di�erent cryptography techniques will be implemented
depending on which stage of the life cycle the data is in [7].

�ere are di�erent cryptographic tools that not only keep data
secure at each point in its life-cycle, but also enable richer use of
the data. �e main tool is Encryption. Encryption takes pieces
of data in plain text and use a cryptographic key to produce a
version of the data that can only be read using the cryptographic key.
Without the key, the information is illegible. �ere are two types of
encryption: secret key encryption and public key encryption. Secret
key encryption is when the same key is used for both encrypting
and decrypting data. �ere are scenarios when one of the keys can
be made public. For instance, if the locking key is kept private but
the unlocking one is made public, this security can be used to prove
authenticity [7].

�ere are di�erent standards for encryption. �e most well
known and commonly used is Advanced Encryption Standard (AES).
�is standard sets guiding principles to ensure that data is encrypted
in a manner that meets security needs and allows the recovery of
original data [7].

6.3 Data Masking
By de�nition, Big Data works with large volumes of heterogeneous
data sets using so�ware to manage the data and to provide predic-
tive analysis. Data masking works by replacing sensitive data with
non-sensitive values, yet preserves the data integrity. For instance,
replacing names with code names, or social security numbers with a
key number. By doing this, di�erent parties can access information
without pu�ing sensitive data at risk [2].

Five laws for data masking have been developed by Securosis
Research. �e �rst law is that data masking should not be reversible.
�is means that the data should not be unmasked easily using
reverse engineering. �e second law is that data that has been
masked has to represent the original data set. For example, it has to
belong in the same context. �e third law states that data masking
should maintain application and database integrity. �is means
that the process of data masking should not modify or a�ect the
data in the databases in a negative way. �e fourth law emphasizes
that non-sensitive data can be masked, but it should not be masked
if it can not be used to make sensitive data vulnerable. For instance,
when masking information about a person, it is correct to mask
the person�s name, email address and social security number, but
other information like gender, or favorite colour, would be useless
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to mask. Finally, data masking must be a repeatable process, using
a standard to reproduce the steps taken to mask the data, allowing
to troubleshoot possible problems in the process [2].

6.4 Access Control
As it was explained in the Challenges section, Access control, allows
some entities to access the data or resources, while denying its use
to other entities. �rough security se�ings.

Some authors add that the inferences drawn from data should
also be a cause for concern, because they can identify traits and
pa�erns that could expose vulnerabilities. �ey propose that orga-
nizations who use the protected data should disclose their decisions
criteria in order to apply access control in a broader spectrum. By
doing so, it would be su�cient to diminish privacy concerns by de-
identifying the data, or denying access to certain parts of the data
that coul be used to make entities or data vulnerable. Some of these
authors say that by doing this, it would not only reduce the privacy
risk, it would also salvage large amounts of data for alternative use.
�is de-identi�cation can also be achieved through data masking,
pseudonymization, aggregation, among other methods [21].

6.5 Physical Security
It is always be�er to build and deploy Big Data platforms in their
own data center. If deployed in a cloud, the organization must
diligent to ensure that the cloud provider’s data center is physically
well secured. Access should be restricted to strangers and sta�
who have no o�cial responsibilities in the designated areas or
interacting with the data sources. Data centers should be properly
monitored at all times and video surveillance and security logs are
important tools to achieve this.

7 FUTURE OF BIG DATA SECURITY
To think about Future of Big Data Security, it is necessary to engage
the conversation of what the trends are in Big Data and what
technologies are expanding and changing the horizon. �ere are
many new technologies and solutions that are shaping the future of
the Big Data, but because of the length and focus of this document,
there are three main areas that will be covered: Virtualization and
Cloud Computing, IOT Security, External Password Vaults and
Penetration Tests.

7.1 Virtualization and Cloud Computing
Virtualization is a way of deploying resources at multiple levels,
such as hardware, network infrastructure, application and desktop
centralized managing and using dynamically the physical resources.
�is makes the system �exible and less costly than traditional envi-
ronments and giving management new tools to optimize the use of
resources [14].

Since virtualization can be developed in somany levels, including
cloud computing and by multiple service providers, it is natural that
the system requirements of users and organizations move towards
a variety of solutions that may include Infrastructure as a Service
(IaaS) frameworks from public clouds such as the ones o�ered by
Amazon, Microso�, Google, Rackspace, HP, among others, or even
Private clouds, maintained and many times even set up by internal
IT departments [23].

�ese cloud computing technologies are being used to solve
data-intensive problems on large-scale infrastructure. �us, inte-
grating big data technologies and cloud computing for data mining,
knowledge discovery, and decision-making [10].

7.2 IOT Security
�e Internet of �ings (IoT) is the name given to the large network
of physical devices that does not match the typical concept of
computer networks, this includes all kinds of objects. �e large
and growing amount of devices and diverse uses given to them,
makes IoT generates very important Big Data streams. Making it
necessary to develop new systems and data mining techniques for
this new paradigm [3].

In this IoT paradigm, each new opportunity opens doors to new
threats as well. �is makes it necessary to develop techniques to
ensure trust, security and privacy. Di�erent Authors write about
the possible ways to face these challenges, and some, they consider
three main axes to articulate the solutions: E�ective security - used
in very small embedded networks,context-aware privacy and user-
centric privacy, and the third one is the systemic and cognitive
approach for IoT security - where the interaction between people
and the IoT can be envisioned as a set of nodes and tensions [18].

All this to say that in order to approach privacy and security
in this new paradigm, many new theories and techniques have
been developed since old security products and techniques may not
su�ce the needs of the di�erent IoT users and communications.

7.3 External Password Vaults
Password vaults are applications that store multiple passwords and
encrypt them storing them in a database [5].

�ere are small Password Vaults that can be stored locally on a
system, or larger options that can be integrated into larger systems,
providing additional security options, like generating real time
temporary passwords for e�ective password rotation (I.E. Cyberark
External Password Vault) [12].

�ese techniques are key to articulate authentication and a
proper data access while using multiple services such as Cloud
infrastructure and IoT.

7.4 Penetration Tests
A�er applying all the security techniques and strategies, and a�er
pu�ing in place all necessary security and privacy policies, the
most important step is validating the strength of the security of the
system. For some time, companies have started to perform tests
that consist on simulating an a�ack from the perspective of an
a�acker, this method is known as Penetration test and it allows to
actively evaluate and assess the security of a system [19].

�e tester identi�es the threats faced by an organization from
hackers and suggest changes to improve the security and mini-
mize the vulnerabilities and close the possible loop holes in the
network [19].

8 CONCLUSIONS
Big Data as a constantly evolving and ever changing branch of in-
formation technologies resembles an ecosystem that since it covers
gathering data from so many sources, processing it and generating
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new information, there will be many entities and interests involved
that will need to be protected.�e features of Big Data such as
Volume, Variety and Velocity bring new challenges to security and
privacy protection. To protect the integrity and availability, secu-
rity providers and local IT departments, will have to diversify their
security and privacy strategies and policies, in order to keep pace
with the growth and evolution of this new ecosystem.
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ABSTRACT
�e collection, analysis, and dissemination of �ndings from big
data can provide bene�ts to society across a variety of industries
including health care, education, law enforcement, and commercial
retailers, to name a few. However, with bene�ts, also comes caveats,
risks, and even signi�cant harm when this process of harnessing
big data does not go as planned. One prominent discussion point
around the use of big data is around privacy. In today’s age of
sharing information, can one really expect privacy given all the
methods in which they can share information? What impact can
data breaches have on a person’s (or company’s) personal infor-
mation, security, and livelihood? While there are techniques and
tools that have been implemented to help minimize the risk, is a
data breach more a ma�er of if it occurs or more so when occurs?
We will seek to address these questions as we explore how the
increasing and ever changing space of online behavior, data mining,
and big data analytics a�ects today’s experience with maintaining
privacy.
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1 INTRODUCTION
As de�ned by Merriam-Webster, privacy is the “quality or state of
being apart from company or observation” [11]. As we explore the
world of internet behavior and big data, the question is: should
we ever expect privacy as we are constantly being observed in
this space? �e Supreme Court has weighed in on this debate by
stating that “one cannot have a reasonable expectation of privacy
in information that is given to third parties or made accessible to
the public” [12]. However, the government sector itself is one of
the biggest data collectors across various agencies and hundreds,
if not, thousands of databases [12]. With the vast amount of data
collected by these agencies, ranging from political contributions to
payroll, the de�nition of personal identi�able information (PII) can
vary even across state lines as well as the laws and policies that
govern them [1].

2 WHAT IS PERSONAL IDENTIFIABLE
INFORMATION? (PII)

Despite the di�erences that may exist in what constitutes PII and
what does not, there are main components these de�nitions have
in common. PII is de�ned as an individual’s name (�rst name and
last name initial or the full last name) in conjunction with one of
the following [1]:

• An individual’s social security number
• A state identi�cation or driver’s license number

• Information related to an individual’s protected health
information, which could include health status or payment
method

• A password to access an account such as a debit or credit
card

While the Federal Trade Commission (FTC) provides guidelines
and regulations in regards to storing personal information, they
do not necessarily have an explicit de�nition for what constitutes
PII [1]. Due to this, “reputation-implicating information” is not in-
cluded [1]. However, this does not mean that companies are absent
from blame when data breaches occur that in�ict reputational harm.
Fair information practices (FIPs) help to give guidance to organi-
zations as they seek to balance the responsibility of collecting and
maintaining personal information but also adhere to data security
and privacy laws [7]. Despite this, the United States has no one
law or set of laws that would require all organizations to follow
FIPs as separate laws cover particular industries such as the Health
Insurance Portability and Accountability Act (HIPAA) for health
care organizations, Fair Credit Reporting Act (FCRA) for consumer
credit agencies, as well as many others [7]. �ese separate set of
provisions along with inconsistent, and even outdated, laws and
practices from state to state, call into question further how one’s
privacy can be compromised.

3 HOW CAN PRIVACY BE COMPROMISED?
Cunan and Williams outline two key privacy issues in Figure 1
regarding information reuse and unauthorized access [7].

Figure 1: Privacy Issues

Data breaches would fall into the category of unauthorized ac-
cess. As of information presented in 2009, it was then estimated
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that nearly 250 million records had been exposed to some sort of
data breach [4]. Given recent news of data breaches among major
companies such as Yahoo!, Target, and Experian, recent �gures now
estimate that number to be 825 million records [13]. Data breaches
can be described as a means to extort, expose or embarrass others
[1]. Among a sample of 500 investigations, it was estimated that
nearly nine of out ten data breaches could have been prevented [7].

Another way privacy can be compromised is when previously
collected data is reused for a purpose in which it was not originally
intended. A common data mining example cited is when Target
used consumer purchasing information to predict pregnancy among
consumers [16]. When coupons for baby and pregnancy related
products were sent to a teenager’s house, a local Target store re-
ceived complaints from an irate father who only later found out
that his teenage daughter was, in fact, pregnant [16]. While data
mining and predictive analytics can provide bene�ts to consumers
and companies, this one example brings up an interesting debate
as to where the privacy line should be drawn when data is used
for other purposes that a consumer may not be fully aware of or
understand.

4 WHERE CAN PRIVACY BE COMPROMISED?
Like local retail stores such as Target or even online providers
such as Amazon, consumers provide their data across a variety of
industries, situations, platforms, and methods. Areas where PII
could be compromised include but not are limited to:

4.1 Mobile
Smart phone applications alone can house a wealth of data among
individual users [15]. In addition, sensors such as microphones,
cameras, and global positioning systems (GPS) can o�er more in-
formation as to what a user sounds like, looks like, and even their
travel pa�erns [15]. It’s hard to say whether consumers are fully
aware of these possible data collection methods and what mea-
sures, if any, they take to protect their privacy on a mobile device
such as turning o� location �nding features or password protecting
accounts. However, a study conducted by Dimensional Research
shows that one out of every �ve security professionals surveyed
have had their company experience a data breach from their mobile
device while nearly one out of four state they are unsure if one has
occurred [6].

4.2 Health Care
A patient’s family history, prescriptions taken, diseases, and dis-
orders are stored by physicians’ o�ces and can live in electronic
medical records (EMR) across the globe. Health insurance compa-
nies are also another player in collecting and maintaining big data
on their consumers. While harnessing this information can provide
substantial bene�t to developing outcomes and even identifying
trends, it can also be at risk of being compromised if not properly
secured and maintained [15]. One such example includes nearly
80 million records that were compromised from Anthem in 2015
[2]. Considering these records can contain home addresses, social
security numbers, and even names of partners and children, the
damage one can in�ict to an individual can be extensive and overall,

the impact of these data breaches are said to have cost the health
care industry nearly 5.6 billion dollars per year [2].

4.3 Education
Even in the realm of education, individual information around
academic performance, class behavior, as well as intellectual dis-
abilities can be at risk of being compromised [3]. Higher education
systems in particular can at times lag behind other industries in
their a�empt to maintain privacy and security [8]. Two large data
breaches occurred among Indiana universities. One occurred at
Butler University in 2014 that a�ected nearly 200,000 people and
sensitive information leaked ranged from social security numbers
to bank accounts [10]. Indiana University also experienced a simi-
lar size of data breach that cost the school approximately 130,000
dollars [10].

4.4 Online Accounts
Across social media, search engines, and other websites, massive
amounts of data are stored on individuals [15]. Facebook by itself
houses information on more than 900 million users which can
includes photos, friend lists, likes, shares, and as well as personal
information provided such as name and location [15]. Browsers
and operating systems collect online and mobile information about
users and also can track information across search history [15].
Online commerce takes up a large percentage of the retail market
[15]. With this, there is an increased number of transactions taking
place online which opens the doors to buyer history as well as
possible fraudulent activity among hackers and scammers who
wish to steal payment account information for their own bene�t
[15].

5 HOW CAN PRIVACY BE BETTER
PROTECTED?

Given the on-going need to understand consumers through data,
there are ways to further protect privacy among individuals, in-
cluding but not limited to:

5.1 Deidenti�cation of data
While not new to datamining and analytics, the ability to anonymize,
encrypt, or code the data in a way which removes PII can help to
protect one’s privacy [14]. Even with this process, there is always
the risk that a user may be re-identi�ed if multiple data points are
then grouped back together that give speci�cs about an individual
[9]

5.2 Privacy Preserving Data Mining (PPDM)
�is method highlights a two-prong approach where sensitive data,
such as an identi�cation number or phone number, is removed and
not used for data mining purposes [16]. Further, any results pro-
duced that could violate privacy are excluded [16]. �is approach
in Figure 2 details user roles [16]. Within each user role, privacy
concerns could exist among those involved in big data mining:

• Data Provider: �is would be considered a consumer who
may be sharing their information online with a company
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Figure 2: Data Mining Roles

during a transaction. Here, concerns around control can
a�ect behavior [16]

• Data Collector: �ose who collect the users’ informa-
tion want to ensure that the value of the data provided
is worthwhile without compromising privacy or security
[16].

• Data Miner: During the process of yielding insights, this
role’s main concern is to keep sensitive information from
unintended parties [16].

• Decision Maker: Application, ownership, representation,
and storage are privacy issues among decision makers as
they seek to understand insights from the sources and
people provided [16].

Given these concerns, there are also instances wheremaintaining
the original data may be needed. Another approach is reversible
privacy preserving data mining (RPPDM) [5]. �is technique still
preserves data privacy but also allows for a restore procedure to
take place in case there are issues that occured during the data
distortion process [5].

5.3 Individual Access, Control, and
Responsibility

Giving users an option to opt-in or opt-out of how their data is
collected and used may encourage consumers to play a more active
role in their online privacy. Informed consent can provide bene�ts
and drawbacks to both companies and consumers [14]. Adherence
is o�en higher in instances where users opt-out of certain features
or functions [15]. However, increased emphasis on obtaining con-
sent can also lead to fewer innovations and bene�ts to society
at large if consent has to be obtained for big data collection [15].
Giving someone the ability to access their own information can
alleviate privacy concerns but consumers are o�en unaware of this
possibility [14].

Another option to consider is similar to that adopted by the
European Union (EU), as one’s right to be forgo�en where users
can have their information removed from websites [9]. Tools and
other website information may also be available to give the users

more control of their data. One tool, personal.com, allows users
to gain access to personal information of theirs and control use
[15]. Unless individuals have a vested interest in their own privacy
management, then li�le improvement can be expected [14].

5.4 Increased Onus on Companies and
Organizations

While laws and regulations can only do so much, increased pres-
sure by government and consumers may in fact help to entice
these companies and organizations to improve their own policies
and procedures in a more proactive manner [7]. Ultimately, these
changes have to come from a leadership level to be e�ective across
the organization. While one could argue doing so is part of doing
good business, these additional measures can increase costs for or-
ganizations [7]. Areas to consider could include cross-functional
privacy sub-commi�ees, privacy impact assessments (PIA), and
cyber liability insurance [7].

5.5 SenseMaking (Privacy by Design System)
With disparate data sources being prevalent in any organization,
sensemaking allows for observations to live together [4]. �is
analytical big data platform was designed with privacy in mind
from the ground up with key features that cannot be disabled [4].
Features outlined by the system include elements related to full
a�ribution, data tethering, anonymized data analytics, audit logs
that are resistant to tampering, methods that favor false negatives
and correct for false positives, in addition to transfer accounting of
information [4].

6 CONCLUSION
As technological capabilities, level of knowledge, personal account-
ability, and experience evolve, so may the level of security and
process that maintains and protects one’s personal identi�able in-
formation (PII). However, the possibility of data being compromised
may always exist. While a consumer can take measures on their
own to be�er protect their privacy, companies and organizations
have to also be a partner in the data privacy preserving methods if
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they wish to use big data mining and analytics methods to their ad-
vantage. �is e�ort also helps to keep costs down as data breaches
can be very costly not only to an organization’s infrastructure and
resources but also to one’s reputation in their e�ort to conduct
good business with their constituents. �ere is no one method in
particular to show how to achieve the appropriate balance of big
data mining and privacy but continued e�ort in learning from big
data breaches will help to ensure that they occur less o�en and
with less harm to others when they do occur.
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ABSTRACT
Technological breakthroughs in military technology have put the
U.S. in a new a chapter of warfare. �ese advancements have
become realizations of what was at one time only deemed possi-
ble in science �ction, such as autonomous decision making and
weaponization of drones. �ese innovations provide unique ad-
vantages to the leaders of the technology and are too lucrative to
ignore. However, in coming years as these technologies push the
boundaries, decisions will need to be made in how much control
military leaders are willing to give to their new mechanic allies and
whether they should be passive, as they have been in the past, or
active participants on the ba�le�eld.
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1 INTRODUCTION
Among the many industries being transformed by the Big Data
movement, few carry more consequences than the changes being
experienced in the U.S. military due to the direct impact on human
life. It has been argued that the current changes could a�ect warfare
and diplomatic landscape on the same scale that nuclear weapons
did [1].

Traditionally, drones can be categorized as a re-usable, autonomous
vehicle either in the air or on the ground. In the air, these are
known as “Unmanned Aerial Vehicles”, or UAVs, and on the ground,
“Unmanned Ground Vehicles”, or UGVs. More recently, this has
expanded to USVs for “Unmanned Surface Vehicles” and UUVs for
“Unmanned Underwater Vehicles.” Our focus will remain primarily
on the former two types, UAVs and UGVs since these have been the
most long-standing types.

For most citizens, UAVs remain the more well known of the
two and have garnered more a�ention recently for their proposed
commercial and consumer uses. Unsurprisingly, this has created
rapid growth in the industry. In 2017 alone, the $6 billion industry
for these uses is expected to grow by 35%, roughly matching its
2016 growth [9]. While these market segments are growing quickly,
they remain in their nascent stages and dwarfed by drone spending
in the Department of Defense (DoD). To put the di�erence of size
in perspective, for the FY2018 budget, the DoD requested nearly $7
billion for the year in drone spending, which is the highest since
FY2013 and $3.3 billion than previously estimated four years ago
[10]. �is annual spending is no anomaly. Currently, the DoD is
responsible for nearly 90% of the spending in the UAV market [7].

�is continued investment in the drone program demonstrates a
clear vote of con�dence in the advancement of this technology and
its impact on military operations.

2 STRATEGIC ADVANTAGEWITH DRONES
One facet in the complexity of military planning is �nding the
path that gives the highest probability of success with the lowest
possible risk of casualties. In this light, the stakes of the problem
that technology is trying to solve with Big Data could not be higher.
Leaders are constantly trying to solve a constrained optimization
problem and when it comes to this overarching problem of mission
success, Big Data can be utilized to help the decision maker solve
the smaller sub-problems that comprise it, such as where to set up
surveillance, where and when to pursue the enemy, how to carry
out reconnaissance and how to disarm hazardous obstacles along
the way.

2.1 Surveillance
�e RQ-4 Global Hawk is currently America’s most expensive
surveillance drone, projected to cost nearly $428 million in 2018
[10]. Having �own missions for nearly 15 years now, the total cost
of this drone is over $14 billion [6]. �is drone provides a great
case study in the evolution of military drone capabilities for its long
track record, which stands at over 200,000 �ight hours [11].

Initially, the RQ-4 provided imagery through its equipped sen-
sors, which were for landscape topography (synthetic aperature
radar), navigation (electro-optical sensors) and heat signatures (in-
frared sensors). Later models have been equipped with features
that allow the antennae to move on its own for an improved signal
and a radar tracking system that allows its operators to zero in a
target from its surroundings (moving target indication).

�e advancement of sensors provides leaders with high resolu-
tion photos for strategic planning. In its current capability, images
can be obtained with up to a 1 foot resolution and targeting pre-
cision within a 60 foot radius from its maximum height of 65,000
feet [21]. However, it should be noted, the revolutionary aspect in
drones does not necessarily come entirely from its sensors. �e
U-2, which was �rst introduced in 1955 and famously downed over
the Russian border during the Cold War, can be retro��ed with
these sensors. �e stark di�erence modern aerial surveillance has
with its predecessors like the U-2 is that the current technology
allows the device to be unmanned. As a result, if a situation were
to occur like with the U-2 where the plane is downed, there is no
pilot to capture and a diplomatic crisis around hostage negotiation
is avoided. Along these lines, a similar situation played out in late
2016 when China captured an underwater U.S. drone with no major
diplomatic rami�cations. Additionally, unmanned drones allow for
�ight times that would likely push beyond the boundaries of human
focus and endurance since the RQ-4 can sustain �ights in excess of
30 hours [19].
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2.2 Swarms
One of the most exciting applications of drone technology revolves
around drone swarms. Spending in this category, broadly de�ned
as “Autonomy, Teaming and Swarms” has doubled in the last four
years [10]. With UGV spending stagnant over this period, this
program is now receiving twice as much funding, but is still only a
small fraction of the largest program, unmanned aircra�s, at 10% of
that spending. �e rapid growth in this program will undoubtedly
continue given the revolutionary nature of these swarms as it relates
to warfare.

�e public has been aware of this new technology since early
2016, but its development has been underway since at least 2014
[13]. �e program, however, did not gain mass a�ention until a 60
Minutes special aired in early 2017 introducing the Perdix drone
and demonstrating a mock swarm mission comprised of 103 Perdix
drones acting as a single unit [15].

�e Perdix drone looks similar to a toy airplane, weighing only a
pound andwith a wingspan of 6.5 inches. �is simple design re�ects
the expendability of each drone, which is one of the swarms major
advantages. In the swarm, there is no lead drone in the swarm and
therefore, no single vulnerability to a�ack if one of the drones was
taken down by the enemy [5]. As a result, each drone is designed to
work with other drones of the same type as a single unit to achieve
a given mission objective and �ll in any gaps if drones are no longer
functional. �ese drone swarms are intended to be able to scan
large areas very quickly, provide electronic jamming against the
enemy, create a wide communication area for ground troops or
confuse enemy radar [16].

In the 60 Minutes demonstration, these Perdix drones were
dropped from F-18 jets at the speed of sound, aggregated together
and collectively scanned an area, entirely on their own. �e inno-
vation in computing and Big Data allows the swarm to exist since
no human either individually or as part of a team could make the
calculations that these drones are making collectively to achieve
their mission.

At the moment, while also being a means of surveillance like
the RQ-4, these swarms are not a replacement for these traditional
drones, nor does that seem to be the end goal. �ese Perdix drones
have a �ight time of only 20 minutes currently and are �own at a
relatively low-altitude. �is compares with with the RQ-4, which
is considered a HALE, or High Altitude Long Endurance drone.
Additionally, the RQ-4 requires a team of nearly a dozen while
the swarm is given a directive by an operator on its objective and
requires no human intervention [8]. Lastly, with a unit cost of $235
million per unit, the RQ-4 holds an economic liability with any
enemy a�ack that the Perdix does not at only $30, 000 per unit.

Eventually, these swarm drones are expected to have the capa-
bility to be aggregated together by the thousands and carry out
overwhelming and confusing a�acks on enemies. It has been prop-
erly described as the “di�erence between a wolf pack and just li�le
wolves[8].”

2.3 Disarmament and Detection
Of these two drone segments, UAVs remain by far the larger of
the two with spending on UAVs nearly 20x that of UGVs[10]. To
date, UGVs have been responsible for aiding ground troops in their

mission. While this could come in the form of reconnaissance
or in helping carry heavy loads, explosive detection has arguably
been the most important impact for their ability to screen areas
for improvised explosive devices (IEDs) along paths that ground
troops must travel to complete their mission.

In comparison to aerial innovations, UGV development has de-
veloped at a slower pace when it comes to full autonomy. �is
is largely due to the nature of challenges a ground drone faces in
navigation versus �ying. Namely, how to deal with uneven ter-
rain and unpredictable obstacles [14]. Nonetheless, user operated
UGVs have proven to be a tremendous advantage as it relates to
disarmament and detection.

To circumvent the endless and unique possible situations a UGV
could be faced with, the military been innovative in the way these
UGVs are deployed instead to avoid these hurdles. For example,
soldiers can now throw a �ve pound UGV from a height of up to
15 feet to begin a reconnaissance or bomb detection mission [18].
�is allows them to be thrown on top of a roof or into openings
that humans might not be able to �t. �ese robots are equipped
with video cameras and various sensors to relay information about
the landscape back to the operator.

3 RECENT DEVELOPMENTS
In the �eld of surveillance, one of the newest drones being pursued
is the Zephyr 8, a solar powered drone that can �y for 45 days
continuously. �is �ight time allows the drone to be launched in
the U.S. and reach destinations like Afghanistan on its own, but
perhaps even more incredible is the amount of data this drone can
produce. Speci�cally, it �ies at a height of nearly 12.5 miles in the
sky, far exceeding the height needed to see the curvature of the
Earth, but can still take pictures at the precision of 6-inch resolution.
�is height allows surveillance of 386 square miles and coupled
with this resolution, this becomes a large data set very quickly [3].
One of the newest developments in drone technology by the U.S.
military does not categorize as a UAV or UGV, but instead as a USV,
for Unmanned Surface Vehicle. �ese are autonomous boats with
the most famous example to date being the Sea Hunter, which was
introduced in 2016. �is massive vessel, with the length of 132 feet
and 135 tons, was built to track diesel submarines and detect mines
[17]. It is a major innovation for the U.S. military for its range,
which is 12,000 miles on a single tank of gas, and its economic
savings, which is 2% of what a traditional ship costs to operate
daily. [20] [4]. Or, framed di�erently, the U.S. military can operate
50 of these Sea Hunter ships for the same cost as one traditional
ship. �is has proven to be a Big Data and computational marvel
as the ship operates autonomously through 36 computers running
50 million lines of code [15].

4 FUTURE DEVELOPMENTS
One of the aspirational areas of future drone development for the
military is in the �eld of Micro Air Vehicles (MAVs), which as the
name implies, are extremely small UAVs, such as the size of a small
bird. Even within that area, there is a growing interest in Nano Air
Vehicles, which could be the size of an insect. �e future of this
technology is for troops to gain intelligence on areas that would be
either too dangerous or physically impossible to enter.

2

122



One of the more well-known MAVs is the Black Hornet Nano.
�e drone measures 4 inches in length and is an inch wide with
the weight of just a half an ounce, or the weight of 3 pieces of
paper. �is drone has three cameras and can �y for 20 minutes
non-stop. Interestingly, the drone is designed to stream video back
to its operators to avoid the risk of footage being compromised if it
were stored locally. While this is all extremely impressive, future
developments are pushing to make these MAVs even smaller. How-
ever, the smaller and lighter these MAVs become, the harder they
become for a user to control. �e reason being is that the smaller
they are, the more sensitive they become to cross winds, the more
di�cult they are to equip with navigation sensors and the smaller
�eld of vision the camera has. However, the inability to be detected
by enemies is a tremendous advantage and to circumvent these
piloting issues, work is being done to make them fully autonomous,
potentially even as a swarm.

5 INTEGRATION OF DRONE TECHNOLOGIES
One of the beautiful aspects of technological innovation are the
synergies created. For the U.S. military, these synergies in the
context of the Big Data movement are opening new possibilities
with di�cult questions that will eventually have to be answered.
An example of this is how or if drones should be weaponized, even
if their decision making is superior to humans.

Without Big Data this debate could never take place. For example,
one of the highest resolution drone surveillance cameras in 2014,
ARGUS-IS, disclosed some, but not all, of its features as some parts
remained classi�ed. It was equipped with a 1.8 billion megapixel
camera that could monitor 10 square miles and store all of this
information, which works out to be 6 petabytes of data daily [2].

�is information accumulation allows greater monitoring of
potential targets. Namely, if a known target is tagged and tracked,
pictures can be taken at di�erent angles and stored in a database.
�is ability to accumulate a massive amount of data improves the
accuracy of facial recognition. One demonstration showed how a
low-altitude drone could be coupled with a UGV and USV against
an enemy. �e low-altitude and UGV would work in conjunction
with each other to carry out a reconnaissance and scan an area and
once a match of the target has been found, communicate this to
the USV in a di�erent location to �re the weapon systems on the
target [15].

While this chain of events is currently possible, which is to a�ack
an enemy with no human interaction, there is a di�cult ethical
choice to be made in how, or if, these drones will be integrated with
respect to weaponization. Even if computers are able to make be�er
decisions on facial recognition, which recent evidence suggests that
they can, there remains a large reluctance to open this potential
Pandora’s box as a new type of warfare [12].

6 CONCLUSION
Adoption of drone and autonomous technology has become the
modern arms race and the U.S. has shown itself willing to push
to the forefront of these new technologies. �is new arms race is
unlike the nuclear arms race in that there is no clear �rst mover,
or innovator, advantage. Instead, in the era of Big Data, as shown
in the use example of these technologies, the operator that is best

able to use the vast amount of information available to them simul-
taneously will hold the advantage. �e U.S. is making promising
steps towards this end and will face new, di�cult choices in how
to integrate these innovations.
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ABSTRACT
NOSQL databases play an integral part in analyzing and organiz-
ing vast quantities of data. �e recent advancement of big data
applications involve datasets which are fast changing, massive and
diverse in nature. As innovation of big data progresses, next big
thing comes to the world of development is where to store this
voluminous data which is core of any big data application. With
the evolution of NOSQL databases data storage problem was re-
solved but a new concern has risen sharply, the �Security�. In
today�s world data governance, in form of data security plays
a most imperative role in success of every organization. NoSQL
databases are designed to deliver real time performance in keeping
large volume of data stored but while developing these databases
security was not a primary subject rather performance, velocity,
scalability were top of the list. �is paper talks about the security
aspect of NOSQL databases in big data application and how organi-
zations can implement NOSQL databases considering the security
and whether having these databases a wise decision on picking up
right databases in big data application.

KEYWORDS
NoSQL databases, Security, HID348, BigData Applications inNOSQL,
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1 INTRODUCTION OF NOSQL IN BIG DATA
In last 20 years we have seen the data boom where the volume,
velocity and variety of data has increased almost nine times and
within last �ve years it has become even more. Big Data refers to
collection of large volume of data characterized as multi �V� [6].
Big Data and Data intensive technologies are going through a tech-
nological advancements with relation to all aspect of human activity
[3]. NoSQL, �Not Only SQL� is a non-relational databases which is
certainly popular databases which are scalable, help in large big data
application deployment, easy to implement and highly usable in
storing unstructured and semi structured data. NOSQL databases
are also very cost e�cient and most of the time these are open
source. When scale this solution, the cost factor not always gauge
with security. �is databases are di�erent. NoSQL is designed to be
accessed by trusted clients. NoSQL databases are �exible databases
used in big data applications and real time web apps. �ese kind of
databases do not have a prede�ned schema and a �exibility in data
model are the feature which can be a great bene�t for the companies
to implement this product[6]. NOSQL also has not prede�ned data
structures along with ability to handle huge amount of unstructured
data. NOSQL databases also have remarkable bene�ts in scaling,
it uses scale out/horizontal scaling methods whereas traditional

relationship databases use vertical scaling or scaling up. In today�s
world 90 percent of use cases are not required a relational database,
RDDMS is o�en implemented because of support from IT team and
which can be easily productionize. Since successful applications are
gaining more users and more data in every second scaling become
an essential part of big data industry. Along with aforesaid bene�ts
NOSQL databases carry a signi�cant security risks where compro-
mising data is possible occurrence [2]. �ere have been studies
on whether NoSQL databases can stand alone in the organization
and truly used against relational databases keeping in mind the
importance of data.

2 SECURITY ISSUES IN NOSQL DATABASES
�ere are many security issues in big data. �emost important secu-
rity issue is data protection and access control[2]. NoSQL databases
are great for big data but security is repeatedly lacking in NOSQL
applications. �ere is a high need of having access control on the
semantic layer of the data as well as in place superior a�ribute
relationship methodology. As NOSQL databases are designed to
provide real time performance while managing large volume of
data there is a risk of security implication moving from relational
databases to NOSQL database. Currently NOSQL databases are
in evolutionary stage of their lifecycle and as they progress daily,
security protocols for NOSQL databases are not well de�ned yet.
Days are probably not far when we would see a data breach from
NOSQL injections[2]. �estion is whether NOSQL is really that vul-
nerable to security breach. �ere are two aspect of answering this
question. Firstly, NOSQL databases are designed to hold gigabytes
of data which is a golden ball to a�ackers, secondly, since NOSQL
databases are primarily developed for performance impressive and
as high scalable product security was not at all primary. Many
of the NOSQL products recommend users to have the TCP/IP in
trusted environment but in an internet��enabled world relaying
on network would be too dangerous to have. Security measures
are mainly divided into four main categories such as Injection,
Authentication, Authorization and Con�dentiality.

2.1 Injection Attack-
Every databases are built on certain languages. To a�ack any
databases it is required to know which language is used. SQL
injection a�acks are increasing daily and NOSQL databases are
mostly vulnerable to these a�acks. Since NOSQL databases do not
use SQL, instead use JavaScript Object Notation (JSON) query lan-
guage and HTTP API that makes traditional injection obsolete. In
recent times Schema injections are used most frequently to use as
an extra protection layer. �ere are two type of schema injection
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overrides can be implemented. First is override schema in JSON
object itself and another is external override schema [3].

2.2 Authentication-
Authentications are most important aspect of any databases irre-
spective of the type, especially in NOSQL database, there is a need of
strong authentication channel, strong password protectionmethods
and password bruteforcing opportunism. In NOSQL authentication
was not enables at all when starting newly established application.
Two types of authentication methods which strongly need to be
enables in NOSQL databases are, HTTP/RESTful authentication
and Non-HTTP/RESTful authentication. Databases such as Apche
CouchDB uses one of three types of authentication HTTP Basic,
DIGEST or Coockie based authentication [3]. �ere is a lack of
usability of SSL and encryption in these kind of databases where
HTTP authentications are used. A reverse proxy server or loan
bouncer is advisable for these databases.

2.3 Authorization-
In relational database Data control language or DCL plays a secure
role in table level security measures. �is is native access control
built in to the language. In NOSQL there is no such DCL concept
available right now except for database level access control it is
more architecture dependent [5]. Most NOSQL databases have some
common authentication feature as Admin role which is related to
DML access role in relational database. In general authorization is
not required unless it is enabled for almost all NOSQL databases
which can pose to data security risk.

2.4 Con�dentiality-
�ere is a lack of con�dentiality exists in NOSQL database archi-
tecture. �ere is some SSL support but beyond that there is no
extra SSL layer to support con�dentiality[3]. �ere are third party
so�ware companies available which can provide support by adding
a proxy servers to encrypt the data and users information, added
to an extra cost.

3 OTHER SECURITY ISSUES OF NOSQL
DATABASE-

Most of the NOSQL databases currently used have a very thin
security layer along with string clustering mechanism which create
more challenges in security implementation. �ere is a risk of
security breaches from insider a�ack due to poor logging and log
analysis method. �ere is also auditing risk in NOSQL security
along with risk of database a�acks when data at rest, in motion
and in use stage.

4 SECURING NOSQL ENVIRONMENT-
�ere are couple of ways we can secure NOSQL deployments. �ere
needs to be a trusted operating environment in place and there are
necessities to understand on how the data are input and output
from the system. �ere has to be access control on SSL encryption.
Since these databases cannot operate on their own and o�en times
these services are run on public IP addresses. �ere is a prerequi-
site of adding additional VPN into the architecture and increase

TCO deployment times by adding an additional security layer. Be-
sides, NOSQL environment need to be tight on validation. Since
the NOSQL injection a�ack surface is diverse schema, JavaScript
and query injection a�acks a�ect NOSQL architecture di�erently.
In order to prevent these a�acks, it is necessary to understand
how these a�acks can a�ect the application as a whole along with
NOSQL environment. �ere has to be a continuous validation to
non-traditional injection a�acks. Last but not the least there is a
constant communication to the NOSQL vendor is highly opted in.
Since NOSQL vendors have frequent releases, adding features to
the NOSQL system is necessary to keep the environment secure.

5 NOSQL DATABASES AND SECURITY
FEATURES-

Based on data storage model, NOSQL databases are categorized
in following four sub categories. Such as, Key- Value databases,
Colum databases, Document Databases, Graph Databases [3]. Main
security feature of some of the NOSQL databases are discussed.

5.1 MongoDB
MongoDB is a document database with high performance, large
scale high availability, and robust system. It is designed to run on
top of data driven applications high level programming models,
computing resources and process of automation. Trusted environ-
ment is the default option and is recommended. It is o�en be�er
to run the database in a trusted environment with no in-database
security authentication [3] . All data in MongoDB are stored as
a plain text and overall environment lacks of data encryption [3].
Since MongoDB does not provide automatic encryption, a�ack-
ers can easily access database �les to extract information. Binary
wire level protocols are not well connected to the client causing a
lack of authentication support. MongoDB architecture is built on
JavaScript language which is more prone to a�ack due to being an
interpreted language. Even further MongoDB does not support data
validation and data auditing and since authentication information
is hash encrypted in MD5 algorithm there is a potential risk due to
MD5 less tight security measures [1].

5.2 Apache Cassandra
Apache Cassandra Is a column based database which is distributed
storage system. Files in Cassandra are kept unencrypted and there
is no mechanism of automatic data encryption. �ere is a potential
security compromise when database and client communicate due to
lack of encryption as well. Cassandra has its own Cassandra query
language or CQL which is disposed to to external security injection
a�acks [1]. �ough Cassandra provides an encrypted intercluster
network communication where enabling this feature is required
from an external client.

5.3 Redis
Redis is an open source key-value store which is designed to be
accessed by trusted clients inside trusted environment. [1] �ere
is a key value match in these type of databases and data is stored
in the key value pair. Which means it is not a inordinate idea to
expose Redis instances directly to the internet where untrusted
clients can directly access TCP/IP port and external intrusion is
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very much conceivable. Network security is highly desirable for
this environment where access to Rediss port should be denied to
any kind of external access point preventing with a �rewall. Redis
is hard to protect from being accessed by external networks and
many instances are exposed to public IP addresses [3].

5.4 Apache HBase
Apache HBase- Apache HBase is an open source column based
database model. HBase is scaled to handle millions of data sets
and billons of column and rows in form of unstructured and semi
structured format by using wide variety of di�erent structures and
schemas [7]. Data security of HBase depends on SSH for internode
communication [7]. It has security and authentication layer added
to an extract security protocol.

5.5 Neo4J
Neo4J is an open source graph databases which uses SSL protocol
to communicate between database and client. �ere is no data en-
cryption between database server and client which allows potential
security vulnerability. It provides node level data security based on
ACL�s with groups, users and variety odd access levels. �ough
user authentication is prevailing in Neo4J, there is a lack of security
in overall database level [3].

5.6 Apache CouchDB
Apache CouchDB is a document databases which allows any request
to be made by anyone, any rogue client could enter along and delete
a database [4]. Default installation in the interest is compromised.
CouchDB supports authentication on coockie and password but
there is no encryption in database level as well as client server
commutation level. Authentication in this environment is only
at database level and access control accepts only single user role
authentication [4].

6 CONCLUSION
With the growth of big data, organizations more into NOSQL
databases where security is a growing concern. �ough we found
there are severe security issues in most of the NOSQL databases
which are used today in big data environment. Lack of security
measures put extra sensitivity to the overall big data applications
being NOSQL databases are heart of any big data project. �ough
not reached at pick, constant evaluation and research are in process
to make NOSQL databases more secure in near future.
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ABSTRACT
We discuss Big Data Applications in predictive sports models. �e
various models use greatly varying forms of data as inputs. �ese
statistics vary from individual statistics such as FIFA ratings and
shot percentages, to team statistics such as past match results or
possessions per game. �e models examined include genetic tun-
ing, neural networks, and ”per possession” models. A�er loading
data from a database, the data is run through one of the various
models, which produces a prediction about future matches. �ese
predictions come in the form of continuous predictions such as goal
di�erence or projected goal totals for each team involved, or clas-
si�cation problems, such as big win, draw, or small loss. Many of
the models had li�le success in creating accurate predictions based
on a variety of statistics, while others made extremely accurate
predictions based on extremely small data sets. In general, models
that used speci�c, small data sets performed be�er than those that
used more complicated, speci�c data.
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1 INTRODUCTION
�e sports industry produces a lot of money, and because of this,
analysis of sporting events has become increasingly explored �eld.
As technology improves, more andmore data is generated regarding
sporting events. �erefore, there have been numerous a�empts
to create functions that predict the outcomes of sporting events.
Many e�orts a�empt to create neural networks to model these
outcomes. Others use genetic pruning algorithms. Others break
sporting events down into possessions and create a ”per possession”
model to predict the points scored by each competing party. Still
more use a combination of all of these. By using various statistics,
the results of a signi�cant number of games can be predicted. Most
models bridge the gap between data and knowledge by making an
assumption about what can be drawn from the data. For example,
we examine one model that makes the assumption that a soccer
team’s performance is correlated to its previous �ve performances.
�is assumption describes the way a model a�empts to create
knowledge and some sort of consistent predictive accuracy based
on just numbers. �ese types of assumptions are key in both the
creation of new models that deal with this type of complicated
problem, as well as evaluation of previous models. By being aware
of them and taking them into account, we examine several models
and the assumptions they make. Furthermore, we examine the
importance of these assumptions relative to the speci�city and size
of the data used in the model.

Table 1: Features of Expected Goals Model [1]

2 EXPECTED GOALS MODEL
Arguably the most common method of predicting the results of
soccer games is to create a prediction of the number of goals scored
by each team . �e result of subtracting these two numbers gives
not only a prediction of which team will win, but an inherent
level of con�dence proportional to the di�erence of each predicted
number of goals [1]. �is model creates an ”expected goals value”
by predicting the number of shots and assigning each of these shots
a value. �ese values are based on a�ributes such as angle from the
goal, distance to the goal, body part used to take the shot, what type
of approach was used to obtain the shot (dribble, short pass, long
pass, etc.), and even the relevant FIFA video game ratings of the
player taking the shot, as shown in Table 1. Each value represents
the predicted likelihood of scoring, with 0 being an impossible shot
and 1 being a sure goal. By summing these values and incorporating
the FIFA rating of the opposing goalkeeper, an expected goals value
for a team is obtained. �is model is able to predict the number of
goals scored by each team about 20% of the time. �e correct result
of the match was found about 56% of the time [1]. While the data
was extremely speci�c, the general assumption that a team’s goals
in a given match correlate to the quality of the shots the team gets
plus the quality of the striker was extremely ine�ective.

2.1 Bivariate Expected Goals Model
A �awwith the previous example of an expected goals model is that
it accounted only for the a�ack team’s ability in its goal predictions.
Apart from the ability of the goalkeeper, there is no accounting
for the defensive ability of an opponent in prediction of expected
goals. In a di�erent model, defensive ability and a�acking ability
are both incorporated. �e authors of this method created their
model based on the idea that the goals scored two competing soccer
teams are negatively correlated with one another. By using a bivari-
ate Poisson model for soccer data, the authors created predictions
for the number of goals scored by each team in a given match, and
therefore the results of each game[2]. �e covariates used in the
bivariate Poisson regression model include: GDP per capita, popu-
lation, home advantage, bookmaker’s odds, market value, number
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of Champion’s League players, number of club teammates, and the
age of the coach. By running 1,000,000 simulations on the European
Championships in 2016, predictions for each match were created,
along with odds for each team to reach each round of the tour-
nament. �e odds of the model outperformed bookmakers’ odds
42.22% to 39.23% in predictive accuracy[2]. �e authors used their
model in placing equal bets on every bet in the tournament with
the service that provided the most favorable odds to the outcome
predicted by their model. In doing so, they obtained a return of
30.28% a�er the tournament. �e authors concluded that the scores
of two soccer teams are indeed negatively correlated and that this
is a sound notion to base a predictive model on [2].

3 NEURAL NETWORK METHOD USING PAST
MATCH RESULTS

Another method of prediction solely uses past results to predict
future results. In this method, a predictive model is based on the
intuitive proposition that if team 1 has won their previous few
games, team 2 has lost their previous few games, and team 1 has
beaten team 2 the last two times they have played, team 1 will
beat team 2[3]. �e model proposed in this article assigns a value
in the range [-5, 5] to the last �ve games played by each team as
well as the last two games played between the two teams. �e
higher the number, the bigger the win. �e lower the number, the
bigger the loss. �e predicted result of a game is a function of
these numbers. �rough a combination of a fuzzy logic table and a
neural network algorithm, a result is predicted. First, the authors
created a table with every possible value of x1-x12. Each of these
combinations was then associated with a predicted result and a
weight in the interval [0, 1] that indicated the con�dence in the
predicted result. �ese initial con�dence intervals were then tuned
�e predicted result is drawn from the range [Big loss (BL), Small
loss (SL), Draw (D), Small win (SW), Big win (BW)][3]. Using a
sample size of 1056 matches, the source” assigned weights to the
nodes in the neural network as in Figure 1. �e trained model was
applied to 350 results from other seasons and was correct when
predicting a big loss 91.4% of the time, a small loss 83.3% of the
time, a draw 87% of the time, a small win 84% of the time, and a
big win 94.6% of the time[3]. �is model greatly outperforms the
previous model examined. However, the authors do cite �aws that
come from not considering factors such as injured or suspended
players, refereeing, or weather conditions [3].

Furthermore, this method’s already impressive predictive ac-
curacy could also be improved by taking into account strength of
schedule, as a team that has narrowly won its last �ve games against
very weak opponents would be favored against a team that has
narrowly lost against very strong opponents. �e machine learning
techniques implemented in this study could have been improved
by incorporating opponents’ results into the model, giving more
weight to wins against good teams.

4 NCAA ANALYSIS
In college basketball, the commi�ee that decides who gets into the
NCAA tournament makes use of a ranking system called Ratings
Percentage Index, or RPI. RPI weights .25 of a team’s ranking on
their win percentage, .5 on their opponents’ win percentage, and

Figure 1: Depiction of the neural network algorithm. x1-x5
and x6-x10 represent the results from each team’s last �ve
games, while x11 and x12 represent the results from the pre-
vious two games between the teams [3]

.25 on their opponents’ opponents’ win percentage. [4] �is system
is designed to encourage teams to schedule di�cult opponents, as a
large portion of the rankings is based on strength of schedule. �is
formula has signi�cant in�uence on where teams are ranked. Un-
fortunately, ”the RPI lacks theoretical justi�cation from a statistical
standpoint.” [4] In general, it is believed that the model places too
much emphasis on strength of schedule and not enough on perfor-
mance. A�empts to utilize an improved version of this model have
made an impact on seeding in college soccer and baseball as well.
In these sports, wins are weighted to give more ranking points
to an away win than a home win.[4] �ese types of alterations,
however, do not address the fact that 75% of this ranking comes
from a team’s strength of schedule. �is type of bias favors teams
that are in strong conferences, even if they have poor records in
their conference.

4.1 Per Possession Analysis
A proposed alternative to RPI is to use a ”per possession model,”
or a model that predicts outcomes using statistics that are used
in the context of e�ciency with possessions. For example, o�en-
sive e�ciency is found by dividing points scored by possessions
and defensive e�ciency is found by dividing points allowed by
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possessions citation[5]. �ese statistics are then used to calculate
an o�ensive e�ciency adjusted by the perceived strength of the
opponent. Adjusted o�ensive e�ciency, for example, is calculated
by multiplying o�ensive e�ciency by the average national o�en-
sive e�ciency then dividing this number by the adjusted defensive
e�ciency of an opponent citation. By combining these adjusted
e�ciencies with other factors such as home court advantage, the
authors made several models which created an estimation for ”win
probability,” which can in turn be used to predict individual match
outcomes or create a ranking system. By using win probability,
the study we examine created models based on decision trees, rule
learners, arti�cial neural networks, naive Bayes, and ensemble
learners citation. �e neural network and naive Bayes models were
the most e�ective models, both predicting outcomes with about
72% accuracy. A surprising observation from the authors is that
simpler models tend to work be�er than more complicated ones
citation. Similarly, a�empting to incorporate more features into the
models tended to decrease predictive accuracy citation. �e authors
believe that there is a ”glass ceiling” when it comes to accuracy
predicting sporting events of around 74% citation. Each of these
models is unable to predict any individual season at a rate greater
than 74%.[5]

5 CONCLUSION
Basic statistics are being used in all sorts of analysis of sporting
events. Advances in machine learning make it possible to create
highly e�ective models to predict the outcomes of sporting events
based on past performances. One model examined used numerous
statistics as inputs to predict the number of goals scored by a certain
team, and barely predicted results be�er than random selection.
Another used advanced statistics based ”pace of play” and the ef-
�ciency of each team involved. Using these statistics, the authors
concluded that simplest models worked best, and predicted the
results of games correctly about 72% of the time. Finally, a model
that used simple inputs, the previous few results of either teams,
into a neural network provided stunning accuracy in predicting
the results of games. �is reinforces the notion that simple inputs,
especially those involving neural networks, provide the greatest
accuracy in predicting the outcome of sporting events.
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ABSTRACT
SQL database is the most usual database we use, the constitution
of sql style database is easy for us to do data storage and search.
According to the Artur’s testing [1], he using many di�erences
sql and nosql database to testing the insert performance for large
amount of data(one million rows of randomized string) in the same
time, and nosql databases always has best performance when insert
large data. So when we need to deal with big data, SQL database
is no longer handy for big data application. Even nosql database
doesn’t �t into every situation, but the mass data produce ability
allow nosql database support most of big data applications and
analytic.
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1 INTRODUCTION
SQL and NosQL database have same goal which is to storage data,
but they have di�erent strategy about storage data by di�erence
storage mode. As we know, SQL database using tables to storage
data, the primary key and foreign key allow user making connection
between several di�erent tables. Table type storage mode is well
organize, but it is less �exibly for some situation. For example
we have a table which content two columns “Item”and“price”, and
one item’s price still negotiate with the retail, so we want to put
“Processing” at the price area; but the price area already set up only
allow user import number data, so user can’t make any �exible
change to import data into table for meet the business need. Unlike
SQL database only have one type of storage model, nosql database
have four di�erences storage model based on the data categories,
they are “Column, Document, Key value, and Graph”[10]. For
example, nosql using key value which similar to JOSN to storage
data, user can import any type of data inside the �le, and the same
type of �le will storage as a collection. According to the nosql
storage de�nition, the main di�erences of storage model between
sql and nosql database is “Compared to relational databases, for
example, collections could be considered analogous to tables and
documents analogous to records. But they are di�erent: every
record in a table has the same sequence of �elds, while documents
in a collection may have �elds that are completely di�erent.” [10].
Nosql supporting variable types of data storage, this advantage
make nosql more suitable for big data application. �e following
section will discuss why nosql database have be�er performance for
big data applications than traditional sql database, the advantage
and drawback of nosql database.

2 MYSQL DATABASE VS NOSQL DATABASE
�e above examples show that nosql database is much be�er than
SQL database, but nosql database still has shortage at some domain
compare with sql database. For example, the forma�ing of the
table in SQL database has really strict data schema constraint, user
only can import data by following the rule that already set up in
the table, and this make sql database steady and rarely have error
at data storage. �e �exibility of nosql data storage might cause
error happen according to jepsen’s idea, “In this post, we’ll see
that Mongo’s consistency model is broken by design: not only can
”strictly consistent” reads see stale versions of documents, but they
can also return garbage data from writes that never should have
occurred. �e former is (as far as I know) a new result which runs
contrary to all of Mongo’s consistency documentation. �e la�er
has been a documented issue in Mongo for some time. We’ll also
touch on a result from the previous Jepsen post: almost all write
concern levels allow data loss.” [4]. Even the reliability of nosql is
not good enough as sql, but nosql still be�er for big data application
because of its cost-performance, Scalability, and CAP(Consistency-
Availability-Partition Tolerance).

Cost-performance is important when dealing with big data be-
cause the storage cost can be huge if using sql database to storage
large amount of data. Dezyre mention that “RDBMS requires a
higher degree of Normalization i.e. data needs to be broken down
into several small logical tables to avoid data redundancy and du-
plication” [3], even normalization can meke database become well
organized, but the cost of normalization will be huge if the data
type and amount is huge. Nosql using collection to storage data
which allow user using less time to import and search data, no need
to classify the type of each �le in nosql database.

�e scalability of nosql database allow user improve their appli-
cation performance and response speed, according to dezyre’s idea
“NoSQL Databases like the HBase, Couchbase and MongoD, scale
horizontally with the addition ofextra nodes (commodity database
servers) to the resource pool, so that the load can be distributed
easily. ” [3];the tables in sql database have relatedness, so we usu-
ally need to use join function to select data, so every data for one
application must to be in the same server. �e �les in nosql have
no relatedness, so storage the data in di�erent server is feasible
for nosql, then when the application growth require more servers
to support, nosql database can simply adding servers to meet the
business growth need.

Eric Brewer point out the cap theory for distributed system, “�e
Availability and Consistency that I mentioned comes, of course,
from the misunderstood CAP theorem, that - so people say states
that you can only choose 2 out of the 3 Consistency: every read
would get you the most recent write Availability: every node (if not
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failed) always executes queries Partition-tolerance: even if the con-
nections between nodes are down, the other two (A & C) promises,
are kept. ” [7]. �is theory represent that a distributed system
can not satis�ed consistency, availability, and partition-tolerance
in the same time. For sql database,“ACID (an acronym for Atomic-
ity, Consistency Isolation, Durability) is a concept that Database
Professionals generally look for when evaluating databases and
application architectures. For a reliable database all these four at-
tributes should be achieved.” [8], the ACID theory for SQL database
is seems like making sql database more reliable than nosql data-
base. But reliable is the contradiction of performance, which mean
if the business become more complicated, the performance of sql
database will be decrease.

3 THE ADVANTAGE OF USING NOSQL
DATABASE FOR BIG DATA APPLICATIONS

�ere are three main advantages of using nosql database for big
data application, �exible data model, high scalability, high perfor-
mance. �e data model in nosql database is �exible, user don’t
need to set up the �le property at the beginning and custom the
data storage forma�ing at anytime[5]. For example, if our big data
analysis application is ge�ing data from the third party platform
like face book, the data from the third party platform is multifari-
ous like target user information, physical and social graph. So the
�exible data model allow application collect multifarious kind of
data without bother the type of data which going to collect advance.
When collecting new kind of data, nosql no need edit the table or
create a new column which allow the developer focus more on the
analysis area instead of modify the collecting data type.

High scalability can save huge cost for upgrade the database to
meet the business need. �e extend model for sql database is scale
up, which mean if the user is increasing, we need to have be�er
server for satisfy the new usage [6]. Be�er server need be�er CPU,
hard disk, and ram to content all the table, this make the upgrade
become super expensive. In the other side, the upgrade method
for nosql is much economic. At previous section, I mention that
the data storage in nosql is distributed, so the upgrade method for
nosql database is horizontally expanded. For �t the increasing of
data storage, we just need to add new server which has exactly
same spec or even lower spec, because we don’t need to put all
the data into one server. Cassandra is one of the best example, the
architecture of cassandra is similar to p2p model, so we can simply
add new node to expend the cluster [2]. �erefore the scalability
of nosql make upgrade much more easier and cheaper for big data
application.

Nosql have really high performance in reading and update data
because of the data model of nosql is simply and no relational.
According to the Penchikala’s article [9], Sql using�ery Cache,
so the cache will lose e�cacy when every time update the cache,
so this kind of cache have lowe performance; �e Cache of nosql is
recording level which have much higher performance.

4 CONCLUSIONS
�e limitation of traditional sql database no longer can meet the
demand of big data applicaiton, because the performance of sql
database to deal large amount of data is lower. Under the mass

data application environment, nosql has more agility to deploy new
model on big data application, and the expand of nosql database is
easier and cheap compare with sql database.
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ABSTRACT
�is case study evaluates being data application in Amazon, with
speci�c focus on how the company has employed big data to en-
hance its performance. Amazon has created robust applications
from big data that has enabled it to give customers more targeted
product recommendations and enhance the quality of care for them.
�e all-rounded customer pro�les created using big data resources
has enabled the �rm to send customized and personalized market-
ing messages for its customers. Other �rms have also adopted the
big data tools o�ered by Amazon to enhance their performance and
revenue �ows. �e other parts of the paper evaluate how amazon
used big data to enhance operations and improve its performance.
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1 INTRODUCTION
�e ability to generate and exchange information has increased
tremendously over the recent past. �is growth is driven by the
easy availability and a�ordability of the computing as well as the
ubiquity of the internet [3]. In the current businesses world, almost
everything is conducted electronically. �ere is a lot of information
exchange and engagement over the internet, as well as selling and
buying of products. Amazon is one of the leading giants in the ap-
plication of big data. �e �rm is one of the pioneers of e-commerce,
and one of its most outstanding innovations in this domain is the
personalized recommendation system. �e foundation of the sys-
tem is big data, which is usually collected from the customers. �e
�rm has received various coveted awards due to its excellent in-
novations and application of big data [3]. �e �rm has leveraged
big data in the recent past to enhance its performance as well as
service delivery to the customers. Together with other major �rms
in the internet services industry, Amazon acknowledged the signif-
icance of big data in the initial years of 2000, and then immediately
focused on adequately using the big database of clients shopping
on its online platforms.
Big data operates on the concept of the power of suggestion, as
fronted by psychologists. �ey claim that by pu�ing something
that an individual may like in front of them, then they may have
strong desire to purchase it. Amazon employed this philosophy by
leveraging their customer data and transforming its system into
a high powered one that is focused on the customer. �e �rm�s
systems have been ge�ing be�er by the day and expected to be
even more superior in the near future.

2 PRODUCT RECOMMENDER SYSTEM
In the recent past, Amazon has moved from operating as a pure
e-commerce �rm to a major player in the internet services industry,
with focus on o�ering a wide variety of services to both individuals
as well as companies. �e �rm started to shi� its focus on big data
and started the journey to transition from a typical online retailer
into one a major force in the realm of big data. Around 2000, the
company, along with other internet �rms such as Google, Yahoo,
and Twi�er realized that they had voluminous data about their
customers, which could be put used to improve their performance.
Although the other �rms did not initially concentrate majorly on
big data, Amazon swi�ly moved to take advantage of the invaluable
database of individuals who used its e-commerce platforms around
the world to shop. �e team charged with the responsibility of
recommending the products to the customers came up with inno-
vative strategies that the �rm could make use of the data collected
by the �rm about their customers. �e end result of the move was
a huge success in big data, which revolutionized how the company
did business.
As amajor player in the e-commerce domain, the success of Amazon
was always pegged on availing the right products to the customers.
�e e�cacy of providing the right products for the customers in
turn largely depended on a proper understanding of the needs of
the consumers. A proper market research was necessary in order to
understand the customer�s needs and tastes. Since it was founded,
Amazon has created a name for itself because of its superior product
recommender system, which suggests products to consumers on
the basis of their last purchase. �e major driving force behind the
recommender system is the data gathered from the customers.
�e product recommender system is essential for the personaliza-
tion of each customer�s experience when they are shopping in the
�rm�s online store [6]. �e �rm employs collaborative �ltering and
clustering algorithms to classify clients on the basis of preferences.
Customers are grouped on the basis of same search as well as col-
laborative �ltering between items. Content-based search employs
the shopping history of customers and item ratings to establish a
search query capable of �nding other items that match the tastes
of consumers. For instance, if a customer purchases a book, the
product recommender systems will suggest books from the same
author, publisher, or subject area. �e product recommendations
are not only used by the company in the online stores, but it also
doubles up as a marketing tool useful in conducting email cam-
paigns. �ere is a recommendation link that enables shoppers to
�lter products by several criteria depending on the items that they
have in their shopping carts.
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3 BIG DATA FOR DYNAMIC PRICING
Dynamic pricing entails the use of big data such as clickstreams,
purchase history, cookies, etc. to o�er customized discounts to
customers or to alter the prices of items being sold dynamically.
�e technology enables the real-time price customization for an
item to suit a speci�c customer. �is explains why it is sometimes
possible for two di�erent sets of customers to buy the same item
at di�erent prices from the same online store [5]. Despite the
immense bene�ts of this technology, some customers may always
feel discriminated against due to the price di�erences. Amazon
has successfully used the power of big data to implement a price
discrimination system. For example, there was an incident in which
some Amazon customers were aggravated about price variations
of a certain DVD. One of the customers noted that there was a
di�erence of nearly two points �ve dollars in the price if the cookers
were deleted from the computer. Price discrimination was also
experienced in the sale of a product known as Diamond Rio MP3
Player.
Big data also enables price optimization. �is enables the �rm to
manage the prices of commodities and grow its pro�ts by twenty-
�ve percent annually. Several factors are used to set the prices of
commodities. Some of them are: activity of the customer on the
�rm�s shopping portal, availability of the product, competitor�s
prices, order history, item preferences, and the anticipated pro�t
margin [5]. �e prices are normally refreshed every ten minutes as
big data become updated. Due to this, Amazon provides customers
with discounts on best-selling commodities and accrue large pro�t
margins on the items that are less popular with customers.

4 BIG DATA AND CUSTOMER SERVICE
Big data is also extensively being used for customer service at Ama-
zon. �e acquisition of Zappos has o�en been viewed as a major
element in the same. Since it was founded, Zappos has enjoyed a
good reputation for the excellence in customer service and was usu-
ally viewed as a world leader in this domain. Much of the success
can be a�ributed to their advanced relationship management sys-
tems which extensively employed their own customer data. A�er
the acquisition of the form in 2009, the procedures were integrated
together with those of Amazon. Today�s business environment is
changing at a rapid rate, and consumers are also using their voices
faster. Within a few moments a�er undergoing a bad experience,
customers can swi�ly move into social media and spread the news
about their negative experience [4]. �e only strategy for an orga-
nization to survive under such conditions is to employ the power
of analytic to streamline and shorten the response time, as well as
�x the customer support issues. �e customers of the present day
are not only looking for a product that works, but also one that is
personalized and able to recognize their interests and save them
time.

5 ONE CLICK ORDERING
Amazon used big data to create one-click ordering. �is feature is
activated automatically when the customer places his �rst order,
enters a shipping address as well as a method of payment. When
using the one-click feature, the customer is given thirty minutes to
change his mind about the particular purchase. �is system was

created on the premise that a simpli�ed path to purchase would
increase conversion rates. Since the introduction of the technology,
the �rm�s revenues have increased year a�er year. �e signi�cance
of this application pushed the company to patent it to prevent other
companies from using it without authorization. Reorganizing the
purchase process is currently one of the most signi�cant di�erenti-
ates in the current marketplace. �e service enables users to make
payments without having to exchange cards or money physically.
Amazon has also greatly bene�ted from impulse buying, which
is accelerated by one-click buying. Research has shown that the
largest percentage of people normally purchase things they don�t
require or did not plan to purchase in the �rst place [2].

6 USING BIG DATA TO SUPPORT OTHER
COMPANIES

Amazon also uses its big data platform to support and help other
companies improve their operations. Organizations can employ
AWS toolkit provided by Amazon to create scalable big data appli-
cations that have the capacity to improve business performance [6].
Besides, they would be able to secure these applications easily with-
out the need to spend on expensive infrastructure and hardware.
�e big data applications including data warehousing, clickstream
analytic, fraud detection, internet of things, and several others are
delivered via cloud computing. Hence, there is no need for an orga-
nization to incur additional costs in se�ing up a data center. �e
Amazon web services can enable companies to analyze spending
habits, customer demographics, and other related information to
enable them e�ectively cross-sell some of the �rm�s products in
pa�erns similar to Amazon. �at is to say that the retailers will
also be able to stalk their customers, recommend products to them,
and improve their customer experience.

7 BIG DATA TECHNOLOGIES
Amazon EMR: �is technology o�ers a managed Hadoop frame-
work that simpli�es and hastens the processing of huge amounts
of data across scalable Amazon EC2 instances. Amazon EMR also
supports other common distributed frameworks including HBase,
Apache Spark, Flink, and Presto [1]. Besides, it reliably and safely
handles a wide range of big data use cases, such as web indexing,
log analysis, �nancial analysis, machine learning, and bioinformat-
ics.
Amazon Athena: It denotes an interactive query service that simpli-
�es data analysis in Amazon S3 via standard SQL. Since it is service
less, one only pays for the queries they run and there is no infras-
tructure to be managed [1]. �e technology is quite straightforward
and delivers results within the shortest time possible. Moreover, it
does not require complex ETL jobs to prepare data for analysis.
Amazon Kinesis Firehouse: �is is one of the simplest methods to
import streaming data into Amazon Web Services. �e technology
can be used to gather, transform, and import streaming data into
Amazon S3, Amazon Kinesis analytic, and Amazon Redshi�, to
permit instant analytic with the current BI tools and dashboards
currently being used. It is a comprehensively managed service that
can expand automatically with the increase in data throughput.
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8 CONCLUSION
Big data has grown tremendously in the recent past. �e growth
has been accelerated majorly by the increased accessibility of com-
puting devices as well as the ubiquity of the internet. Being one of
the pioneers of e-commerce, Amazon has extensively employed big
data to improve its performance. Big data has been used to create
recommender systems, implement dynamic pricing, streamline and
improve the customer experience, and support other companies.
�e system recommends products to customers based on their pur-
chase history and enables them to �lter the products list based on
certain criteria. �e company continues to enhance its big data
applications with a view to creating a loyal customer base.
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ABSTRACT
With the increase in the number of edge devices and their appli-
cations in real world applications such as sensor networks, it is
crucial to enable fast communication between the sensing devices
and actuators, which may not be directly connected. To allow ser-
vices that are built on di�erent so�ware and hardware platforms
to communicate, a data agnostic, fast and reliable mechanism is
needed to allow communication between these devices. In addition
to communication, the data generated by these devices must be
analyzed and security of this data is highly important. MQTT is
a common, easy to use, queuing protocol that helps meet these
requirements. We have evaluated the feasibility of using MQTT
with the help of sentient architecture inspired dendrites.
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1 INTRODUCTION
As Internet of �ings (IoT) applications and sensor networks be-
come commonplace and more and more devices are being con-
nected, there is an increased need to allow these devices to commu-
nicate quickly and securely. In many cases these edge devices have
very limited memory and need to conserve power. �e computing
power on some of these devices is so limited that the sensory data
need to be analyzed remotely. Furthermore, they may not even
have enough computing capacity to process traditional HTTP web
requests e�ciently [2, 10] or these traditional Web-based services
are too resource hungry. Monitoring the state of a remotely located
sensor using HTTP would require sending requests and receiving
responses to and from the device frequently, which may not be
e�cient on small circuits or embedded chips on edge computing
sensors [2].

Message�eue Telemetry Transport (MQTT) is a lightweight
machine tomachine (M2M)messaging protocol, based on a client/server
publish-subscribe model. It provides an elegant solution for such
scenarios.
WHICH SCENARIOS
.
MQTT was �rst developed in 1999 by Andy Stanford-Clark and

Arlen Nipper to connect oil pipelines [10]. �e protocol has been
designed to be used on top of TCP/IP protocol in situations where
network bandwidth, and available memory are limited allowing
low power usage. However du to leveraging TCP/IP it is reliable. It
allows e�cient transmission of data to various devices listening for
the same event, and is scalable as the number of devices increase
[23][15].

�e current support for MQTT is conducted by the Eclipse Paho
project [5].

As MQTT is a protocol many di�erent clients exist in various
languages. �is includes languages such as C, Python and Lua.

Common brokers include the open source Mosqui�o broker [15]
and a Really Small Message Broker from IBM [5].
what is the real small broker, this seems unclear
.

2 MQTT DETAILS
MQTT works via a publish-subscribe model that contains 3 entities:
(1) a publisher, that sends a message, (2) a broker, that maintains
queue of all messages based on topics and (3) multiple subscribers
that subscribe to various topics they are interested in [17].

�is allows for decoupling of functionality at various levels. �e
publisher and subscriber do not need to be close to each other and
do not need to know each others identity. �ey need only to know
the broker, as the publisher and the subscribers do not have to be
running either at the same time nor on the same hardware [12].

2.1 Topics
MQTT implements a hierarchy of topics that are relates to all mes-
sages. �ese topics are recognised by strings separated by a forward-
slash ( / ), where each part represents a di�erent topic level. �is
is a common model introduced in �le systems but also in internet
URLs.

A topic looks therefore as follows: topic-level0/topic-level1/topic-
level2.

All subscribers subscribe to di�erent topics via the broker. Sub-
scribing to topic-level0 allows the subscriber to receive all messages
that are associated with topics that start with topic-level0. �is
allows subscribers to �lter what messages to receive based on the
topic hierarchy. �us, when a publisher publishes a message related
to a topic to the broker, the message is forwarded to all the clients
that have subscribed to the topic of the message or a topic that has
a lower depth of hierarchy [12] [17].

�is is di�erent from traditional message queues as the message
is forwarded to multiple subscribers, and allows for a more �exible
approach with the help of topics [12]. �e basic steps in an MQTT
client application include connecting to the broker, subscribing to
some topics, waiting for messages and performing the appropriate
action when a certain message is received [23].

2.2 Callbacks
One of the main advantages of using MQTT is that it allows asyn-
chronous behaviour with the help of callbacks. Both the publisher
and subscriber do not have to wait to publish a message or receive
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one, and can perform other tasks in a non blocking manner [12]
[6].

�e paho-mq� package for python provides callbacks methods
like on-connect(), on-message() and on-disconnect(), which are
�red when the connection to the broker is complete, a message is
received from the broker, and when the client is disconnected from
the broker respectively. �ese methods are used in conjunction
with the loop-start() and loop-end() methods which start and end
an asynchronous loop that listens for these events and �res the
relevant callbacks, allowing the clients to perform other tasks [6].

2.3 �ality of Service
MQTT has been designed to be �exible and options are provided
to easily change the quality of service (QoS) as required by the
application. �ree basic levels of QoS are supported by the protocol,
Atmost-once (QoS level 0), Atleast-once (QoS level 1) and Atmost-
once (QoS level 2) [13][6].

�e QoS level of 0 can be used in applications where some
dropped messages may not a�ect the application. Under this QoS
level, the broker forwards a message to the subscribers only once
and does not wait for any acknowledgement [13] [6].

�e QoS level of 1 can be used in situations where the delivery of
all messages is important and the subscriber can handle duplicate
messages. Here the broker keeps on resending the message to a
subscriber a�er a certain timeout until the �rst acknowledgement
is received. A QoS level of 3 should be used in cases where all
messages must be delivered and no duplicate messages should be
allowed. In this case the broker sets up a handshake with the
subscriber to check for its availability before sending the message
[13] [6].

�e various levels of quality of service allow the use of this
protocol in a variety of applications.

3 SECURITY WITH MQTT
�eMQTT speci�cation uses TCP/IP to deliver the messaged to the
subscribers, but it does not provide any form of security by default
to make is useful for resource constrained IoT devices. “It allows the
use of username and password for authentication, but by default
this information is sent as plain text over the network, making it
susceptible to man-in-the middle a�acks” [16] [14]. �erefore, in
sensitive applications some form of additional security measures are
recommended which may include network layer security with the
use of Virtual Private Networks (VPNs), Transport Layer Security,
or application layer security [14].

3.1 Using TLS/SSL
Transport Layer Security (TLS) and Secure Sockets Layer (SSL) are
cryptographic protocols that establish a the identity of the server
and client with the help of a handshake mechanismwhich uses trust
certi�cates to establish identities before encrypted communication
can take place [4]. If the handshake is not completed for some
reason, the connection is not established and no messages are
exchanged [14]. “Most MQTT brokers provide an option to use
TLS instead of plain TCP and port 8883 has been standardized for
secured MQTT connections” [16].

Using TLS/SSL security however comes at an additional cost.
If the connections are short-lived then most of the time can be
spent in the handshake itself, which may take up few kilobytes
of bandwidth. In case the connections are short-lived, temporary
session IDs and session tickets can be used to resume a session
instead of repeating the handshake process. If the connections are
long term, the overhead of the handshake is negligible and TLS/SSL
security should be used [16][14].

3.2 Using OAuth
OAuth is an open protocol that allows access to a resource without
providing unencrypted credentials to the third party. Although
MQTT protocol itself does not include authorization, many MQTT
brokers include authorization as an additional feature [4]. OAuth2.0
uses JSON Web Tokens which contain information about the token
ans the user and are signed by a trusted authorization server [9].

When connecting to the broker this token can be used to check
whether the client is authorised to connect at this time or not.
Additionally the same validations can be used when publishing or
subscribing to the broker. �e broker may use a third party resource
such as LDAP (lightweight directory access protocol) to look up
authorizations for the client [9]. Since there can be a large number
of clients and it can become impractical to authorize everyone,
clients may be grouped and the authorizations may be checked for
each group [4].

4 INTEGRATIONWITH OTHER SERVICES
As the individual IoT devices perform their respective functions in
the sensor network, a lot of data is generated which needs to be
processed. MQTT allows easy integration with other services, that
have been designed to process this data.

Apache storm is a distributed processing system that allows real
time processing of continuous data streams, much like Hadoop
works for batch processing [1]. Apache storm can be easily inte-
grated with MQTT as shown in [21] to get real time data streams
and allow analytics and online machine learning in a fault tolerant
manner [24].

ELK stack (elastic-search, logstash and kibana) is an opensource
project designed for scalability which contains three main so�ware
packages, the elastic-search search and analytics engine, logstash
which is a data collection pipeline and kibana which is a visual-
ization dashboard [7]. Data from an IoT network can be collected,
analysed and visualized easily with the help of the ELK stack as
shown in [20] and [19].

MQTT broker services can be utilized for enterprise and produc-
tion environments. EMQ (Erlang MQTT Broker) provides a highly
scalable, distributed and reliable MQTT broker that can be used in
enterprise-grade applications [8].

5 USE CASE
MQTT can be used in a variety of applications. �is section explores
a particular use case of the protocol. A small network was set up
with three devices to simulate an IoT environment, and actuators
were controlled with the help of messages communicated over
MQTT.
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5.1 Requirements and Setup
�e setup used three di�erent machines. A laptop or a desktop
running the MQTT broker, and two raspberry pis con�gured with
raspbean operating system. Eclipse Paho MQTT client was setup
on each of the raspberry pis [6]. Additionally all three devices were
connected to an isolated local network.

Grovepi shields for the raspberry pis, designed by Dexter Indus-
tries were used on each of the raspberry pis to connect the actuators
as they allow easy connections ot the raspberry pi board [11]. �e
actuators used were Grove relays [22] and Grove LEDs [18] which
respond to the messages received via MQTT.

To control the leds and relays, the python library cloudmesh.pi
[3], developed at Indiana University was used. �e library consists
of interfaces for various IoT sensors and actuators and can be easily
used with the grove modules.

5.2 Results
�e two raspberry pis subscribe connect to the broker and subscribe
with di�erent topics. �e raspberry pis wait for any messages from
the broker. A publisher program that connects to the broker pub-
lishes messages to the broker for the topics that the two raspberry
pis had registered. Each raspberry pi receives the corresponding
message and turns the LEDs or relays on or o� as per the message.

On a local network this process happens in near real time and
no delays were observed. Eclipse IoT MQTT broker (iot.eclipse.org)
was also tried which also did not result in any signi�cant delays.

�us it is observed that two raspberry pis can be easily controlled
using MQTT. �is system can be extended to incude arbitrary
number of raspberry pis and other devices that subscribe to the
broker. If a device fails, or the connection from one device is broken,
other devices are not a�ected and continue to perform the same.

�is project can be extended to include various other kinds of
sensors and actuators. �e actuators may subscribe to topics to
which various sensors publish their data ans respond accordingly.
�e data of these sensors can be captured with the help of a data
collector which may itself be a di�erent subscriber, that performs
analytics or visualizations on this data.

6 CONCLUSION
We see that as the number of connected devices increases and their
applications become commonplace, MQTT allows di�erent devices
to communicate with each other in a data agnostic manner. MQTT
uses a publish-subscribe model and allows various levels of quality
of service requirements to be ful�lled. Although MQTT does not
provide data security by default, most brokers allow the use of
TLS/SSL to encrypt the data. Additional features may be provided
by the broker to include authorization services. MQTT can be easily
integrated with other services to allow collection and analysis of
data. A small environment was simulated that used MQTT broker
and clients running on raspberry pis to control actuators
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ABSTRACT
Analysis of data is not easy, especially when the data is unstructured
or has many features. However, there are many algorithms for
data pre-processing, feature selection, classi�cation, regression,
etc. �ese algorithms make it simpler to understand and analyze
the data. One of the main types of algorithms for analyzing the
data is clustering algorithms. �ey help to categorize the data
into clusters. All the related data is collected under one cluster.
Clustering facilitates easy analysis of data. However, when it comes
to big data, ordinary clustering algorithms might not work because
of the absence of formal categorization. Hence, there are modi�ed
clustering algorithms for big data and they are comparable to the
already existing algorithms for ordinary data.
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1 INTRODUCTION
With the advances in technology, social media, search engines and
other online websites like online shopping, became a part and parcel
of everyone’s life. With this, there are massive amounts of data
available today which can be used for many applications such as
improving the sales, predicting the future outcomes, etc. However,
the amount of data produced by such websites and multinational
companies is enormous. Conventional databases cannot store data
that huge. Also, processing of such massive amounts of data is
challenging. �ere are frameworks like Hadoop and its ecosystems
make it easier to manage big data. Another e�cient method of
dealing with big data is to cluster the data without making it losing
the information. �ere are e�ective clustering algorithms for big
data which aim at producing such informative clusters which can
be used by common people as well as corporate world.

When it comes to Big Data, it is important to address three Vs.
�e �rst and the most important is the ”Volume” of the data. To deal
with huge volumes of data, a change in the storage architectures
is required. Hadoop databases like HDFS and HBase can be used
to store large volumes of data. Having dealt with the volume of
big data, the next important feature is the ”Velocity” of data. Data
is generated as a continuous �ow from online websites and social
media sites. Hence, such data should be processed dynamically
without much time lapse. �e last feature to be addressed is the
”Variety” of the data.

Di�erent types of data such as images, text, audio, etc are pro-
duced by companies and online websites. �is data may be struc-
tured, semi-structured or unstructured. �e proposed clustering
algorithms for big data must be able to take care of these three
features. In other words, according to our requirement, a suitable

clustering algorithm should be used. Although there are many clus-
tering algorithms for machine learning[6], data mining[3], wireless
signal processing[1] and so on, it is not obvious which algorithm
to use for a given data. It is the work of the researcher to carefully
choose among the available algorithms.

2 CLUSTERING CRITERION
In order to consider a clustering algorithm for clustering big data,
the algorithm has to address the three Vs of big data. A clustering
algorithm for huge volumes of data should consider the size of the
data and must be able to handle the high dimensionality of the data
and outliers.

Similarly, when working with wide variety of data, to select
an appropriate clustering algorithm, the factors to be considered
are the type of the data set and size of the cluster. To select a
clustering algorithm for data being generated continuously or with
high velocity, the runtime of the algorithm is of utmost importance
and so is the complexity of the algorithm.

�e features to be considered while looking for an appropriate
clustering algorithm can be summarized as follows[5]:

(1) Size of the data: �e size of the data is a major concern
when it comes to applying normal clustering algorithms to
big data. Clustering algorithms which work very e�ciently
for small data sets might not work well for big data.

(2) HandlingHighDimensionality: When trying to cluster
huge volumes of data, it is important to take into account
many or all of the a�ributes or features of data into con-
sideration in order to get maximum possible information
from the data. �ere are methods for dimensionality reduc-
tion to keep the most important features of the data and
discard the rest whose presence or absence doesn’t a�ect
the analysis much. As the dimensionality increases, the
data becomes sparse and clustering becomes di�cult.

(3) Handling the Outliers: When clustering the data, there
might be some data points which are le� out as we cannot
include them in any cluster. Such data points, which do not
conform to the properties of any of the designed clusters
by the algorithm are called outliers or noisy data in other
words. Hence, a clustering algorithm must be capable of
handling the noisy data, by not losing the informative data.

(4) Type of Data: Conventional clustering algorithms are de-
signed for either numeric data or categorical data. But, in
the real world, the data is available as numeric, categor-
ical and also a mix of both. Hence clustering algorithms
designed for numeric and categorical data does not work
on mixed data.

(5) Shape of the Cluster: An e�cient clustering algorithm
should be able to handle di�erent data, which produces
clusters of di�erent shapes.
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(6) Time Complexity or Run time of the Algorithm: �e
clustering algorithms performmerely e�ciently when they
have used for clustering again and again to obtain the �nal
clusters with good accuracy. Hence, if the runtime of the
algorithm is too long, it takes in�nitely long time to obtain
the required clusters, especially while dealing with big data.
Hence, the algorithm should be able to run within a �nite
time.

(7) Veracity: An e�cient clustering algorithm must be capa-
ble of producing the same data clusters, irrespective of the
order in which the data is given.

3 TYPES OF CLUSTERING ALGORITHMS
�eir clustering algorithms can be categorized based on the method
of clustering they follow as follows:

(1) Partitioning-Based
(2) Hierarchical-based
(3) Density-based
(4) Model-based

3.1 Partitioning-Based
In partitioning-based clustering algorithms, the data is divided
into distinctive partitions. Each partition represents a cluster. �e
clusters should satisfy two characteristics: (i) Each cluster should
contain at least one data point or object and (ii) Each data point
should belong to only one of the clusters at ant given a point of
time. Initially, the data points are partitioned based on a union. For
example, in K-Means algorithm, the center is the arithmetic mean of
all data points belonging to a cluster and the cluster is represented
by the arithmetic mean. K-Medoids, K-modes, FCM, and CLARA
are other examples of partition based clustering algorithms.

3.1.1 Fuzzy-C-means(FCM). Fuzzy-C-means is a fuzzy cluster-
ing algorithm which is based on K-means[2]. It is a so� clustering
algorithm which places each data point in one or more clusters,
with some degree of belief. �e degree of belief of a data point
ranges between 0 and 1 and according to the fuzzy rule, the sum of
the degree of beliefs for a given data point over all clusters should
be equal to 1. �e fuzzy clustering �nds the center of the cluster
and updates the data points and their degrees of membership. �is
algorithm has the same drawback as that of the K-Means algorithm,
i.e, the �nal clusters obtained are based on the selection of the
initial weights as that of K-means and also the centers are local to
that speci�c cluster.

3.2 Hierarchical-based
In this type of clustering, data is organized in a hierarchical fashion
and a single cluster may be divided into a number of clusters as
the hierarchy progresses. �e clustering can be agglomerative or
divisive. As the name suggests, in agglomerative clustering, each
object is treated as a cluster and as the time progresses, two or more
related objects merge into one cluster. Alternatively, in divisive
clustering, the whole data set is considered as one cluster and as the
time progresses, the cluster is divided into di�erent clusters based
on common properties. �is process continues in both agglom-
erative and divisive clustering techniques until a desired number

of clusters are reached. Algorithms like BIRCH, Chameleon, and
CURE are the examples of hierarchical-bases clustering.

3.2.1 BIRCH. �e BIRCH algorithm[7] builds a CF tree or clus-
tering feature tree by scanning the data dynamically. It initially
scans the data and constructs an in-memory CF tree and then runs
the algorithm to determine the clustering leaf nodes. It also assumes
a branching factor B and a threshold T initially. �e CF tree is con-
structed with the assumed branching factor and the clusters are
created with a diameter within the threshold. �e clusters created
are hence circular. Whenever a data point is encountered, the algo-
rithm traverses from the root node of the tree to the nearest child
until a leaf node cluster is reached. Once the leaf node is reached,
the data point is tested is it belongs to that cluster and if not, a
new cluster with a diameter greater than the current threshold is
created. �is algorithm can deal with the noisy data e�ectively but
cannot deal with clusters of di�erent shapes, as the clusters created
in this algorithm are spherical in shape. Also, for the di�erent order
of the data points given, di�erent clusters are generated. BIRCH
works e�ectively with one scan of the data but can become more
e�cient if the data is scanned repeatedly.

3.3 Density-based
In density-based clustering, data points are clustered based on
the density. �e cluster progresses in the direction of the density,
hence density clustering produces clusters of di�erent shapes. �is
type of clustering is capable of handling the outliers or noisy data.
Algorithms like DENCLUE and OPTICS are examples of density-
based clustering algorithms.

3.4 Model-based
Model-based clustering algorithms assume that the data is gener-
ated by some probabilistic distribution and generate a �xed number
of robust clusters, determined by some statistics such as the log
likelihood. �ere are two types of model-based approaches, sta-
tistical and neural networks. In statistical approach determines
the clusters based on the probabilities, whereas in neural network
approach, the data points are represented as a series of connected
input/output units, called perceptrons and the connections between
them are assigned speci�c weights. �e neural networks are famous
for clustering as they can perform parallel processing and also they
can adjust their weights according to the errors propagated using
backpropagation. Expectation Maximization and COBWEB are the
examples of model-based clustering algorithms.

3.4.1 Expectation-Maximization (EM). �ere are three major
steps in the EM algorithm. �ey are Initialization, Expectation, and
Maximization. Its goal is to �nd a maximum likelihood solution.[4]
It assumes that the data points are statistically distributed. In the
initialization step, it assumes a certain number of clusters and also
the respective means and variances for each distribution and the
prior probabilities of the clusters, which should sum to one. In the
expectation step, the posterior probability of each data point belong-
ing to a particular cluster is calculated. In the maximization step,
the algorithm tries to maximize the expectation. �e new means,
variances and prior probabilities are calculated. �e expectation
and maximization steps are performed iteratively, maximizing the
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likelihood. �e algorithm always converges but is prone to arrive
at local maxima.

4 CONCLUSIONS
Clustering algorithms have been used whenever it comes to data
analysis. But when it comes to big data, conventional clustering
algorithms do not work and there is a need to follow speci�c algo-
rithms which can handle the volume, variety, and velocity of big
data. Each of the clustering algorithms can be used under di�erent
requirements as stated.
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ABSTRACT
Big data refers to a problem of dealing with huge volumes of data.
With the increase in the amount of data generated every day from
various �elds, it is becoming extremely hard to store and process
this data e�ciently. Arti�cial Intelligence is a research �eld aiming
at replicating human work through machines. Computer vision
refers to a research area within AI dealing with training computers
to recognize certain subjects of interest. With the exponential
growth of AI and computer vision in the recent years, there is need
to address the big data problem associated with it.
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1 INTRODUCTION
Arti�cial Intelligence is an aim at replicating human intelligence
throughmachines. �e termAIwas in existence form the late 1950’s
during which there was a lot of enthusiasm on its potential during
which Alan Turing introduced the Turing test. A lot of research
was carried out in AI during the 1960’s with the introduction of
perceptron theory and its ability to solve problems. �ere was a
major setback for AI in the early 1970’s during which Minsky in
his book on perceptrons has pointed out the major drawbacks of
perceptrons in dealing with complex problems.[2]

�ere has been a consistent growth in AI from the 1990’s with the
introduction of the statistical approach to problem-solving. With
the increase in the use of Big data from 2010, there was a lot of
development in the �eld of AI with many voice assistants, self-
driving cars, automated robots etc. Many AI problems which were
np-hard previously would now take minutes to solve thanks to
recent advancements in big data. Professor Crandall quoted during
his lecture quoted that ”Problems that seem to require intelligence
usually require exploring multiple choices”.[2], which is a way of
exhibiting intelligence without actually having it. For example for
a machine to win a tic-tac-toe game against a human it basically
has to explore all the possible choices, it can make from any given
state.

Hence we can map an AI problem as a search problem, but it
usually requires searching through huge search spaces, this is when
it becomes a Big data problem. For example, for a computer t win
against a human in chess it needs to search through hundreds of
thousands of states. To deal with such huge data, there is a need
to apply big data technologies to be�er store data and e�ciently
manage it. Ai problems typically involve using both structured and
unstructured kind of data in huge volumes. �e traditional RDBMS
methods have a hard time dealing with unstructured data. �is is

an area where Big data shines with the ability to deal with both
structured and unstructured data e�ciently.

”Computer vision is an interdisciplinary �eld that deals with
how computers can be made for gaining high-level understanding
from digital images or videos”.[5] It is an area of research within
AI that aims at recognizing subjects in an environment from im-
ages or videos. Convolutional Neural Networks shines at image
classi�cation from images with minimal prepossessing of the input
variables and still manages to obtain be�er classi�cation. With
the exponential rise of AI and especially CNN lately, there is an
increased interest in computer vision for researchers. Computer
vision involves training the model with huge sets of images and
videos which indeed needs to be addressed using big data technolo-
gies.

2 RETHINKING THE INCEPTION
ARCHITECTURE FOR COMPUTER VISION

2.1 CNN’s for Computer vision
Convolutional Neural Networks(CNN’s) is the key to advancements
in computer vision in the recent years with its low parameter count
and computational e�cacy. A CNN has multiple layers with per-
ceptrons in them that help in the information �ow from the input
to output. A CNN typically has �lters that are mapped across the
original image to extract useful features from the image. During
the training phase of the model, CNN learns the values of the �lters.
A CNN architecture has mainly two phases convolution phase and
pooling phase. In the convolution phase features are extracted
from the image using �lters. In the pooling phase, the width of
the feature map is reduced by applying various techniques. �is is
done to remove unnecessary data from the features. �ese stages
are iterated till the desired features are obtained from the image
[6]. Figure 1 shows a typical CNN architecture [3].

2.2 Design
A lot of design principles need to be followed when designing a
CNN. With the numerous number of iterations required for the
CNN phases, a good design decision can vastly improve the e�-
ciency.Avoiding bo�lenecks/cycles in the CNN helps in smooth
�ow of information which otherwise can drastically reduce the
performance of the CNN. �e CNN is usually trained locally within
the network. Using a high dimensional representation of the fea-
ture space help to in training the network at a relatively faster
rate. Pooling/Spacial aggregation of the CNN helps to reduce the
dimensions of the feature space which also helps in faster training.
�is is most helpful when we are dealing with big data and we have
a huge set of training images. When dealing with huge CNN with
huge depth and width of the network, there is a need to strike a
balance among width and depth of the image. �e depth of CNN
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Figure 1: Convolutional Network Architecture [3]

is determined by the size of the �lter used at each iteration of the
network. Optimality can be obtained when increasing each of them
in parallel for every iteration.[1]

2.3 Method
Once the training set of images is obtained, the depth of the CNN
should be formulated i.e. 1x1 layer of 3x3 layer etc. Now that the
depth is determined, the next step is to determine the size of the
�lters. CNN with large �lters usually tends to be expensive when it
comes to computational cost. Hence the ideal approach will be to
start with a reasonable �lter size and gradually reduce it in every
iteration. But a very small �lter may not extract enough features
from the image, hence it is important to reduce the �lter size and
also making sure enough features are extracted.[1]

2.4 Role of Big data
With the exponential increase in the training sample for the CNN,
the depth of the CNN would drastically increase making it not
computationally feasible. Big data techniques needs to applied to
CNN to meet the vast training requirements of computer vision.
�e training sample is stored across multiple node of the Hadoop
architecture making more easily accessible. Each stage of the CNN
is carried across multiple nodes making it computational feasible.
Since Hadoop also supports semi and unstructured data as well,
unprocessed images can also be trained with ease using CNN.[1]

3 ARTIFICIAL INTELLIGENCE AND BIG
DATA

3.1 Contributions of AI
With ever increasing data in the �eld of AI, researchers are outsourc-
ing some of the AI tasks such as pa�ern recognition, deep learning
to other parallel computing based methods. Typical AI systems
with their extensive use in decision making for major businesses
around the globe, need to make decisions with a speci�c time limit.
As formulated earlier if we map an AI problem as a search problem,
searching through huge spaces in relatively less amount of time is
a cumbersome task to do. For example, while playing a game of
chess against a human, a computer cannot take an in�nite amount
of time to make the next move as it searches across all the possible
states. Also, most AI applications typically deal with structured
data as their input. But with the increase in the amount of data

AI needs to be processed currently the approach to deal only with
structured data no longer works. �ere is a need to apply other
techniques to process the unstructured and semi-structured data
and use it for training the AI models.[4]

3.2 Limitations of AI algorithms
Till date, much of the research is centered on using AI on a single
machine which has its limitations when it comes to data storage
and computational e�ciency. Many of the existing data mining
algorithms are limited when it comes to dealing with big data. Data
might consist of some inconsistencies, for example missing data,
incorrect data, etc. which leads to a majority of the AI algorithms
to obtain a good accuracy[4].

3.3 Mapreduce Approach
Using MapReduce and address most of the above-stated limitations
of AI algorithms. MapReduce in the recent times has been used
for parallel-processing which can be quite useful for AI algorithms.
With the approach of using parallel processing many of the machine
learning algorithms, we can train the model to learn simultaneously
from multiple machines, thereby drastically reducing the overall
computational cost and time. Researchers have also developed a
machine learning module on Hadoop called Mahout. Mahout is
responsible to run all of the tasks that a traditional system can do
but within a relatively less amount of time. �is done using parallel
data storage and processing feature of Hadoop.[4]

Typically in a Hadoop environment, any AI problem is divided
into numerous subproblems depending upon the size of the cluster.
�e training data similarly is subdivided according to the tasks.
Now, these tasks are allocated to all the data nodes. �e metadata
corresponding to the data nodes will be stored in the name-node.
�ere will also be a secondary name-node in case the name-node
fails. �e zookeeper component is responsible to allocate tasks to
data nodes. All these work together in real time to obtain parallel
processing of the data. [4]

3.4 Issues with AI and Big data
AI and big data complement each other under numerous occasions.
But there are a lot of issues when it comes to compatibility between
AI and Big data. Firstly many of the iterative generic Machine learn-
ing algorithms are di�cult to be used in the Hadoop environment.
�ese algorithms do not come included with the Mahout module.
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So researchers are trying to address this issue of compatibility.
Secondly, there has been an inconsistency in Data visualization
part of AI. AI algorithms, when used in traditional systems, are
capable of creating some great visualizations to make the results of
the model more appearing. By using AI within Hadoop environ-
ment the level of visualizations supported on Hadoop is mediocre.
�ird, AI algorithms can be used to model real-time data and make
inferences from the same. When it comes to Hadoop we have a
component ’Flume’, But it does not support the level of detail as
the traditional systems.Fourth, Hadoop environment is not so well
equipped when it comes to dealing with audio/video �le which the
traditional algorithms are more capable of. [4]

4 CONCLUSION
Arti�cial Intelligence with its ability to take over the world has
some limitations when it comes with Big data, i.e. huge volumes
and di�erent varieties of data. With the advancements in Big data
and its technologies, this gap between the two can be reasonably
reduced by making modi�cations to existing AI approaches to
make it compatible with Big data. Mahout is one of the Big data
modules by which we can apply many of the AI algorithms to Big
data. Advancements in Computer vision has led to extensive use
of CNN’s for applications such as image recognition. Big data has
provided a means to apply computer vision techniques on a much
larger scale with low computational cost in a relatively lesser time.
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ABSTRACT
�is study provided a short overview of big data processing frame-
work Apache Spark, and mainly introduce Apache Spark frame, and
compared to some other big data technologies like Hadoop. �en,
introduced what is new in Apache Spark and Spark Ecosystem. It
will help people to be�er learn about Apache Spark.
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1 INTRODUCTION
Apache Spark is an open source big data processing framework.
However, it is built around speed. �e advantage of it is easy to use
and sophisticated analytics[3? ]. It was originally developed in 2009
in UC Berkeley�s AMPLab, and open sourced in 2010 as an Apache
project. Comparing to other big data technologies, for example,
Hadoop and Storm, it has the following advantages: Firstly, Spark
provides users amore comprehensive, uni�ed framework tomanage
big data processing requirements with a great number of data sets
that are diverse in nature as well as the source of data. Secondly,
Spark makes it possible for applications in Hadoop clusters to run
up to around 100 times faster in memory and 10 times faster even
when it is running on disk. �irdly, Spark allows users quickly
write applications in some di�erent programming languages, such
as Java, Scala, or Python. At the meanwhile, it comes with a built-
in set of over 80 high-level operators. As well as you can use it
interactively to query data within the shell. In addition to Map and
Reduce operations, it can also support SQL queries, streaming data,
machine learning and graph data processing. �us, Developers
can use these abilities stand-alone or combine them to run in an
individual data pipeline use case. When you are �rst installment of
Apache Spark article series, users will look at what Spark is, how it
compares with a typical MapReduce solution and how it provides a
complete suite of tools for big data processing.

2 WHY IT IS BETTER THAN HADOOP
Hadoop is a big data processing technology. It has been around for
10 years and has proven to be the solution of choice for processing
large data sets. MapReduce is a very powerful solution for those
one-pass computations, however, sometimes it not that e�cient
for use cases if it requires multi-pass computations and algorithms.
Every step in the data processing work�ow will have one Map
phase and one Reduce phase , thus users will need to convert use
case into MapReduce pa�ern ,and then it will be able to leverage
this solution. Hence, if we want to do something complicated,
we would have to string together a series of MapReduce jobs and
execute them in sequence. Each step of those jobs was time killer,
and none of them could start unless the previous job had already

�nished completely. However, Spark will allow programmers to
develop complex, multi-step data pipelines using directed acyclic
graph pa�ern. It makes it easier and will save a great number of
time. In the meanwhile, it also supports in-memory data sharing
across DAGs, so that even though it is some di�erent jobs, it can
also work with the same data which makes it easier to operate and
control.

A�er those analysis, we will �nd that we can see Spark as an
alternative to Hadoop MapReduce rather than a replacement to
Hadoop. It�s not intended to replace Hadoop but to provide a
more comprehensive and uni�ed [4? ] solution to manage and run
di�erent big data use cases and requirements.

3 WHAT IS IN SPARK
With shu�es in the data processing, Spark takes MapReduce to the
next level. And With capabilities like in-memory data storage and
near real-time processing, it improved its performance[1? ], so it
can be several times faster than other big data technologies. Within
Spark, it also provides a higher-level API to improve developer
productivity and a consistent architect model for big data solutions.
And Spark also supports lazy evaluation of big data queries, it will
help with optimization of the steps in data processing work�ows.

Apart from above, Spark also include more functions to support
more than just Map and Reduce, arbitrary operator graphs and
a more interactive shell for Scala and Python. Because Spark is
wri�en in Scala Programming Language and runs on Java Virtual
Machine environment. So, it can support the following languages
for developing applications using Spark, like Scala, Java, Python,
Clojure and R.

4 SPARK ECOSYSTEM
In addition to Spark Core API, there still are some other additional
libraries. All of them are part of the Spark ecosystem, and they
provide additional capabilities in Big Data analytics and Machine
Learning areas. �ese libraries are:

4.1 Spark Streaming
Spark Streaming can be used for processing the real-time streaming
data. It is based on micro batch style of computing and processing
and it uses the DStream which is basically a series of RDDs to
process the real-time data.

4.2 Spark SQL
Spark SQL [2? ] provides the ability to expose the Spark datasets
over JDBC API and it allows running the SQL like queries on Spark
data using traditional BI and visualization tools. Spark SQL allows
the users to ETL their data from di�erent formats.
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4.3 Spark MLlib
MLlib is Spark�s scalable machine learning library consisting of
common learning algorithms and utilities, it includes classi�ca-
tion, regression, clustering, collaborative �ltering, dimensionality
reduction, and underlying optimization primitives.

4.4 Spark GraphX
GraphX is the new Spark API for graphs and graph-parallel com-
putation. At a high level, GraphX extends the Spark RDD by in-
troducing the Resilient Distributed Property Graph. In order to
support graph computation, GraphX exposes a set of fundamental
operators like subgraph, joinVertices, and aggregateMessages and
optimized variant of the Pregel API.

5 A RESILIENT STRUCTURE
Resilient Distributed Dataset is the core concept in Spark frame-
work. We can consider about RDD as a table in a database. And
it can hold a great numbers types of data. And those data will be
stored on di�erent partitions. �ey help to rearrange the computa-
tions and optimize the data processing. �ey are also fault tolerance
because RDDs knowhow to recreate and compute the datasets. In
the meanwhile, RDDs are immutable, so we can modify an RDD
with a transformation. And then the transformation will return us
a new RDD whereas the original RDD remains the same.

6 CONCLUSION
Apache Spark as an open source big data processing framework. it
has a very fast speed than other technologies. In the meanwhile,
it provides a lot of tools to process data, it provides a new way to
improve the e�ciency in processing dataset. And we can use dif-
ferent programming languages to �nish di�erent job within Spark.
It has many advantages than Hadoop, but it not born for replacing
Hadoop, but helping to improve the capability of processing data
and speed to �nish big data jobs.
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ABSTRACT
In the age of big data, arti�cial intelligence and speech recognition
techniques have been widely used in numerous big data technolo-
gies and applications. Among those are virtual assistants which
could potentially lead to the future evolution of big data. We list
various virtual assistants currently in the industry developed by gi-
ants such as Google, Microso�, Amazon and Apple. We then follow
up by discussing some future development of virtual assistants.
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1 INTRODUCTION
Since the early 2000s, big data has been a popular word among the
tech industries. It is a term that describes data sets which are so
huge that normal data management techniques are not enough to
process them. Nowadays, big data usually refers to data science
analytics methods such as predictive modeling, machine learning,
data mining, speech recognition and so on [5]. Big data is typically
described by the 4Vs, that is Volume, Velocity, Variety and veracity.
Volume stands for the size of the data, velocity refers to the data
processing speed, variety means di�erent types of data and �nally
veracity represents the quality of the data.

As the name suggests, big data is big. �e size of the data could
go up to petabytes or even exabytes which is 1000 petabytes. Pre-
viously, to process this amount of data is essentially impossible.
However, as the year goes by, the ability to analyze big data has in-
creased signi�cantly thanks to improved mathematical algorithms
and powerful computers [5].

In the era of big data, the opportunities are immense. Big data
not only will help all kinds of companies and organizations to make
be�er services and decisions but also will aid us in everyday tasks
such as writing emails, sending texts, shopping online, listening to
music, watching TV, traveling around the globe, managing sched-
ules, and so on [5]. �is led to to the birth of virtual assistants
which are so�ware that can perform various tasks described above
for individuals. �e major technologies behind virtual assistants
are arti�cial intelligence and speech recognition which would not
be possible without the use of big data [1]. At present, more and
more companies and organizations are beginning to employ the
use of virtual assistants which utilize arti�cial intelligence. As a
result, along with the help of machine learning algorithms, more
and more applications, technologies and systems will be able to ob-
tain information on their own such as user behaviors to predict and
provide useful suggestions to individuals with more personalized
experiences [3].

Virtual assistants work usually via three di�erent methods: by
texts, or voices or sometimes images. A virtual assistant may work
via more than one method such as Goggle Assistant which can un-
derstand texts and voices. A�er users input their commands either
via texts or voices, the virtual assistants process those information
received using a method called natural language processing which
then translates user inputs into executable commands they can
interpret.

2 CURRENT APPLICATIONS IN THE
INDUSTRY

In this new era of virtual assistants, four major tech companies
come into play: Google with Google assistant and Google Now,
Apple with Siri, Microso� with Cortana and Amazon with Alexa.
All these virtual assistants have been successful in the market but
the technologies behind them are still immature. �e four giants
have been competing with each other in this area for years and
each of them wants to bring their own unique virtual assistant to
the market.

Google has a variety of services such as its famous search engine
Google, Gmail, Google maps, Google drive, etc. and signing up
for a Google account gives you the ability to use all these services
any time from any internet devices such as phones, tablets and
laptops. Everything you do on these services is registered and kept
in a personal cloud on Google’s servers. With these information,
Google assistant can learn your behaviours and styles in order to
provide you with useful suggestions and recommendations before
you even know it [5].

Compared to other companies, Google has a competitive edge
in machine learning because Google has access to vast amount of
information and resources from its popular search engine and cloud
services such as Gmail, Google drive, Google docs, etc. In addition,
Google also is connected with more than 1.5 billion smart-phone
users on Android platform. �ese people are more likely to use
Google’s new virtual assistant systems in the future to manage their
everyday tasks [5].

During its original release with the IPhone 4S back in 2011,
Siri was a big surprise to the general public and it became a huge
success as an early virtual assistant in the �eld. However, the initial
release of Siri also received some negative reviews for its lack of
information to give directions to nearby places as well as for its
bad speech recognition to understand some certain English accents.
Since then, Apple has been making progressive improvements on
Siri in order to overcome these disadvantages it had before [6].
With information and data collected from Apple users all over the
world, either their IPhone or laptops or desktops, Apple can provide
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their users with a more advanced Siri to help their everyday lives
[5].

In 2015, along with Microso�’s release of its newest operating
system Windows 10 was the introduction of Cortana, the Microso�
version of a virtual assistant, �nally entering the competition with
Google and Apple. Furthermore, Microso� provided the option for
Windows users to download a Cortana app on their smart-phones
so that they can share information across platforms (phones and
computers) to manage their tasks on the go [5].

�e di�erence between Microso� and its competitors is that Mi-
croso� has more experience in business so�ware such as Microso�
Power BI. As a result, Cortana is integrated with various Microso�
apps like Skype and services to aid users in making be�er business
decisions with ease. Cortana uses reminders to schedule your meet-
ings, create to-do lists and so on. For example, you can create a
reminder like, Schedule a meeting with Tom at 10am, in an app called
Smart Sticky Notes either by telling Cortana with voice command
or typing it in. �en Cortana will add that reminder to your list
while keeping track of it for you. In addition, Microso� is trying
to add features to Cortana such as synchronizing reminders across
di�erent devices. �is could potentially lead to the expansion of
Cortana to create reminders and to-do lists with data from O�ce
365 [4].

As Google Assistant, Siri and Cortana dominated the virtual
assistant market and continued to get smarter, Amazon - the world’s
largest Internet-based retailer, wanted a piece of the action as well.
In 2014, Amazon entered the competition with its Amazon Alexa
which was capable of voice integration, providing real time tra�c,
weather and news information, playing music, se�ing alarms and
timers as well as making to-do-lists and reminders. Alexa can also
be used as a smart home system where it can control smart home
devices such as lights and thermostats [4].

What separates Amazon with its competitors is that in 2015
Amazon released the Alexa Skills Kit which allowed designers and
developers to build their own apps and skills through the technolo-
gies behind Alexa and integrate them in any Alexa-enabled devices.
�e Alexa Skills Kit received highly critical claims and subsequently,
companies and organizations now have a wide range of apps and
skills to choose from for their own business needs. Google and
Microso� soon pursued Amazon in its path as well with the release
of Google and Cortana Skills [4].

Eventually, in the future, people will only want one virtual assis-
tant which is available anywhere you go and can do various tasks
you request. However, with the current trend in the industry, we
will mostly likely to see di�erent virtual assistants specialize in
their own unique way. For example, Google Assistant will excel
in giving driving directions and gathering information while Mi-
croso� Cortana will focus on providing people with a powerful and
enjoyable gaming experience. Alexa will specialize in bringing well
personalized recommendations for shopping [1].

3 THE FUTURE OF VIRTUAL ASSISTANTS
�e possibility for the future of virtual assistants are vast. For
shopping, the next generation virtual assistants should be able to
provide recommendations with a focus on direct customer interac-
tions and also use locations to create a smooth and more localized

shopping experiences [3]. In auto-mobile industry, virtual assis-
tants are starting to integrate themselves with smart vehicles. As
a fact, Microso� already announced its connected-vehicle platform
this year which tries to expand its Cortana capabilities on smart
cars [1]. Nissan revealed in January this year that it planned to
use Microso�’s vehicle platform in its cars. In addition, Apple has
established its Car-Play system on Siri-enabled smart cars or via
Siri on smart-phones. Furthermore, Hyundai is pu�ing Google
Assistant and Amazon Alexa into their cars to create some cool
functions such as starting your car from the living room [1].

Amy, Shae and O�o, these are three new virtual assistants on
the rise in the market. �ough they are only in either beta test or
prototype stage, they represent the future of virtual assistants and
what we can achieve [2].

Amy is created by a start-up company in New York called x.ai. In
its current stage, Amy is only an email address: amy@x.ai. �e goal
for x.ai is to integrate Amy with other platforms such as Amazon
Alexa, Slack and so on. Amy is invisible meaning there is nothing
you need to install. For now, Amy is good at scheduling meetings.
For example, when you want to schedule a meeting, simply cc the
details to Amy’s email address and your meeting will be scheduled.
Amy can understand our daily language because it is powered by
natural language processing techniques. For example, When you
want to schedule a meeting with a colleague, you can send him an
email and cc Amy, saying something like Hi, how about we meet
up some time. Amy will then look into your calendar and come up
with a time to meet.

Amy can also interact with others. For example, when the person
you plan to meet replies with certain conditions, Amy can take
those conditions into account and suggest another meeting time
all by herself without any human interventions. However, you can
always ask Amy progress of the meeting scheduling by sending her
an email. Last but not least, Amy can also reschedule meetings in
the same way. �e only thing you need to do is to send an email to
Amy saying something like Cancel and reschedule my meetings next
week. No ma�er how many meetings you have, Amy will contact
all those people to reschedule the meetings and then update your
calendar accordingly [2].

Shae is created by a company called Personal Health 360 or PH 360
to help people live a fresh and healthy life everyday by recommend-
ing health related suggestions and information. �e company says
that it uses big data as in more than ten thousand data points and
several hundred mathematical algorithms to provide personalized
health advice to users. �e company claims these algorithms take
into account factors such as medical history, family history, body
type, demographics and even location data such as weather. �ese
data are collected via surveys given by the company when users
register for their accounts. If you have wearables like Fitbit, Shae
can also obtain bio-metrics information from it to detect your stress
level. In cases where it detects high level of stress, Shae will ask
you whether you are experiencing any discomforts such as heart
a�acks. Like other health apps, Shae will give you advice on how
to have a healthy diet and when to exercise as well as keeping an
eye on your body measurements [2].

O�o is develop by Samsung to be a home virtual assistant like
the Amazon Echo. Like the Echo, O�o is Internet-enabled and can
interact with users through voice commands. It can also control
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smart devices in your home such as lights and thermostats. In
addition, O�o can play music and help you in shopping online such
as �nding or placing an order. However, the di�erence between
O�o and Echo is that O�o can also act as a security camera for
your home when you are away. It can stream live videos to your
personal smart-phone devices and you can also remotely control
O�o’s camera to look around the room [2].

All these three virtual assistants are unique in their own ways
with Amy specializing in scheduling meetings, Shae in providing
information on healthy lives and O�o in making homes safer. �ey
demonstrate how smart, powerful and helpful virtual assistants
will be in the future [2].

4 CONCLUSION
Virtual assistants are incredibly helpful arti�cial intelligence ma-
chines which utilize machine learning and speech recognition tech-
niques to learn preferences and behaviours to make our everyday
lives be�er. We give a brief introduction to virtual assistants and
how they work. In addition, we list several current virtual assistant
applications in the industry created by giants like Google, Apple,
Microso� and Amazon as well as how they di�er in their special-
izations and unique usages. We further discuss the future of virtual
assistants with emerging examples such as Amy, Shae and O�o to
show how helpful virtual assistants can be in the future.
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ABSTRACT
Big data processing is beyond the capability of traditional tools.
It requires specialized tools to handle the volume, velocity, and
variety of big data. We explore Haddop and MongoDB technically
as a tool and how they provide support/help in big data analytics.
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1 INTRODUCTION
�e emergence of big data challenges also gave rise to the var-
ious technologies which can be used to solve big data problem.
Typically to solve big data, we need to consider two types of tech-
nologies, data capture and storage, and data analysis. We evaluate
capabilities of two popular technologies Hadoop and MongoDB to
understand their features and power to solve big data problem. We
get started with the section Big Data which captures big data de�-
nition and characteristics. Section Hadoop provides an introduction
to the technology and subsections Hadoop Common, HDFS, YARN,
MapReduce explores technology in detail. Section Big Data Sup-
port captures how Hadoop supports big data analytics along with
the real-life examples. We then explore MongoDB through section
MongoDBwhich further drill down to the technology using sections
Architecture, Data Model, Data Management, Data Visualization, and
Security. Section Big Data Support captures how MongoDB sup-
ports big data analytics along with the real-life examples. Section
Power of Two captures how both technologies can be used together
to solve big problems. Section Conclusion concludes the study.

2 BIG DATA
Big Data is de�ned in lot many di�erent ways but one of the inter-
esting ways it has been de�ned is in terms of three V’s which are
Volume, Velocity, and Variety. Big data is generated in great volume
typically in the gigabyte or more which makes data processing
di�cult. Data velocity has been increased due to the real-time data
streaming from various applications like social media or di�erent
type of sensors recording data continuously. Big data comes in
variety of format like structured or unstructured data. Data varies
in various format like text, pictures, audio, videos, 3D, social media
and so on. �ese big data characteristics pose challenges in terms
of overall data lifecycle management. Some of the examples of big
data usage are the recommendation service, predictive analytics,
data analytics, pa�ern identi�cation, and machine learning. Tradi-
tional systems are good for small or medium data processing but
unable to provide support for the big data. Big data need specialized
technologies and tools to handle its characteristics. �e technolo-
gies which can solve big data problem should have capabilities

like distributed computing system, massively parallel processing,
NoSQL, and analytical database [1, Ch. 1, p. 4]. Can Hadoop or
MongoDB be those technologies who can provide that support?

3 HADOOP
Apache foundation describes Hadoop as “�e Apache Hadoop so�-
ware library is a framework that allows for the distributed process-
ing of large data sets across clusters of computers using simple
programming models. It is designed to scale up from single servers
to thousands of machines, each o�ering local computation and
storage. Rather than rely on hardware to deliver high-availability,
the library itself is designed to detect and handle failures at the
application layer, so delivering a highly-available service on top of
a cluster of computers, each of which may be prone to failures” [2].
In other words, Hadoop provides a framework to store data in the
distributed manner and provides the capability to run data analysis
in the distributed way.

“Currently Hadoop project includes following modules:
• Hadoop Common: �e common utilities that support

the other Hadoop modules.
• Hadoop Distributed File System (HDFS): A distributed

�le system that provides high-throughput access to appli-
cation data.

• Hadoop YARN: A framework for job scheduling and clus-
ter resource management.

• Hadoop MapReduce: A YARN-based system for parallel
processing of large data sets” [2].

3.1 Hadoop Common
Hadoop Common is the collection of the utilities to support the
Hadoop modules. �is is the core package which provides essential
and basic service of the framework.

3.2 Hadoop Distributed File System (HDFS)
HadoopDistributed File System (HDFS) is the default distributed �le
system provided by theHadoop. HDFS serves as storagemechanism
in the Hadoop framework. HDFC speci�cally designed to process
large data set and run on low-cost hardware. It is highly fault-
tolerant which contains the mechanism for quick fault detection
and auto recovery. HDFS is designed to port across heterogeneous
hardware and so�ware platform. It does data computation on the
same node instead of moving data to the server which is faster as
well as avoid network congestion. It provides scalability by adding
or removing nodes in the HDFS cluster and can support hundreds
of nodes in single cluster [4]. Figure 1 shows HDFS architecture.

HDFS is based on master/slave architecture where NameNode is
the master server and DataNodes are the slave nodes. �ere can be
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Figure 1: HDFS Architecture [4]

only one NameNode server which manages �le system namespace
and all read-write requests. NameNode doesn’t store any data but
contains all the meta-data about �les and DataNodes. DataNode
contains actual data and they can be multiple in numbers usually
one per node. DataNodes are responsible for the create, delete,
replicate of the data blocks on the node as per the instruction by
the NameNode. DataNode also sends block-report to NameNode
which has a list of all blocks on the DataNode. DataNode sends
the heartbeat message to NameNode which helps in identifying
the failure nodes. If the heartbeat is not received by NameNode
in speci�ed interval then that DataNode is marked as dead and
NameNode usage di�erent DataNode. Figure 2 and 3 depicts read
and write in HDFS respectively.

Figure 2: HDFS Read [1, Ch. 3, p. 38]

3.3 Hadoop YARN
Hadoop YARN (Yet Another Resource Negotiator) provides cluster
resource management which helps in running multiple distributed
application in Hadoop. YARN consists of 3 components Resource-
Manager (RM), NodeManager (NM) and ApplicationMaster (AM).
ResourceManager is the master process which manages resources
across the nodes. NodeManager is responsible for the container

Figure 3: HDFS Write [1, Ch. 3, p. 39]

and provides resource usage to the ResourceManager. Application-
Master is responsible for ge�ing resources from ResourceManager
and work with NodeManager to execute the task [3]. YARN makes
it possible to run di�erent applications on Hadoop platform which
makes it scalable and integrable [1, Ch. 3, p. 65]. Figure 4 shows
YARN architecture.

Figure 4: YARN Architecture [3]

3.4 Hadoop MapReduce
Hadoop MapReduce is a framework which provides the capabil-
ity to process the vast amount of data in a distributed manner.
Processing is done in parallel on various nodes utilizing local ma-
chine processor and memory which results in high computation
power. �e framework provides fault tolerance along with support-
ing large clusters usually thousands of nodes. Typical framework
processing is to split input data into independent chunks and then
processed by map tasks in parallel. Sort the output of the map
task and then provide that as input to reduce task for aggregate
processing. Two important classes in this framework under pack-
age org.apache.hadoop.mapreduce are Mapper and Reducer. �ey
respectively provide map and reduce method to process the data.
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Figure 5 shows MapReduce process using wordcount example.
Each line in the input �le is passed to individual mapper class.
Mapper class parses the line and sets count for the word. Sort and
shu�e consolidate the data and sends it to the reducer. Reducer
performs the �nal word count and provides the output.

Figure 5: MapReduce Example [1, Ch. 3, p. 48]

3.5 Big Data Support
Big data problem solution requires tools which can process the huge
amount of data with high computation power. Hadoop provides
this capability by processing data in the distributed environment in
big clusters using MapReduce and also provides distributed storage
system as HDFS. HDFS can be con�gured in a cluster of hundreds
of nodes and can typically store the �le in size of gigabytes or ter-
abytes [4]. Using CPU and memory of local nodes delivers great
computation power. Hadoop also provides high tolerance to the
faults and scalability by adding nodes and integration with various
technologies. Being open source and con�gurable on commodity
hardware, Hadoop is cost e�ective and can be used by small in-
dustries as well for their big data solution. Hadoop’s capability to
process large-scale data in parallel within distributed environment
makes it one of the best tool for Big Data processing. Hadoop is
supported by various sub-projects which together forms Hadoop
Ecosystem. Di�erent applications can be integrated with Hadoop
depending on the big data problem need to be solved. Figure 6
illustrates Hadoop ecosystem by various layers.

Yahoo has one of the biggest Hadoop clusters. It has more than
100,000 CPUs in 40,000 computers running Hadoop. �eir biggest
cluster is of 4500 nodes. Yahoo is using Hadoop in research of Ad
systems and web search and also used to do scaling tests to support
the development of Apache Hadoop on larger clusters [5].

Facebook uses Apache Hadoop to store copies of internal log and
dimension data sources and use it as a source for reporting/analytics
and machine learning. �ey have 2 major Hadoop cluster, a 1100-
machine cluster with 8800 cores and about 12 PB raw storage and
a 300-machine cluster with 2400 cores and about 3 PB raw storage.
Each node has 8 cores and 12 TB of storage [5].

Ebay has 532 nodes Hadoop cluster. �ey are heavy user of
Mapreduce, Apache Pig, Apachae Hive and Apache Hbase. �ey
are using Hadoop for search optimization and research [5].

Figure 6: Hadoop Ecosystem [1, Ch. 2, p. 26]

4 MONGODB
�e rise of Big Data started posing challenges on how data can
be stored and processed. �e inability of the traditional relational
database to scale to big data volume and variety gave rose to the
NoSQL databases. Based on the concept of one size doesn’t �t all,
NoSQL implementation comes in 4 di�erent �avors, namely Col-
umn/Column Family, document, key-value and graph. MongoDB
is one of the popular implementation of the document type NoSQL
[6].

4.1 Architecture
MongoDB architecture blends best of relational and NoSQL tech-
nologies. It is enriched from relational database learning and incor-
porated new NoSQL features. Figure 7 shows MongoDB architec-
tural consideration. MongoDB provides powerful query language,

Figure 7: MongoDB Architecture [7]

indexing capability, strong read-write consistency, the capability
to integrate with other technologies which they borrowed from
the relational database. It also implemented NoSQL features like
�exible data model (schema-less), scalability by sharding or parti-
tioning, and provides high availability by running across the nodes
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and replication mechanism. MongoDB also provides a multi-model
architecture which supports four di�erent storage engines and �exi-
bility to mix and match those storage engines to store data in single
MongoDB deployment [7].

4.2 Data Model
MongoDB stores data as BSON (Binary JSON) document object
which is an extension of JSON and includes additional data type
such as int, long, date, �oating point, and decimal128. Documents
are stored in the collection which is similar to row and table in
relational database. �e document can vary in structure and usually
contains entire object details in the same document. �is provides
desired structure �exibility in terms of storing data which is not
present in the relational database. �e document can miss some
�elds and can be added to the document at any given point time
without impacting other documents. Unlike other NoSQL databases,
MongoDB provides data validation at the database level. Checks
can be enforced at the database level to validate document structure,
data types, data ranges and mandatory values [7].

4.3 Data Management
MongoDB has the capability of horizontal scaling which is referred
as Auto-Sharding. In case of data increase, MongoDB distributes
data across multiple physical partitions called shards automatically
without impacting the application.

MongoDB is ACID compliant at the document level, the entire
document is updated in one transaction or error is thrown.

MongoDB maintains multiple copies of data replica using na-
tive replication method. In case of failure, primary replica takes
over giving high availability. �is is done without impacting the
application and is fully automated.

Ops Manager gives developers, administrators and operations
teams monitoring capabilities into the MongoDB service. Featuring
charts, custom dashboards, and automated alerting, Ops Manager
tracks 100+ key database and systems health metrics including op-
erations counters, memory and CPU utilization, replication status,
open connections, queues and any node status.

Disaster recovery is provided using backup and restore mecha-
nism. Backups are taken just a few seconds behind the operational
system [7].

4.4 Data Visualization
MongoDB provides visualization capabilities in MongoDB Enter-
prise Advanced version using MongoDB Connector for BI. �e
tool provides the capability to analyze unstructured MongoDB data
along with structured SQL database data [7].

4.5 Security
Security is a growing concern and MongoDB addresses it by provid-
ing extensive security features in MongoDB Enterprise Advanced.
Authentication provides integration with external security mech-
anism like LDAP, Windows Active Directory, Kerberos etc. Au-
thorization can be provided using the user-de�ned role to access
the data also certain data can be masked by using a view. Audit

capability provides tracking of any command executed on the data-
base. Encryption can be used to encrypt the data on the disk, on the
network or in backup [7].

4.6 Big Data Support
MongoDB is a perfect �t for solving big data problem in terms of
database storage. It is capable of handling big data volume and
velocity using sharding which scales horizontally. It handles big
data variety by providing schema-less data storage. Structured
or unstructured, any type of data can be stored in MongoDB. It
provides cost bene�t as it can be installed on low-cost hardware
as well as by cu�ing down on the development time of the appli-
cation. It provides “Analytics and data visualization, text search,
graph processing, geospatial, in-memory performance and global
replication allow to deliver a wide variety of real-time applications
on one technology, reliably and securely” [7].

�e City of Chicago uses MongoDB to create smarter and safer
city. In just four months, data from Chicago’s 15 most crucial
department is integrated into MongoDB which provides real-time
data analysis to make be�er decisions. Dashboard created gives
querying capability on various department data simultaneously
along with twi�er data for sentiment analysis [8].

MongoDB helped online retailer OTTO to improve catalog up-
date time. OTTO now can update catalog within 15 minutes which
was earlier could take 12 hours. It helps OTTO to provide a person-
alized experience to their customer [9].

Expedia built scratchpad app using MongoDB to personalize and
help their customer by providing previous searches. It saves users
all previous travel searches so that users can refer those before
�nalizing the travel. MongoDB’s �exible data structure and ease of
development was the selling point for Expedia to use it as database
store [10].

5 POWER OF TWO
Big data solution requires two types of technology to solve the
problem, operational where real-time data is captured and stored,
and analytical where this data is used for complex analysis. Fre-
quently both of the technologies are deployed together to solve
big data problem. MongoDB and Hadoop are the great choices for
operational and analytical technology respectively. MongoDB can
be used to store structured/unstructured data and then Hadoop
MapReduce can be used to process this data for the analytics. To-
gether they provide the complete and cost-e�ective solution to the
big data problems [11].

6 CONCLUSION
Hadoop and MongoDB are the front-runner technologies to solve
big data problems. �e features provided by both technologies
are extremely suitable to solve big data problem which requires
handling of huge data and great computing power. Distributed
nature of both technologies helps data to break across multiple
nodes and distributed processing helps process data in parallel.
Cost-e�ective implementation enables to accept these technologies
industry-wide. �ere are a lot of other technologies emerging in
the market but Hadoop and MongoDB will be favorite for some
time to come.
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ABSTRACT
Big data has begun to impact telemetry and navigation for manned
and unmanned space travel. Major space programs are the entities
which control the infrastructure of telemetry and deep space data.
�e current bo�leneck in the volume, variety, and veracity of deep
space and telemetry data is the transmission technology uses to
communicate across space. Space Programs are poised to shi� from
radio-wave to laser and infrared communication methods which
will allow greater volumes of data to be transmi�ed and quickly
make big data more applicable to this type of data.
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1 INTRODUCTION
Big data in space telemetry and navigation concerns the process
of transmi�ing data between spacecra� and controllers on earth,
and storing data from spacecra�. �ese Spacecra� can be either
manned or unmanned and return di�erent volumes and types of
data depending on their purpose. �e nearest spacecra� are those
in low-earth orbit [1], between 400 and 1000 miles above the earth’s
surface and the farthest is Voyager 1 which is currently just over
140 AU (Astronomical Units) or approximately 13 billion miles
from Earth [10]. �e major space communications networks are
operated by the United States, Europe, Russia, China, India, and
Japan. Communications between spacecra�, satellites, and earth-
bound communication centers has historically been facilitated with
radio and microwave wavelength signals [16]. �ese frequencies
allow communication at speeds up to 100 megabits per second
in the case of the Lunar Reconnaissance Orbiter [5]. Deep Space
communications are, in late 2017, on the cusp of developments
which will open the big data opportunities substantially [9]. �e
volumes of telemetry and science data transmi�ed between tracking
stations and spacecra� are measured in megabits per second for
unmanned spacecra� to gigabits per second for manned missions
[5].

2 DEEP SPACE DATA INFRASTRUCTURE
Deep space and telemetry data, gathered at a rate which could be
considered big data, is done by the world’s largest government
space programs. �e United States, Russia, Europe, China, Japan,
and India have programs with ground tracking stations capable of
receiving deep space data and launch capabilities to carry manned
spacecra� to orbit or unmanned spacecra� beyond orbit [7].

2.1 NASA Deep Space Network
�e NASA Deep Space Network (NASA DSN)has three core sta-
tions located in Goldstone in the Mjoave Desert, California, near
Madrid, Spain, and near Canberra, Australia. Each location includes
a 70 meter main antenna, a 34 meter high e�ciency antenna, ten
additional deep-space stations with parabolic re�ector antennas,
a 34 meter beam waveguide antenna which can incorporate new
electronics easily, and a 26 meter antenna for tracking satellites
in earth orbit [7]. NASA DSN is able to receive data with signal
strength as weak “20 billion times weaker than the power level
in a modern digital wristwatch ba�ery” [4] which is the signal
strength currently received from the Voyager I [10]. NASA DSN is
equipped to communicate in S-band and X-band radio frequencies,
near-infrared frequencies, and is equipped to be adapted to new
data transmission technologies [4].

2.2 ESTRACK
�e European Space Agency’s (ESA) Deep Space Network [3] has
nine core stations in South America, Europe, Australia, and Atlantic
islands. ESTRACK has cooperative network stations through the
NASA network, and in Canada, South Africa, and Japan. �e sen-
sitivity of ESTRACK rivals that of the NASA network and is also
equipped to adapt to emerging technology beyond S- and X-band
radio frequency [3].

2.3 Soviet Deep Space Network
�e Russian State Corporation for Space Activities, Roscosmos, still
carries out deep space communication with the Soviet Deep Space
Network [14]. �e three main antennas date to before the collapse
of the Soviet Union, and have seen few hardware upgrades since.
�e network includes two 70meter antennas, one in Crimea and one
on the Eastern border of Russia along with a 64 meter antenna near
Moscow [21]. �ere are many other telemetry stations in Russia
which complement the three main antennas for near-earth missions.
�e Soviet Deep Space Network has successfully exchanged data
�ows of 120,000 bits per second (0.12 megabits) per second [21].
�is network does not have global reach, and o�er cooperates with
the European Space Agency.

2.4 Chinese Deep Space Network
�e Chinese Deep Space Network includes multiple stations in
China and �ve stations elsewhere in Australia, Pakistan, Chile,
Namibia, and Kenya [19]. �e Chinese network includes 18, 35,
40, 50, and 64 meter dishes around the world with upgrades in
development at many of these sites as part of China’s ambitions in
lunar exploration [11].
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2.5 Indian Deep Space Network
�e Indian Deep Space Network is built around the Indian Space
Research Organization’s Telemetry, Tracking and Command Net-
work (ISTRAC). ISTRAC is augmented by several dishes including
a 32, 18, and 11 meter dishes. ISTRAC has installations on India,
Russia, South America, Hawaii, and multiple islands in the Paci�c
and is augmented by the NASA Deep Space Network [15].

2.6 Usuda Deep Space Network
�e Usada Deep Space Center has a core facility in Usada, Japan.
�e facility’s main receiver is a 64-meter beam waveguide antenna.
Japan’s beam waveguide technology was adopted by NASA into
their Deep Space Network. �e network includes four additional lo-
cations in Japan and stations in Sweden, the Atlantic near Morocco,
Western Australia, and Santiago, Chile [22].

3 DATA FLOW FROM TELEMETRY AND DEEP
SPACE DATA

Each of the major space programs operates a network of ground
stations which gather data. NASA’s Deep Space Network operates
the highest volume of data �ow among these programs [2]. Un-
manned spacecra� return data measured in megabits per second,
which is a challenging �ow of data, but not every mission poses
the challenges characteristic of big data. �e transmission of data
becomes increasingly expensive as a space cra� travels farther from
earth. �e Voyager 1 transmits data in real-time at a rate of 160
bits (20 bytes) per second and its 1970s era computing technology
makes the data it returns expensive, and scienti�cally valuable, but
not very big data [10]. Newer deep space spacecra� have be�er
broadcast capabilities and can return more data when closer to the
earth. �e most data-productive unmanned spacecra� return data
at a rate of megabits per second.

Data from these cra� can grow large over the duration of a mis-
sion. For example, the Mars Reconnaissance Orbiter (MRO) [18], as
of 2017, has returned over 300 terabits [9] (37.5 terabytes) of imag-
ing data of the Martian surface. �e volume of data returned by this
mission is still less than what the MRO’s sensors are capable of ob-
serving. �eMRO carriesmultiple cameras with di�erent resolution
qualities. �e Context Camera [9] has photographed 99.1 percent of
the Martian surface and 60.4 percent has been photographed twice.
�e MRO also carries the High Resolution Imaging Science Exper-
iment (HiRISE) [18] which can zoom into changes to the surface
which are spo�ed by the Context Camera. �e higher resolution of
the HiRISE has limited this camera’s coverage to only three percent
of the surface. Additional MRO cameras photograph the entire
planet each day tracking weather changes and atmospheric condi-
tions. Although the MRO has returned almost 40 terabytes of data,
the imaging instruments it carries generate signi�cantly more data
than is transmi�ed back to earth.

�e big data challenges in space telemetry data come from the
manned spacecra�, which have been exclusively earth orbiting
missions since the return of Apollo 17. �e International Space
Station (ISS) is the collaborative mission which manned missions
for the US, European, and Russian space programs have focused
on since Apollo 17 returned in 1972. �e ISS generates signi�cant
scienti�c, telemetry, life support system, and even livestreamed

video from crew members [12]. �e ISS has connectivity of 300
megabits per second and is continuously operating to return data
[23]. Upcoming plans to add storage for additional experiments
will increase the data generates and broadcast back and NASA is
working to increase transmission capacity to the ISS [23].

4 DATA PROCESSING IN TELEMETRY AND
DEEP SPACE DATA

Modern spacecra� exchange data via radio wave transmissions.
�is data is of course transmi�ed in binary, but receivers can be
either digital or analog. Data is encoded using pulse code modula-
tion and transferred in a way that creates a level of redundancy in
the signal to maximize the quality of data received by communica-
tions networks [2]. �e structure of the expected data �ow from
any given sensor is known before the spacecra� is ever launched.
�e main risk to the quality of data is noise introduced to the
data stream by earth’s atmosphere, temperature variations through
space which the transfer traverses, or losses of signal connection
during transmission. Once data is received, it is a ma�er of de-
coding from binary to the format required for any particular data
stream [13, 24].

�e variety of data received from spacecra� is dictated by the
variety of cameras and sensors any given vessel carries. �e ex-
pected data streams from any given instrument are well known
and well-tested by researchers long before a spacecra� is launched.
�ese data streams require processing once received on earth to
correct for noise and missing periods of data [17]. �e analysis
of scienti�c research data is unique to each instrument and this
raw data is rarely made public. �e structure of this data, such as
categories of data and the expected length of a dataset, is known
and planned before the data is generated. With the largest datasets
measured in terabytes over the course of a mission, the data is cer-
tainly large, but well within the capacity of many storage services
[6]. �e search and query methods created for the largest big data
generators, such as social media, genetics, and astronomy, are pow-
erful enough to perform search functions on data from unmanned
spacecra�.

Telemetry data does, however, pose challenges in data variety.
�e ESA has created a network called ’Technology Exchange’ where
solutions to data processing are o�ered. Database management is
essential since telemetry data is only of use when it is spatially and
temporally noted, searchable, and quickly accessible [13].

5 BIG DATA CHANGES IN TELEMETRY AND
DEEP SPACE DATA

�e primary limitation preventing deep space data from becoming
truly big data is the limitations posed by radio wave communica-
tion [24]. �e radio receivers on earth are sensitive to the edge
of the solar system. �e camera de�nition and sensor sensitivity
across the electromagnetic spectrum have improved dramatically
in recent decades. �e solar and nuclear power cells needed for
extended deep-space travel are well developed [20]. �e techno-
logical limits created by the 100 gigabit per second limit to radio
wave transmissions are the bo�leneck to unleashing big data in
telemetry and deep space data. A�er decades of development and
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re�nement of telecommunications technology, the theoretical limits
of radio-wave communication have been reached [16].

Laser communicationwas �rst demonstrated in 2013whenNASA
successfully transmi�ed an image of the Mona Lisa [17] to the Lu-
nar Reconnaissance Orbiter [5] and back to earth again. Laser
optical technology uses wave lengths which are orders of magni-
tude shorter and will spread out signi�cantly less than radio waves.
Laser technology is also capable of transmi�ing at rates of 10 times
the volume, with theoretical limits of 100 times the volume, of ra-
dio transmi�ers. �e Laser Communications Relay Demonstration
(LCRD) is an upcoming mission which will test the transmission
process, encoding techniques, and atmospheric noise solutions for
a laser communication system with a satellite in earth orbit [8].
�e LCRD is in testing through 2017 and will be launched in 2019.
Laser communication would make it possible to return data from
spacecra� around the solar system in de�nition which would match
the detail used to track environmental changes around earth.�is
communication method not only allows higher volume and quality
of data, it can also transmit with lower power requirements and
lighter transmi�ing equipment, which in turn allowsmore scienti�c
sensors on any given spacecra� which again increases the volume
of data returned [8, 24].

6 CONCLUSION
Deep space and telemetry data is on the cusp of dramatic growth in
the volume, variety and quality returned by deep space spacecra�.
�e technological shi� from radio to laser transmissions will allow
an order of magnitude more data volume to be transmi�ed from
space, whether near-earth orbit or deep space [6]. Researchers will
be able to improve of de�nition, density, quality, and variety of data
which any given deep space spacecra� will return. �e analytical,
storage, searchability, and visualization tools developed with big
data projects will become far more applicable to deep space and
telemetry data as this technology is developed. �e demand for
experimental access to the ISS and deep space missions is increasing
every year [6, 12] and big data framework will grow more relevant
as data transmission capability improves and the NASA Open Data
project makes more of this data publicly available.
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ABSTRACT
�e Deep Learning is unique in all machine learning algorithms
to analyze supervised and unsupervised datasets. Big Data chal-
lenges, such as high volumes, multi-dimensionality and feature
engineering, are well addressed using Deep Learning algorithms.
Deep Leaning, with edge and distributed mesh computing, is best
suited to handle IoT Analytics from millions of sensors producing
petabytes of time-series data.
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1 INTRODUCTION
Supervised machine learning algorithms: decision trees, linear re-
gression, support vector machines (SVMs), Naive Bayes, neural
networks, etc. are popular for classi�cation and regression prob-
lems by analyzing labeled training data. K-means clustering al-
gorithms are good for unsupervised datasets to categorize based
on the identi�ed pa�erns in unlabeled data. While there are so
many factors - nature of the domain, sample size of the dataset and
number of a�ributes de�ning characteristics of the data - decide
which machine learning algorithm works be�er, Deep Learning
algorithms are, ge�ing greater traction, addressing complex ana-
lytics tasks including high-dimensionality and automatic creation
of new features from existing complex hierarchical features, very
well.

2 NEURAL NETWORKS
Neural Network is modeled a�er the human brain, speci�cally the
way it solves complex problems. Perceptron, the �rst generation
neural network, created a simple mathematical model or a function,
mimicking neuron - the basic unit of the brain, by taking several
binary inputs and produced single binary output. Sigmoid Neuron
improved learning by giving some weightage to the input based on
importance of the corresponding input to the output so that tiny
changes in the output due to the minor adjustments in the input
weights (or biases) can be measured e�ectively. Neural Network
is, a directed graph, organized by layers and layers are created by
number of interconnected neurons (or nodes). Every neuron in a
layer is connected with all the neurons from the previous layer;
there will be no interaction of neurons within a layer. As shown in
Figure (1), a typical Neural Network contains three layers: input
(le�), hidden (middle) and output (right) [3]. �e middle layer is
called hidden only because the neurons of this layer are neither the
input nor the output. However, the actual processing happens in the
hidden layer as the data passes through layer by layer, each neuron
acts as an activation function to process the input. �e performance

Figure 1: Simple Neural Network [3, 4]

of a Neural Network is measured using cost or error function and the
dependent input weight variables. Forward-propagation and back-
propagation are two techniques, neural network uses repeatedly
until all the input variables are adjusted or calibrated to predict
accurate output. During, forward-propagation, information moves
in forward direction and passes through all the layers by applying
certain weights to the input parameters. Back-propagation method
minimizes the error in the weights by applying an algorithm called
gradient descent at each iteration step.

3 DEEP LEARNING
Deep Learning is an advanced neural network, with multiple hid-
den layers (thousands or even more deep), that can work well with
supervised (labeled) and unsupervised (unlabeled) datasets. Ap-
plications, such as speech, image and behavior pa�erns, having
complex relationships in large-set of a�ributes, are best suited for
Deep Learning Neural Networks. Deep Learning vectorizes the
input and converts it into output vector space by decomposing
complex geometric and polynomial equations into a series of sim-
ple transformations. �ese transformations go through neuron
activation functions at each layer parameterized by input weights.
For it to be e�ective, the cost function of the neural network must
guarantee two mathematical properties: continuity and di�erentia-
bility.

3.1 Feature Engineering
�e dataset with too many dimensions, also known as a�ributes
or features, create large sparsity and make it di�cult to process.
Curse of dimensionality is a scenario where the value added by
the dimensions is much smaller in comparison to the processing
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Figure 2: Deep Neural Network with three hidden layers [3]

cost. However, in certain applications, such as face recognition
and patient electronic medical records, the complexity created by
multiple dimensions might add value to the context. Feature En-
gineering is an exploratory analysis to identify the features that
collectively contribute to be�er predictive modeling by removing
irrelevant features and creating new features, using the training
information to identify the pa�erns, from existing interrelated fea-
tures [6]. Principal component analysis (PCA) is a technique to
analyze the interdependency among the features and keep only
the principal, most relevant, features with minimum loss in the
model. With enough training, Deep Learning makes neurons learn
new features themselves, in an unsupervised manner, from existing
features distributed in several hidden layers. Stacked Autoencoder
(AE) is, a Deep Belief Network algorithm, to create advanced pre-
dictive models for large datasets having thousands or even millions
of dimensions, automatically, with complex hierarchical a�ributes
in non-linear fashion for simpler computing. �ough AE is sophis-
ticated, it is very di�cult to understand the algorithm logic and so
unable to reuse the learnings from the modeling to other systems.

3.2 Deep Neural Networks
Convolutional Neural Network (CNN), also called multilayer percep-
tron (MLP), is a deep feedforward network, consists of (1) convo-
lutional layers - to identify the features using weights and biases,
followed by (2) fully connected layers - where each neuron is con-
nected from all the neurons of previous layers - to provide non-
linearity, sub-sampling or max-pooling, performance and control
data over��ing [2]. CNN is used in image and voice recognition ap-
plications by e�ectively using multiples copies of same neuron and
reusing group of neurons in several places to make them modular.
CNNs are constrained by �xed-size vectorized inputs and outputs.
Recursive Neural Network (RNN) is, another type of Deep Learning,
that uses same shared feature weights recursively for processing
sequential data, emi�ed by sensors or the way spoken words are
processed in natural language processing (NLP), to produce arbi-
trary size input and output vectors. RNN uses a technique called
loop, where several copies of the same chunk of network (module),
each instance passing a message to the next, to persist the infor-
mation. Long Short Term Memory (LSTM) is an advanced RNN
to learn and remember longer sequences by composing series of
repeated modules of neural network and a concept called cell state,
a memory unit, to memorize the learning by adding and removing

Figure 3: Sample Convolutional Neural Network [1]

Figure 4: Recursive Neural Network Loop and LSTM Cell
State [7, 8]

information using input, output and forget gates, in a regularized
fashion while data �ows through the layers [9]. �e Convolutional
and Recursive Neural Networks can complement each other to pro-
duce be�er and e�ective models where problem space has both -
hierarchical features and temporal data. Deep Learning can also
work well with related Reinforcement Learning algorithms where
the focus is on how to maximize the learning based on rewards and
punishments.

4 IOT DATA ANALYTICS
Internet of�ings (IoT) is ge�ing lots of traction, due to the massive
volumes and variety of the sensor data, qualifying it to be part of Big
Data; however, business needs to convert this data into information
whether to monitor and control the things (devices) or to analyze
the sensor data for be�erment. Time-series data has non-stationary
time aspects collected at certain intervals over a short period of time
and correlate this sequence of data with past or future sequences.
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Stock prices and IoT sensor data are examples of time-series data.
In�uxDB, an open source time-series database, is o�ering high
write performance, data compaction through down-sampling and
automatic deletion of expired old time-series data, to address IoT
data storage challenges [5].

4.1 Complexity
Unique traits of IoT data, such as noise, high dimensionality and
high streaming of time-series data in real-time, make it challenging
to process using traditional machine learning algorithms [10]. Au-
toregressive Moving Average Model (ARIMA), converts time-series
from non-stationary into stationary, but only for short-time pre-
dictions. Deep Learning, using LSTM, can detect anomalies in the
sensor data and train time-series pa�erns very well. Deep Learning
algorithms involve complex mathematics - geometry, matrix alge-
bra, di�erential calculus, statistics and probability, and intensive
distributed computing to train the massive amounts of sensor data.

4.2 Scalability
Deep Learning, by design, allows parallel programming, as each
module - with all the dependencies among neurons - can run inde-
pendently and parallelly from other modules within the network.
Using Graphics Process Unit (GPU), module networks can achieve
parallel programming without needing much of Central Process-
ing Unit (CPU) allocation of a computer. �ough GPU is intended
for graphical processing, it works e�ciently to run thousands of
small mathematical functions, such as matrix multiplications, in
parallel. Cloud computing and edge analytics o�er �exible scale out
distributed processing options using virtualization and container-
ization. Sophisticated algorithms and distributed computing make
Deep Learning scale and perform well to process huge datasets.

4.3 Case Study
Hewle� Packard (HP) Labs has given a presentation of their re-
search to measure the e�ectiveness Deep Learning algorithms on
IoT Sensor Data Analytics. Sample data - vision, speech, text and
sensor signals, has been collected from scripted video and the ac-
celerometer from 52 subjects gathered 20 minutes of activity recog-
nition per subject averaging 12,000 measurements per minute per
person with 16 classi�cations, such as walk to bed, enter bed, lie
down, roll le�, roll right and speak. �ey have analyzed and trained
the sample time-series data using various supervised learning al-
gorithms including SVMs, decision trees and traditional neural
networks; compared the results with recurrent, Deep Learning,
neural network. Deep Learning showed 95% or more accuracy
in various scenarios, performed much be�er than all the other
algorithms, without sophisticated feature engineering. However,
Deep Learning algorithms were predictively slow and expensive
for results to converge as the sample dataset is huge with lots of
instances (106-109) and very large number of features (>106). �ey
have concluded the presentation with scale-out hardware options
using CPU/GPU clusters, edge analytics and futuristic distributed
mesh computing alternatives for be�er scalability and performance
[11].

5 CONCLUSION
In contrast to traditional machine learning solutions, Deep Learn-
ing not only scales well with high volumes of input data but also
facilitates in automatic decomposition of complex data representa-
tions of unsupervised and uncategorized data. Automatic discovery
of new features, from convolutional or recurrent neural networks,
makes Deep Learning predominant among all machine learning
algorithms. It is very di�cult to understand fuzzy and complex
logic of Deep Learning; perhaps, more adoption helps ge�ing be�er
handle at them. Deep Learning algorithms need deep research in
validating the process of advanced Big Data Analytics tasks, such
as IoT sensor time-series data, semantic learning, scalability, data
tagging and reliability of the predictive models without extreme
generalization.
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ABSTRACT
It has been widely accepted fact and has been addressed in many
studies that Social Media data is prominently growing and diver-
si�ed way of communication which entails immense possibilities
with the data that it generates. It is not only a medium of socializing
but a major platform for businesses to capitalize on this medium to
increase their revenue in every way possible. Many new avenues
of complexities and diversities introduced in social media data are
identi�ed and their respective challenges are stated. Challenges are
identi�ed in handling the social media data to derive correlations
and implicit key performance indices to improve the e�cacy and
outreach of marketing campaigns of organizations. Big Data solu-
tions to keep up with the paradigm shi� in social media data and
to remain focused towards upcoming possibilities are stated with
some illustrations on political marketing and Internet Of �ings.
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1 INTRODUCTION
Social Media has become an integral part of any business working
on larger scale and it has to be addressed without fail. With the
advancements in technology and internet as a means of communi-
cation has drastically changed the way people interact today [15].
Merely, the scale of internet and its availability has given a lot of
business owners an opportunity to not rely on meetings in person
for carrying out the business. �e advancements, popularity of
Social Media and equally thriving industry to provide much more
advanced devices to have access to internet and social media has
made it a major means of communication. Most prominently social
media has become a means of entertainment as well [14]. Social
Media is a platform where anyone at anytime can engage with a
plethora of information. �e type of information shared is just
about everything. It is not con�ned by the limitations of television
or �lm industry where a certain body, media broadcast companies,
drive what content would be shared with the audience. Here any
individual can just share any kind of information which has become
a phenomenon where rest of the world can participate and exponen-
tial share that information [14]. And, just like any entertainment
platform when there is an engagement of a very large amount of
people it becomes a very viable and extremely pro�table means for
marketing and advertising.

Marketing on social media is, if not completely, a very di�erent
paradigm than any other kind of marketing. �ere is a multitude
of avenues and areas to explore in social media that are to be ex-
plored in great detail to �nd the right strategy. It’s not that its very

di�cult to advertise anything on social media, in fact, social media
provides so much diversity in the ways to communicate with the
customers that if used intelligently organizations can bene�t a great
deal from it and should be able to run their marketing campaigns
much more e�ciently than wasting a lot of resources on areas
which are wasteful [18]. �e reason behind this diversity is because
the sheer amount detailed information that is available on social
media. Unlike other platforms which have a high social presence
or are largely a vital target area for marketing the information
about the consumer remains either restricted or none. From other
platforms it is mostly a prediction to identify the demographics
of the individual engaging on that platform. Firstly, its not just
the demographics which are useful to identify an organization’s
correct audience [20]. It has to be much more than that, the psycho-
graphics and general a�itude of the consumers is equally important
to identify and minimize the subset of audience to which the ad-
vertising should be directed. Various marketing campaigns can
bene�t a lot from this information because it reduces the cost of
marketing while increasing the rates of conversion because of an
intelligent choice of audience. �e question arises here is how to
get this information. And social media is all about data. In every
minute on social media there are 500 hours of video uploaded on
Youtube, 3.3 million Facebook posts are made, 3.8 Google Searches
are done, around 400,000 tweets are posted on Twi�er [3]. �is is
what makes this a very interesting scenario, on one hand one gets a
substantial amount of data daily which is a challenge to handle with
any contemporary technology and on the other hand all of this data
has nearly all the information that a marketing campaign would
need to accurately target their consumer base. And this is where
Big Data applications and contemporary technologies provide an
equally interesting means of solving this problem.

2 NEW AVENUES IN SOCIAL MEDIA DATA
As we established before, social media data o�ers immense possibil-
ities of how individuals can handle the data. On various studies it
has been already identi�ed and is accepted by many organizations
that the data to be tackled here is huge [3]. However, just having
a large amount of data is not the problem. It depends on how cre-
atively the data can be utilized. Like other marketing mediums this
is not all reliant only merely the number of views. It is much more
than that and it entails practically endless amount of possibilities of
what kind of data can be mined. �is data can be useful on �nding
the demographics, psychographics, societal connections etc. In
addition to that, this data can give marketing campaigns insights
on things which were never even though useful before [20]. Orga-
nizations can try and delve into �nding the whole lifecycle of the
product being advertised right in front of them and can recursively
keep improving on them. When a product is advertised for the �rst
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time one can get feedback and sentiments about the product right
away from data itself and can tune, align their marketing strategy
accordingly. On the other hand it is also a challenge that this is all
happening publicly [12]. And as much as this is helpful unlike any
other one sided platforms where the end consumers of the product
cannot engage on the platform, here the consumer can speak up
and publicly announce the fallacies or even good reviews about the
product.

In addition to these explicit data mining, there are many other
levels on which data is can be mined for improving the performance
of marketing campaigns [16] [8]. Not directly pertaining to the
product at hand but all this data available on the consumers and
their behaviors, social circle, likes, dislikes, can help with many
other leads. �ey may provide a viable costumer, it can also be used
to decide if the data from a certain individual is an outlier or indeed
a reliable data. By looking at a behavior of a certain individual on
social media and his/her interactions, information shared, social
circle, likes and dislikes one can �gure out of that individual is
mischievous and highly unreliable or may be is simply a bot [9].

In addition to these avenues, and social media being biggest,
richest and dynamic content generator, all of this we discussed is
never constant. It keeps changing with new social media organiza-
tions trying to bring in more an more and features everyday and
trying their best to engage more people on their sites. Which, in
turn, increases the possibility of new type of data ge�ing generated
very o�en. One of the major paradigm shi� in this direction has
been Internet of �ings (IOT) [2] [19]. IOT is most inadvertently
changing the completely dynamics of ever changing social media
data. Organizations and other businesses are trying to capitalize
their level best on this new technology which helps them introduce
their products like washing machines, refrigerators, vending ma-
chines on the internet. As it provides excitement to their customers
as this adds more level of comfort and trying new things has always
been entertaining. For instance one organization tried to open up a
vending machine based on a twi�er hashtag [19]. It’s fun but this
is an indication of on what level and how diverse this data can get
in near future with IOT.

3 CHALLENGES OF SOCIAL MEDIA DATA
AND MARKETING

Social media being biggest, richer and extremely dynamic makes it
very big challenge for traditional technologies to tackle. However,
merely the size of the data is not something new in it has been
widely established the sheer amount of data in Social Media is huge
and advancements, new technologies are an immediate require-
ment. Not only that, but these technologies needs to keep updating,
refreshing themselves to keep up with the pace of new data that is
being generated everyday and most importantly the type of data
that keeps changing.

�e most common challenges are more or less already acknowl-
edged and there are solutions available for them or if not at least
there are methodologies to handle those. Natural language pro-
cessing, opinions, sentiment analysis are some common challenges
which are handled with machine learning, many libraries which
provide a certain level of accuracy in sentiment analysis. As far as
the amount of data is concerned Big Data technologies like Hadoop

MapReduce, Hive etc. are already being utilized to handle these
scenarios. However, as stated before the social media space is ex-
tremely dynamic and organic space where the data is extremely
volatile as far the type and life cycle of the data is concerned. Be-
sides, social media data in itself doesn’t follow any pa�ern. Data
and the information available can change substantially based on
the type of social networking platform is under the scanner. For in-
stance Instagram1 has very li�le to do with any textual information
as its mostly about people posting pictures on it. �ere are certain
ways to help image processing with the data available in form of
comments and hashtags on the posts but its very limited. On the
other hand sites like Facebook can be everything including, photos,
textual data, audio �les etc. �e challenges are not only pertaining
to the amount of data but how much any marketing campaigns
wishes to gain from that data [11]. As there are immense possibili-
ties of �nding new insights and complex correlations which can in
one way or other provided di�erent key performance indices for
increasing the e�cacy of marketing campaign. And to help market-
ing campaigns and organizations the technical advancements and
solutions are to be thought in greater detail to bene�t marketing
domain [4].

4 BIG DATA APPLICATIONS AND
CAPABILITIES

�emagnitude of social media data is not a news and there aremany
well de�ned architectures available and to an extent implemented
as well which try to solve this problem in a most generic way [17].
We can agree on this partially that the amount of data and how
that will be handled has been identi�ed and there are technologies
available which are fairly scalable to not pause any limitation in
near future. However the bigger challenges lately have not been
just the amount of data but the type of data and the methodologies
which can be utilized, while not compromising on amount of data
that can be handled, to get the most important and vital piece of
information from the data. As stated before data in recent past is
not merely about counts and views [8]. Data contains a lot more
of insights and with ever changing social media market and its
acceptance it is almost always volatile.

With recently growth of technologies like Apache Spark2 and
its extremely diverse set of APIs it provides a great customizable
platform which can be hosted on any of the Big Data solutions like
Apache HDFS 3 for distributed computing to ensure that organi-
zations are ge�ing the best out of there data and are not lagging
behind because of technological limitations. �ere are more details
provided later for some sample solutions where Spark can be used
but for now we can draw some parallels on what kind of useful
performance indices can be retrieved from social media data and
how Big Data solutions can be useful there. Apart from the size
of the data and the reception of a particular post or an ad in any
social site there are lot of works done around natural language
processing for sentiment analysis of the data [13]. However, these
details mostly pertain only to opinion mining, sentiment analysis of
1Instagram is a mobile, desktop, and Internet-based photo-sharing application and
service that allows users to share pictures and videos either publicly or privately
2Apache Spark is an open-source cluster-computing framework
3Apache Hadoop is an open-source so�ware framework used for distributed storage
and processing of dataset of big data using the MapReduce programming model.
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how the posts or products were perceived by the audiences [6]. But
there’s more to this data. Various libraries of Spark like Machine
Learning Library4 and GraphX5 can be utilized to build models
which are not merely dependent on sentiments or opinions but to
mine data on how the product is being perceived by the consumers
as a group or as a societal importance. Which can of course be
related to the preexisting sentiment analysis by natural language
processing but this provides an acute subset to work with as this
can minimize the target audience to a certain extent.

Twi�er6 tweets can be collected and related to each other with a
GraphX library and models can be created to �nd out what causes
anything to go on a trending page or what are the ni�y gri�ies
that can get consumers of twi�er more excited about any product
which of course increases the footprint of any advertisement more.
�is helps however only with increasing the outreach of the par-
ticular advertisement. Or on the other hand it can help create a
model which can identify, by the interactions of di�erent user with
other users, to identify social media bots which are not a poten-
tial customer for the organizations which should be weeded out
while considering and calculating any kind of the key performance
indices by a marketing campaign.

5 POLITICAL MARKETING
As much as marketing of commercial products has its own space
in social media, it has a very huge impact on political marketing as
well. And there are two sides to this which were exacerbated and
surfaced in recent US presidential elections. Marketing on social
media for any political campaign has two challenges. Primarily it
is to promote one particular individual like any other traditional
marketing but on the �ip side of it one has to make sure that there
are no entities are utilizing the same platform to alter the results of
the election by utilizing the openness of social media and promoting
fake information which most of consumers can readily believe in
without ensuring the authenticity of the posts. Which in traditional
terms was also considered as echo chambers or �lter bubbles where
they are kept aloof from contrary perspectives and possibly reality.
Post 2016 US presidential elections it was researched that a lot of
fake Facebook posts were circulated from within the country and
even from other countries [1] [10]. �is represents a new and a
unique challenge for the marketing world as this is totally di�erent
type of data to deal with, compared to commercial marketing and
also its a unique type of data mining.

In this particular scenario even for a giant organization like
Facebook took around 6 to 7 months to identify the authenticity of
the claim of fake news and to weed out and identify the exact ads
and posts which were not authentic [7]. However, this can be done
proactively by the political campaigns proactively to ensure that
no unethical activity on social media can a�ect their campaigns.

Data science methodologies and a spark platform can provide a
lot of insights on this particular �eld. Most of this data is generated
and fake accelerated in form of making it looking like a trending
topic with endorsements showing that many people like it and that
it was shared by numerous people and it’s done by social media
4MLlib is Apache Spark’s scalable machine learning library.
5GraphX is Apache Spark’s API for graphs and graph-parallel computation.
6Twi�er is an online news and social networking service where users post and interact
with messages called tweets

bots [21]. Many of the bots can be utilized to create fake debates
on fake posts which can also be perceived by the audience as �rstly
true and secondly being endorsed by a lot of other social media
users which can help tilting or at least a�ecting the decision of a
voter [22].

To avoid this with all the data available on social media is crucial
and helpful. All the contemporary key indices which are retrieved
from the data today in form of sentiment analysis, opinion mining,
counts of reposts, share can play a very vital role in this kind of
data mining but to a larger extent this information also needs to be
supported by behavioral information which can be retrieved from
the data by building correlation between the various posts and data
that is shared by the social media users. Spark and its library can
be used to build graph based models to generate and weed out the
social media handles/accounts which seem to be posting unethical
information and will help to weed out those kinds of accounts to
avoid swaying away any voter’s decision in wrong direction.

6 INTERNET OF THINGS
Imagine one individual’s washing machine posting a Tweet on
manufacturer’s page publicly about a certain anomaly. Or may be
posting stats of its last week run and how much water it saved
or how much electricity it wasted. Technology world is on the
verge of two possibly biggest data generators merging together.
Devices at a consumers home may remain constantly connected
with its owners even while he’s out of town. �ey might be able
to connect to other devices in the vicinity and possibly identify if
the issue it is facing to function is isolated or a general problem in
the community. Essentially, we are looking at a dawn of endless
possibilities as initially was thought about social media.

�ere are many aspects to IOT which can exponential increase
the complexity and richness of the data available on social me-
dia. On one hand this may also, as it’s usually the case with any
technology, pause a threat on privacy etc. but this will continue
to thrive on the basis of providing at most comfort level to the
consumer of devices [5]. �e variations in the richness of data and
complexity would be endless. �ere could be patients and their
devices altering their doctors directly on their social media handles.
�e information can be broadcasted on multiple groups probably
for the hospital employees to ensure their patients are constantly
monitored even when its not physically possible. Every now and
then certain group of devices like refrigerators or microwave ovens
of a certain brand may start showing up on a trending page because
they have been saving so much enery lately and they have received
rave reviews about them on social media by their owners.

Yet again, we’re talking about the endless amount of rich and
diverse data which opens up the doors for numerous of ways in
which this data can be utilized. With IOT organizations can utilize
the data available from the devices and their posts on social media
to garner statistics on howwell their devices are working, how good
is a reception of the devices, in fact, this might even be recursive.
In every which way, the quest for enriching lives of humans would
continue and by learning from the data posted by the devices and
their consumers more avenues of possibilities will keep opening to
make it be�er and be�er each day.
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Big Data technologies very soon will be utilized to make this
possible. Today, IOT is mostly focused towards data that is posted
directly from the devices to certain servers of the manufacturer
or the maintenance and it is indeed large enough to be requiring
Big Data technologies to handle it. However, with social media
this will give another good use case to make predictions. Let’s say
based on the social impressions of the owners of washing machines
complaining a lot about their machine’s not working in the optimal
way lately to their friends and many washing machines of that
particular area possibly posting an collaborating on certain groups
on social sites about water being to hard lately may help identify
the issues and identify in exact which locality this is happening and
will help rectify the issue permanently as soon as it starts to appear.
�is exercise can again be fed back the system and marketed as
level of comfort and proactive recti�cation their devices provide to
the customer in form of more social media impressions which may
in turn also increase there consumer base.

7 CONCLUSION
Various di�erent proliferating avenues in social media that are
changing the diversity, richness and complexity of the data avail-
able on social media that can help marketing campaigns and various
organizations in many di�erent ways. �is data is so enriched and
perplexing that marketing industry can choose based on their crite-
ria on howmuch theywish to delve into this data. More information
is never bad but handling that data and being able to mine it for
di�erent key performance indices can be made possible with the
contemporary Big Data technologies. Growing and organically
changing social media data might have made it di�cult for various
traditional approaches of identifying the right strategies of mar-
keting but with latest Big Data technologies like Spark Streaming,
MLib, GraphX it is possible to tackle any kind of data in the most
�uid form so that it is customizable enough to quickly adapt based
on the changing needs of social media data. �ere are many chal-
lenges on handling this new diversity and complexity of this data
in form of more detailed information that is available other than
simple number of views or demographics. It is established that
the availability of data and insights to �nd complex correlations
between the data is practically endless and it relies highly on the
will and to the extent marketing campaigns wish to increase their
e�cacy of their marketing which makes this more complex and
requires more creativity. Almost all the type of data that is being
generated and is available has been well thought of and aligns well
with technology available in Big Data. However, it has been done
mostly in social media and Big Data spaces individually. �ere’s a
high need to focus on more solutions which are more targeted and
focus towards the major paradigm shi� and viral behavior of social
media. Which is also at the brink of increasing and diversifying
immensely a�er various di�erent new usages of social media like
its use in politics and Internet Of �ings.
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ABSTRACT
It could be challenging to pick the right data visualization tool in
Python. �ere are so many option available. Summarizing most
common tools, then testing and comparing di�erent techniques
would help to pick the best �t and method for the needed visualiza-
tion.
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1 INTRODUCTION
Big data and analytics can be beautifully presented by using visual-
ization tools in Python. Python is a great programming language
with variety of options. It is object oriented, semantically structured
and great for scripting programs as well as connecting other pro-
grammable components. Python is considerably easy to learn and
because of its high productivity and also became one of the favorite
tools for programmers and data scientists. It contains libraries that
are script importable and usable for a lot of use cases, such as im-
age modi�cation, scienti�c data analysis and server automation.
Python world has been around for thirty years and a lot of code
was wri�en with multiple contributors. Variety of options built
up on how to visualize the data [10]. �is means that sometimes
it can be really di�cult to pick the right tool for data analysis or
visualization and �gure out which one to use. For this purpose,
di�erent visualization methods in Python have been summarized,
rendered and explained. �e techniques were done within the same
amount of time and same data sets to demonstrate the di�erence
between each output. �e point of the comparison is to understand
which visualization tool is the simplest and visually presentable at
the same time.

2 ESSENTIAL VISUALIZATION TOOLS
�emost common type of visualization is a simple bar chart [9]. It is
popular and commonly used type of visualization to make compar-
ison between values and variety of categories. It can be vertically
or horizontally oriented by adjusting x and y axes, depending on
what kind of information or categories the chart requires to present.
Parameters need to be identi�ed, such as axes, similarities, title and
decided on what exactly the visualization supposed to show. To
make a simple bar chart, a number some of the most popular tools
and libraries that have been invented for plo�ing the data could be
utilized. �ese include the most used and common tools such as:
Pandas, Seaborn, Bokeh, Pygal and Ploty.

Python libraries overviewwith analyzed examples below contain
illustrative samples of the tools with data-set taken from Women's
Health USA 2010 [8]. �e data includes maternal mortality rates

import numpy as np
import pandas as pd
mo r t a l i t y a g e = pd . r e a d c s v ( ” mo r t a l i t y b y a g e . c sv ” )
mo r t a l i t y a g e = mo r t a l i t y a g e . s o r t v a l u e s ( ' Deaths per 100 , 0 00 L i ve B i r t h s : ' , a s c end ing = F a l s e ) [ : 5 ]
mo r t a l i t y a g e . p l o t ( k ind = ” bar ” )

Figure 1: Pandas Simple Bar Chart Input Example [5]

evaluated by age in �ve rows and titles in two columns to keep
it simple. Same data set is being used for all examples that are
demonstrated below. Additionally, just like any other programming
language issues, errors or questions with the libraries can be found
on stack over�ow page by Google search.

2.1 Pandas
First tool is Pandas. �e Pandas name is derived from panel data, a
term for multidimensional structured data-set [7]. It is a free so�-
ware that was developed by Wes McKinney in 2008 while working
at Applied �antitative Research Capital Management global �rm
based in Greenwich, Connecticut, United States [7]. It all started
when the company needed a productive, easy to use tool to analyze
quantitative data on �nancial data-sets. By the end of 2009, Wes
McKinney convinced management to permit him to open source
the library and it is being supported by other contributors ever
since, to make it even be�er.

�e Pandas library became highly optimized for usage, with use-
ful wri�en code that provides high function and rich data structured
design. It is fast and easy to implement and contains a so�ware
library that is used within Python for powerful data analysis and
manipulating data visualization.

�e main feature of Pandas is data-frame that supplies built in
options for plo�ing visualization in two dimension tabular style. It
is column oriented with row and columns structured style. Pandas
works great with other libraries to create a wide variety of plots
[4]. Pandas data structure can have di�erent wri�en values as well
as labels and their axes.

To start the data visualization, �rst step is to load the library and
import the data. Usually, the data stored in .csv (comma separated
values) �le, where each column is separated by comma, and each
row by a new line. To create a bar plot with Pandas the following
Python input code in Figure 1 [5]can be used.

�at code executes the plot with detailed columns and title with
default colors and background. Figure 2 shows the following plot
output.

�e simple form of this plot looks acceptable and easy to read.
�e bar chart looks nice and clean. However, it is impossible to
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Figure 2: Pandas Basic Bar Chart Output Example [5]

import pandas as pd
import seaborn as sns
import ma t p l o t l i b . pyp l o t as p l t
mo r t a l i t y a g e = pd . r e a d c s v ( ” mo r t a l i t y b y a g e . c sv ” )
mo r t a l i t y a g e = mo r t a l i t y a g e . s o r t v a l u e s ( ' Deaths per 100 , 0 00 L i ve B i r t h s : ' ,
a s c end ing = F a l s e ) [ : 5 ]
sns . se t ( s t y l e = ” d a r k g r i d ” )
m o r t a l i t y a g e p l o t = sns . b a r p l o t ( x=mo r t a l i t y a g e
[ ”Age Range ” ] , y=mo r t a l i t y a g e [ ” Deaths per 100 , 0 00 L i ve B i r t h s : ” ] ,
p a l e t t e = ”muted ” , o rde r =mo r t a l i t y a g e [ ”Age Range ” ] . t o l i s t ( ) )
p l t . x t i c k s ( r o t a t i o n =90 )
p l t . show ( )

Figure 3: Seaborn Simple Bar Chart Input Example [5]

customize the graph into more detailed visualization just by using
Pandas.

2.2 Seaborn
Second tool is Seaborn. �is tool integrates great with Pandas.
It was invented and developed by Michael Waskom in 2014 [11].
It is another open-source so�ware library for data analysis and
visualization. Seaborn is a popular library for making appealing
statistical data graphs in Python. It provides high level of graphic
interface for drawing platform and helps to easily identify pa�erns
and draw a�ention to key elements. It includes built in themes
for styling of informative data plots. It uses grid object method
that connects the structure of the �gure to the visual structure of
the given data set. �e main goal of this method is to simplify
complicated plots [2]. Additional, Seaborn o�ers variety of styles
that allow to modify colors and make it look even more appealing.
To run the example, the following code in Figure 3 [5] is needed.

�at code executes the plot with detailed titles, nicely colored
bars and grid. Figure 4 [5] shows what the bar chart looks like.

Figure 4: Seaborn Basic Bar Chart Output Example [5]

�is method made it possible to rotate x and y axis to make the
categories and titles readable. �e visual graphic looks appealing
and more exciting than the previous one.

2.3 Bokeh
�ird tool is Bokeh. It is di�erent from the previous two methods.
It was developed by Anaconda's development team in 2012 with
funding from Defence Advanced Research Projects Agency [3].
Bokeh is an open source and free to use for any type of project.
It is versatile, integrates great with java script and novel graphics
style. It is an interactive library that was created for modern web
browsers to visualize highly interactive plots and data applications.
Bokeh's method can create any kind of graphical plot including
dash boards and variety of charts. �e simple visualization of a bar
chart is in the example below in Figure 5 [5]. It shows the standard
method to plot the data.

�e code opens up a browser's window and displays an HTML
page with the plot. Figure 6 displays the plo�ed output.

�e graph looks much nicer and cleaner. Bokeh method has a lot
of customization option and functionality. Even thought it looks
nice, it does not make sense to use for a simple bar visualization.

2.4 Pygal
Forth tool is Pygal.It is a part of Python's library that exports vector
charts in di�erent shapes and styles. It was created by a developer
named FlorianMounier in 2012. It is also an open source free library
and has been widely used because of its high customization options
and simplicity at the same time. Options for creating visualizations
are wide open and include pie charts, bar graphs, histograms, maps
and so on. It all depends on the required look and feel of the graphic.
To create a simple bar chart the following input code in Figure 7
[5] can be used.

2
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import pandas as pd
from bokeh . c h a r t s import Bar , o u t p u t f i l e , show
mo r t a l i t y a g e = pd . r e a d c s v ( ” mo r t a l i t y b y a g e . c sv ” )
da t a = {
'Age Range ' : m o r t a l i t y a g e [ 'Age Range ' ] ,
' Deaths per 100 , 0 00 L i ve B i r t h s ' : m o r t a l i t y a g e [ ' Deaths per 100 , 0 00 L i ve B i r t h s : ' ]
}

# x−a x i s l a b e l s p u l l e d from th e i n t e r p r e t e r column , s t a c k i n g l a b e l s from sample column
bar = Bar ( data , v a l u e s = ' Deaths per 100 , 0 00 L i ve B i r t h s ' ,
l a b e l = ' Deaths per 100 , 0 00 L i ve B i r t h s ' ,
s t a c k = 'Age Range ' , agg= 'mean ' ,
t i t l e = ” Mate rna l Deaths per 100 , 0 00 L i ve B i r t h s ” ,
l egend= ' t o p r i g h t ' , width =400 )

o u t p u t f i l e ( ” b a r c h a r t . html ” )
show ( bar )

Figure 5: Bokeh Simple Bar Chart Input Example [5]

�e output of the vector �le looks really nice and visually ap-
pealing in style. It does not provide a zooming e�ect same as in the
previous method, however it includes tool-tip hover state. It can be
embedded into a web-page by using tag or code. Figure 8 displays
the plo�ed output.

�e interactive and vector nature of the image could be utilized
widely in websites and data applications.

2.5 Plotly
Fi�h tool is Plotly, also named as Plot.ly because of its main plat-
form online. It is an interactive online visualization tool that is
being used for data analytics, scienti�c graphs and other visual-
ization. It contains a great API including one for Python. �ere
are lot of interactive, professional quality visualizations online that
were created with this module. Plotly was developed by multiple
developers, including Alex Johnson, Chris Parmer, Jack Parmer and
Ma�hew Sundquist. �e tool was named one of the ”Top 20 Ho�est
Innovative Companies in Canada” by the Canadian Innovation Ex-
change [6]. It is di�erent from other Python's libraries by being
an interactive online tool for creating the renderings. �erefore,
everything that is being created with this tool is posted on the
web. �e great thing about Plotly is that it integrates well with
pandas. �e simplest way to use it is through Plotly�s online tools
and import the data by uploading the data set �le. It has many
convenient features to interact with, extract and visualize the data.
Additionally, the tool accepts many formats, such as .xls, .xlsx, or
.csv �les[1]. Figure 9 shows the user interface and se�ings within
the dashboard of the online tool.

Figure 10 shows the resulted bar chart a�er executing provided
parameters setup and imported data sets �le.

�e process generated an amazing and beautiful highly interac-
tive bar chart with tool-tips and varieties of other tool options such
as zooming e�ect, panning, selecting, auto-scale, moving, rese�ing

Figure 6: Bokeh Simple Bar Chart Output Example [5]

import pyga l
h o r i z o n t a l b a r c h a r t = pyga l . Ho r i z on t a l B a r ( )
h o r i z o n t a l b a r c h a r t . t i t l e = ' Materna l Mo r t a l i t y By Age ( in %) '
h o r i z o n t a l b a r c h a r t . add ( ' Under 20 Yea r s : ' , 7 . 1 )
h o r i z o n t a l b a r c h a r t . add ( ' 20−24 Year s : ' , 8 . 1 )
h o r i z o n t a l b a r c h a r t . add ( ' 25−29 Year s : ' , 9 . 4 )
h o r i z o n t a l b a r c h a r t . add ( ' 30−34 Year s : ' , 1 2 . 1 )
h o r i z o n t a l b a r c h a r t . add ( ' 35 Yea r s and Older : ' , 3 2 . 2 )
h o r i z o n t a l b a r c h a r t . r ende r ( )

Figure 7: Pygal Simple Bar Chart Input Example [5]

and so on. It is easily modi�ed by clicking on di�erent parts and
parameters of the graph without code knowledge.

3 CONCLUSIONS
All the Big Data without proper visualization extremly di�cult to
analyze. Python is one of the most innovative and popular tool for

3
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Figure 8: Pygal Simple Bar Chart Output Example [5]

Figure 9: Plotly User Interface Tool Online

Figure 10: Plotly Simple Bar Chart Output Example

data visualization. �e good news that it does not take much to
create visualization in Python since this language has been around
for over twenty years and accumulated exclusive libraries. �ere are
multiple tools and options to visualize the data. However, having
variety of options complicates the ma�er and create confusion for
users. Identifying proper method that should be used depends on a

project requirements and expectations. �e proper way is to test
di�erent techniques and understand which one is appropriate.

Various visualization methods have been demonstrated by using
same data-set to plot a simple bar chart. By using most common
techniques demonstrated here, Pandas is the simplest method for
basic plots. While Seaborn is great for creating visually appealing
statistical charts that include color. Bokeh works great for more
complicated visualizations and ideal for web based interactive pre-
sentations. Pygal works well for generating vector and interactive
�les. However, it does not have �exibility as other methods. Plotly
is the most useful and easiest option for creating web based highly
interactive visualizations.
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ABSTRACT
In spite of the large in�ux of data that exists inmany �elds, scientists
have faced with many challenges when it comes to the topic of data
sharing. Opponents of this practice are skeptical to data sharing due
to privacy concern, fear of stigmatization, the problem of funding,
repository of data, transparency, and so forth. While it is important
to keep these challenges in mind, it is critical to take a look at the
di�erent advantages of data sharing.
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1 INTRODUCTION
�e world today witnesses an increase in digital information in
many �elds. While digital information exists in abundant quantity
in many �elds, one challenge that scientists and researchers face
is the lack of data sharing among fellow scientists. ”Data sharing
and replication remain hotly contested topics in the sciences, pro-
voking substantial conversation,” [3]. �e reluctant to share digital
information among researchers is due to fear of stigmatization,
the problem of funding, repository of data, transparency, privacy
concern, and so forth. While many oppose this idea, proponents
of data sharing advanced numerous advantages of this practice,
like respond to social crisis in timely manner, contribute to the
advancement of the sciences, and avoid unnecessary expenses to
conduct similar research.

2 THE RELEVANCE OF DATA SHARING AND
DATA REPLICATION

2.1 Data Replication
Practicing data sharing among scientists is critical for many reasons.
One way sharing data is important is that researchers can build
upon previous �ndings to solve societal problems. Data sharing
among fellow scientists is crucial to quickly respond to outbreak.
During the Ebola crisis in 2016, because researchers were to col-
laborate between themselves, they were able to quickly eradicate
the threat [10]. Because of the collaborations among researchers,
they were able to quickly trace that the virus was circulated from
Guinea to Sierra Leone and that it was being sustained by person-to-
person. As indicated in [9] bureaucracy and lack of record keeping
are some of the challenges that public health and scientists faced in
their e�ort to response to outbreak, like Ebola. �us, encouraging
data sharing among scientists can play a vital role in helping re-
searchers to respond to social crisis in timely manner. Data sharing
can help to reduce the unnecessary cost to maintain and archive
the information.

2.2 Data Sharing Help Reduce Unnecessary
Cost

Another reason to encourage data sharing is that data sharing
help to reduce unnecessary cost. As digital information is made
available in the cloud system, researchers will be able to access
the same type of information at di�erent locations. ”Data sharing
is driven by the need to maintain more accurate and up-to-date
spatial databases, but at the same time reduce data acquisition
and maintenance costs”[7]. If data becomes more accessible, not
only this will contribute to lowering the cost to access data, but
also will it encourage researchers in their endeavors to respond to
social outbreak quicker. Data sharing can also play a crucial role in
advancing the sciences, which is our next point.

2.3 Data Sharing Advances the Science
Contrarily to what many might think, the way to advance science
is through the replication of existing �ndings; thus scientists must
rely on the work of previous researchers to make new discoveries.
Just like human being cannot exist in a vacuum; the way science
develop is through collaborative e�ort among fellow scientists. One
advantage of this practice is that by sharing their work, scientists
will be able to spout errors that previous researchers have made,
reveal fraud, build community, etc [3]. As found in [2] policymakers
must develop policies that explain how to embark in this process. If
data are not being replicated, the world of science will face far more
challenges in the future. Data replication involves open access to
data so that researchers can continue to study, analyze, and make
new conclusion about existing data. Now, if data sharing allows the
replication of the sciences, why are many people opposed a such
practice?

3 BLOCKS TO DATA SHARING
3.1 Transparency Issue
One of the blocks to data sharing is transparency, which is the fear
that proprietary of data will not be respected. �is fear of ge�ing
credit for their scienti�c work precludes some researchers from
being willing to involve in data sharing. �e term data parasites is
o�en used to describe the practice of using data of others without
a�ributing proper credit to its owner [3]. To overcome this sense
of fear that surrounds data sharing, researchers must cultivate a
sense of honesty that will compel them to give credit to where the
credit is due. Furthermore, researchers must agree on standards of
practice to responsibly sharing data [2]. It is critical that scientists
work together to �gure out how to overcome this sense of fear that
exists when it comes to data sharing.
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3.2 �e Problem of Patients’ Privacy
Patient privacy is another block to data sharing. scientists o�en
have to wrestle to �gure out which data belongs to the public do-
mains or not. Moreover, patient’s consent is another crucial barrier
to data sharing. Patients are o�en reluctant to share their personal
information due to fear of being ostracized from society and the
fear of stigmas. it is important to cultivate a sense of openness and
educate patients that their personal information will be protected
[10]. �us, researchers must do their very best to protect patient’s
privacy. In so doing, patients will be more likely to want to partici-
pate in future research.”Rather than viewing privacy concerns as
impediment, policy makers, scientists and HIT specialists should
embrace privacy as an opportunity that, if addressed, can enhance
the �ow of information” [6]. �us, the necessity to involve patients
in the process and empower them to make be�er decision with
their data. ”To solve the big data privacy quandary, individuals
must be o�ered meaningful rights to access their data in a usable,
machine-readable format” [8]. It appears that individuals o�en ask
to share their personal information, and when they did, they gain
nothing from sharing their information; the bene�ts only go to big
corporates ”If individuals could reap some of the gains of big data,
they would be incentivized to actively participate in the data econ-
omy, aligning their own self-interest with broader societal goals”
[8]. If patients feel empowered and feel that they have control over
their data, and that they can bene�t from this exchange, they will
be more willing to involve in sharing their data for the common
good.

3.3 Data Archival
Some other barriers to data sharing and replication may consist
of the locations to house the data; who pay to maintain the data?
”Access to data requires that the data be hosted somewhere and
managed by someone,” [1]. While it is crucial to encourage data
sharing, data archiving is another important conversation that
needs to happen because for data to be accessible to researchers, it
needs to be located somewhere, in a safe environment.

While it is very important to recognize the e�ort of di�erent
sectors, like AmazonWeb Service, to help provide a secure platform
to house the data, it seems crucial that the public and private sector
work together on this issue to create proper norms and develop
proper structure on where to house the data that can be utilized to
respond to di�erent problems of society. ”�is is not to look to one
sector alone, but develop partnerships among sectors” [1]. If public
and private sector work together, they will be more equipped to
tackle this issue of data archiving by addressing issues like, what
data to save, where to archive the data, who are responsible to pay
for the data, etc. ”Managing the life cycle of scienti�c data presents
many challenges. �ese include deciding responsibilities, funding,
resource allocation, what data should be kept and for how long” [4].
�is is a further indication that managing data should not be the
e�ort of one entity, rather everyone must come together to work
on this issue. Also, lessons can be learned from other countries,
like the Netherlands and the UK, that seem to be more advance in
this ma�er. �e Netherlands, for example, have created a National
Library to keep all research �ndings [5]. �e US can take lesson

from this model to create their own data center where the data can
be kept, and develop proper policies on how to access the data.

4 CONCLUSIONS
We have a�empted to put in evidence the dialogue that needs to
continue to happen among scientists to address numerous chal-
lenges that researchers have faced when it comes to data sharing.
We have seen that data sharing has played a vital role in helping
scientist to quickly respond to societal crisis, like Ebola. In addition
to that, data sharing can contribute to improve and advance the
sciences. we have also explored the fear that some researchers have
to share their �ndings with other researchers due to transparency
concern. �e encouragement to develop proper policies to establish
the standard to data sharing was also addressed, as well as the e�ort
of scientists to respect intellectual probity by a�ributing credits to
where the credits belong.
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ABSTRACT
Data Centers are evolving and adapting to newer strategies like
virtualization. It is very challenging to monitor the current complex
network infrastructure and its performance. Big data technologies
promise solutions for network monitoring and performance analy-
sis on real-time data. Big data streaming technologies o�er high
availability, high throughput, low latency and horizontally scalable
solutions. Big data applications use distributed architectures and
work on a huge volume of either o�ine data or streaming data or
both.

Network monitoring solutions monitor the infrastructure, collect
generated events, stream it and analyze it using a distributed analyt-
ics platform. Insights are derived out of this analysis. �ese insights
facilitate the authority to take data-driven decisions. Big data ana-
lytics correlates data from di�erent sources in real-time along with
historical data to identify issues proactively. �is helps either an
automated system or human intervention to take necessary steps
before the event actually happen. We explore the various network
tra�c monitoring and data analytics processes involved in the net-
working world like fault monitoring, performance monitoring and
threat analysis.

KEYWORDS
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1 INTRODUCTION
Network administrators are mostly located remotely. Data center
infrastructure monitoring and network tra�cmonitoring are one of
the most critical parts of any enterprise. Good amount of planning
should be there to choose the right monitoring solution, the set of
things or events to be monitored and perform timely maintenance
or upgrades of the tools [12]. Traditional Data Center monitoring
tools can only monitor limited amount of events or thresholds. It is
normally presented on a dashboard for the analyst to look on it but
they could not relate the information from di�erent sources. O�en
these tools gets outdated based on the high volume of data, newer
technologies, data center scalability and con�guration databases
used [6].

A goodmonitoring solution needs to be able to alert you to issues
with server hardware, operating system errors, application errors,
networking hardware issues, and environmental issues. �ere is no
single monitoring solution that can perform all of these functions.
Hence an administrator should integrate multiple monitoring so-
lutions to monitor di�erent alerts and con�gure the alerts in such
a way that it triggers email or message to the right team to take
action. Als, the alerts need to be routed to a storage and analytical

solution as well for further analysis. Current monitoring solutions
should be able to handle virtualization challenges [12].

By applying big data to data center operations, we can analyze
the statistical and performance data obtained frommultiple network
devices like physical servers, virtual servers, routers, switches,
�rewalls, access points, storage etc. Big data can provide centralized
and predictive analytics and we can identify the weak points in the
system and determine what changes might improve the network
performance [7].

Figure 1: Monitoring and analytical platform [3]

As shown in Figure 1, data center monitoring platform is capable
of monitoring all types of network devices. �e events captued
by the monitoring tools will be passed to the big data analytical
platform for processing. Here events from di�erent monitoring
tools will be integrated and related to obtain the insights. �ese
insights would be the base for deriving decisions and in turn results
improvements in operational e�ciency and �nancial performance
etc.

2 DATA CENTER NETWORK MONITORING
�ere are a number of IT infrastructure monitoring tools which
can be integrated with big data analytical platform. AppDynam-
ics (Application and server performance monitoring), CopperEgg
(IT Infrastructure monitoring), Datadog (Cloud monitoring), Log-
icmonitor (monitors networks, servers, storage and cloud), Gear5
(Website performance monitoring) are some of them [9]. IT in-
frastructure devices vary by type and manufacturer and the alarm
or events need to be monitored will also vary accordingly. Fault,
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performance and SLA (Service Level Agreement) monitoring are
very basic level of monitoring required for all types of devices.

2.1 Fault Monitoring
�e fundamental task of system managers is to identify and rectify
the faults in the network design and architecture. As today’s huge
Data Centers uses cloud networks,vitualization, parallel processing,
load sharing etc, it is very crucial to detect, identify and remediate
the network faults. Users may be connected to the network via
locally or remotely via internet technologies. Faults in any of these
areas will cause customer dissatisfaction.

Data centers are designed for scalability and hence network de-
vices and servers are continuously get added, upgraded or replaced.
Each fault that could happen in a data center can throw dozens of
error reports. Hence the usage of a fault correlation so�ware is
important. �is can be achieved by mechanisms like TL1 messages,
SNMP traps, SYSLOG entries and application logs [8]. �e basic
areas ge�ing monitored on servers and network devices as part
of fault monitoring are, server and network alarms, events, event
enrichment and automatic noti�cations.

2.2 Performance Monitoring
Network performance depends on the type and capacity of the
network connecting users to the application. Whenever an end user
reports slow access to an application, the issue could be with the
server or bandwidth or application itself [11]. An event correlation
so�ware is essential here as well.

�e basic areas ge�ing monitored as part of performance moni-
toring are, network performance, server and network performance
threshold and SLA monitoring.

3 DATA CENTER’S BIG DATA ANALYTICS
Bringing big data analytics to data center operations and can pro-
vide data-driven insights which may not be obtained from tradi-
tional monitoring tools. Infrastructure analytics tools are bringing
big data processing techniques (e.g., Hadoop, NoSQL and Cassan-
dra) into the data center, for quicker, more informed infrastructure
management decisions [4].

Applications of big data are constantly growing and in turn the
growth of data centers and cloud infrastructure as well. More than
any of these, the number IoT devices have the most growth rate.
According to Gartner Inc, by 2020, there will be 26 billion units IoT
devices installed generating 44 Ze�a Bytes of data in total [13], [5].

Figure 2 shows the data generation in billions per devices types.
�is huge data generation by default increases the growth of data
centers by adding more and more servers and network devices.
Even a simple addition to the current infrastructure would require
detailed monitoring in terms of compliance, security and perfor-
mance.

3.1 Server and Network Performance Data
Analytics

Traditional data center monitoring tools are developed for pre-cloud
era. Today, digital applications are distributed and traditional mon-
itoring tools may not be e�ective. Hence Big Data based tools are

Figure 2: Total of connected devices (in billions) [13]

necessary. Kentik introduced a new network performance manage-
ment (NPM) tool for cloud based distributed applications and data
centers [1]. Kentik’s NPM solution builds on Kentik Detect, the
big data-based, SaaS network analytics platform chosen by digital
leaders like Yelp, Box, Neustar, Pandora and Dailymotion.

Kentik’s NPM solution has a host based agent called nProbe
which can be deployed in hybrid data centers and cloud networks.
�is could monitor and analyse network performance factors such
as latency, re-transmits, out of order packets, and packet fragments
based on actual application tra�c �ows, o�ering the most relevant
and actionable intelligence [1].

Figure 3: Big data based SaaS NPM solution [10]

As shown in Figure 3, nProbe running on host computers send
network performance monitoring data securely to Internet via en-
crypting proxy agent which is optional. Kentik data engine receives
this data from internet and stores this data for actionable analyt-
ics. �is data engine is big data based and can scale horizontally
to store unsummarized data and provides powerful analytics for
alerting, diagnostics and other use cases. Big data performance an-
alytics may execute on performance data to, examine performance
pa�erns, �nd commonalities, derive actionable insights. �e action-
able insights that can be derived are, identifying devices exhibiting
deviation from normal pa�ern, predict network performance and
load balancing requirements.

3.2 Server or Network Fault Data Analytics
In practice, historical failure data integrated with real-time data
are o�en used to estimate the failure distribution of an item using
statistical methods. �is leads theway to predict future failures with
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a data-driven con�dence level. Initially, this worked only when the
particular device operated in a relatively stationary environment
with no chances of changes. Given the complexity of modern
systems, multiple failure mechanisms may interact with each other
in a very sophisticated manner. Environmental uncertainties may
also have a great impact on the occurrence of failures. �is requires
predicting future failures of an item based on data which can re�ect
its real condition. It has been estimated that 99 percent of machinery
failures are preceded by some malfunction signs or indications [14].

Figure 4: Fault detection architecture [14]

Figure 4, shows the network fault analysis architecture using
big data. �e procedure include activities like, mine network event
pa�erns, �nd commonalities, actionable insights and prediction of
network Faults.

3.3 Customer Care Data Analytics
Another main area of consideration in data center operations is
Customer care. Using big data technologies we can track the entire
customer journey including their previous and following operations.
In particular related to data center, it is essential to analyze customer
services, support emails, call logs and trouble tickets in order to
understand their network and operational behaviour.

Based on big data classi�cation algorithm, we can predict the
customer satisfaction index and the possibility of a customer to
churn out of business. Clustering algorithms are e�ective in pre-
dicting new customer plans and their network and infrastructure
planning.

3.4 �reat Analysis
Network is vulnerable to cyber-a�acks. Once the network is com-
promised, the a�acker can in�ltrate the enterprise and gain access
to important corporate and personal data. �is can cause signi�-
cant damage to the business. Since an a�ack results in signi�cantly
above network tra�c than usual, monitoring tra�c for abnormal
pa�erns can facilitate the detection of most of the cyber-a�acks.

A well designed threat detection system consists of network
data collector, streaming module (Ka�a, Storm etc.) and Analysis
module. Collector will collect the data from network and send the

data to Streaming module. �en the stream will be sent to analysis
module. Analysis module consists of the latest streaming analysis
technologies (Flink, Spark Streaming etc.) and the threat detection
mechanisms to detect malicious activities. Cloud environment will
give the advantage of concurrently processing huge volume of data
and also increase the e�ciency of monitoring and threat detection
process.

Instead of o�ine analysis, we can utilize the statistical tools
to extract meanings and use these models in the streaming data
analysis to detect the threat. Statistical model may become more
accurate as volume of data increases and can adapt to changes in
the data over time. All these things should happen without compro-
mising the time complexity and e�ciency. We can use streaming
k-means clustering algorithm and Fuzzy c-means clustering algo-
rithm both of which can identify pa�erns over time to make the
accurate decision [2].

In the below example of threat detection system, a test server
is used with ports open for the experimental purpose. �e system
was trained with normal tra�c data with around the size of 260 GB
in pcap format containing network tra�c packet information.

Figure 5: Ports access count within range 100 to 180 per
minute [2]

Figure 6: Ports access count shows abnormal port activity
[2]
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Figure 5 shows that the port access count is within the range
of 100 to 180 per minute. In �gure 6, it clearly indicates that there
is some abnormal activities happened in between time 220 to 245
[2]. Administrators will be triggered for any such kind of activities
immediately.

4 IMPROVEMENTS
Having big data in data center operations results improvements in
[3],

• Operational e�ciency
• Reduce infrastructure/network down time
• Improve customer experience
• Financial performance
• Reduce network/infrastructure operations expenditure
• Reduce customer churn

5 CONCLUSION
Today’s networks pose performance and security challenges to net-
work managers because of the layers of redundancy, management
and virtualization. �e only practical approach for the networking
team is to stream or collect all the network related data which is
voluminous and varied, into an analytical framework. Big Data
analysis is opening up new sales opportunities and risk alleviation
in the networking world. Organizations are already bene�ting in-
creased uptime, faster troubleshooting and improvement in security
by on-boarding Big Data analytics in the network infrastructure.
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ABSTRACT
With increasing use of sensors and smart devices or internet of
things that generate real time data and opt for immediate output,
immediate message delivery and reliable result is a must. �is re-
quires reliable e�cient connection among sensors and near end
devices. MQTT protocol establishes the connection among par-
ticipating clients. Traditionally connected devices and industrial
automation equipment are connected to cloud. Data �ow between
cloud services and internet of things may not be reliable and e�-
cient all the time. With growing number of smart devices, internet
of things and their applications, communications between them
and cloud services need reliable internet connection with no data
limitations. Edge computing, data �ow between near end devices,
under MQTT can be a solution to improve latency of data �ow,
be�er scalability and taking load o� on local servers.

KEYWORDS
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1 INTRODUCTION
MQTT, MQ telemetry transport protocol is an open source, a light–
weight reliable publish and subscribe messaging protocol on top
op TCP/IP protocol. It’s use is intended for wireless and low band–
width connection. It acts as a broker between clients or a server.
Both publisher and subscriber are MQTT clients. It was invented in
1999 by Andy Stanford–Clark and Arlen Nipper. It was designed for
communicating messages between clients in remote locations that
had limited network bandwidth. We have come a long way since
then with all new sensors and smart devices and internet of things
(IoTs) that are live streaming data. �ese devices are connected to
the cloud through sensors. Flow of data from cloud to these devices
or vice–versa may be latent because of slower connectivity and
depend upon the devices’ performance. However, these internet of
things require e�cient �ow of information in an instant. Reliable
�ow of these data among IoTs need reliable connection between
server and its clients which may need higher band–with server.
Servers should be able to convey messages subscribed by their
clients within milliseconds. �is is when edge computing comes
into play. Edge computing is data analysis nearby these devices so
that there is less load on the main server. All clients or smart devices
are connected to the broker and broker publish messages to each
client based upon their subscription topic. Popular MQTT broker
such as Mosquito, HiveMQ also support web sockets so that a web
page of a modern web browser can connect to the MQTT broker
and can subscribe on a topic and display real time data. MQTT
supports transport layer security and authenticate with username
and password. Raspberry Pi, esp8266 are small devices or small

computer that have built–in support for wireless LAN which can
be employed as an edge device, a�er being integrated with MQTT,
for data transmission

Why are we discussing Edge computing and MQTT? While
MQTT was in use since 1999, it gained its signi�cance recently. As
with the development of IoTs and their newer applications, MQTT
is seen as a light weight open source protocol that can establish
a connection between server and its near end devices and help
in quick message delivery. �e number of connected devices are
expected to reach 50 billion by 2020, from 500 million in 2003 to 12.5
billion in 2010. �ese sensors and devices generate huge volume
of data and send to the cloud in a great velocity. �is big data
transmission to the cloud, which is a centralized data center, puts
all the computation load on cloud and result in latent message
transformation. Most of the applications in these smart devices
need real time analysis and immediatemessage delivery on the topic
they subscribe. Edge computing basically allows decentralization
of data �ow between these devices, servers and users. Further,
edge computing signi�cantly takes load o� of cloud computing.
Edge computing architecture facilitates data transmission between
sensors and connected devices to a nearby edge computing device,
“like a gateway device that processes or analyzes the data locally,
rather than sending it to the cloud or a remote data center” [3]. A
gateway could be a server or a feature of the router or a computer
that helps connect devices with the data–center network. Figure1
below gives a general idea of message transmission through MQTT
protoclo. In this �gure HiveMQ is an open source MQTT broker.

Figure 1: Pub/Sub MQTT

2 APPLICATIONS
A general mobile app such as facebook messenger that uses MQQT
server for sending and receiving messages using MQQT library is
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a simple example of MQQT Application. �is application runs on
smart devices like smartphones and tablets. Remote monitoring of
manufacturing plants, smart grid, transportation, tra�cmonitoring,
surveillance cameras,emergency response, industrial IoTs, smart
home automation, Amazon Web Services, Facebook messenger
are some of the notable applications of MQTT protocol for edge
computing. According to an estimate by Cisco, the amount of
“data generated by people, machines and things will be 600 ze�a–
bytes(ZB) which is up from 145 ZB generated in 2015” [3].

Industries can bene�t by using MQQT protocol for edge com-
puting since the devices and sensors may be located in remote
locations. Remote locations might have network constraints such
as lower connectivity, data limitations and and high latency. Given
its lightweight feature MQTT protocol is ideal for data transmis-
sions under such circumstances. Edge computing provides platform
to the industries, social and government organizations so that they
are able to analyze required data at the right location in the net-
work in real time. By adopting their operations to the platform
of edge computing industries could make use of these data not
only to increase their pro�ts but also enhance their operational ef-
�ciency. “Ignition Industrial Internet of �ings provides an MQQT
architecture platform to industries and business applications” [1].

Monitoring patient at home is a good use case of application of
MQTT protocol. Patient with implanted cardioverter de�brillator,
which communicates with the hospital, can be monitored remotely
along with the implanted device. Device’s and patient’s data are
transmi�ed to the MQTT device located in patient’s residence. Data
is transmi�ed to the hospital by a transmi�er that helps to analyze
the condition of the patient. �is helps to reduce hospital visits
[2]. It also detects emergency and notify on–call physician. �e
whole monitoring system is simple on patient’s part as the device
is already con�gured for MQQT client implementation by the the
supplier or developer. Patient just needs to plug it in for power
supply.

Another use case of MQQT protocol for big data and edge com-
puting is environment monitoring for which sensors are most likely
located in remote locations with intermi�ent network connection.
Environmental sensors depending on the topic such as water level
sensor, need to constantly stream data from the location and others
such as pollutant sensors store data in in their system and transfer
them in a timely manner. Home automation is another very good
example of above discussed topic. Single broker or MQTT server
establishes connection with smart devices around the house such
as co�ee–maker, air conditioner, lights, doors and others whenever
required they are able to publish messages to the client upon sub-
scription to the topic. �e �gure 2 mentioned below sums of the
MQTT for big data and edge computing.

3 MQTTWORK–FLOW
�e work �ow of MQTT starts by establishing connection of a
broker, which is a local server, to a client. Clients are devices
connected to a broker. �ere is at least one MQTT client responsible
for publishing a message and second client which receives the
message has to be subscribed to the topic in which �rst client is
publishing a message. A message can be a data or command. Topic
is a string separated by slashes. For example, “home/kitchen/light1”

Figure 2: MQTT Architecture for Edge Computing

is a topic. �en client can also subscribe to a topic to a di�erent
device through a di�erent command. MQTT client and server
communicate through di�erent control packets as shown in �gure
3.

Figure 3: MQTT publish Subscribe Architecture

MQTT broker receives all the messages, �lters them and pub-
lishes them to each subscribed clients. one of the important feature
of this protocol is it decouples devices and applications before trans-
mi�ing messages or data. Each MQTT message contains a topic,
payload which may be in any format like binary data or plain text
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or xml. �ality of service is another feature of MQTT. It has three
standard quality of services (QoS) for message delivery; 0, 1, 2. QoS
0 means message is delivered at most once, QoS 1 means message
is delivered at least once, so duplicate message is possible and QoS
2 means message is delivered exactly once and there will be no
duplicates but message is guaranteed.

For securing the data transmission bothMQTT broker and clients
authenticate each other by providing username and password dur-
ing transmission and application level. Both broker and clients
transmit acknowledgement message a�er connection, subscription
and publishing of message. Another feature of MQTT is ’Last Will
and Testament’, which is used to notify other clients when a client
is suddenly disconnected. Each client can specify its last will as a
message in certain topic with quality of service, message retained
and payload features. Message speci�ed in last will and testament
will be send to all the clients upon disconnection of a client [4].
Below is a demonstration of MQTT publish and subscribe python
codes:

Program 4 shows MQTT host establishing connection with the
client then publishing a message on topic house/light1 with Qos 0
and and QoS 1.

4 FUTURE APPLICATIONS
With increasing number of inter connected sensors and applica-
tions of smart devices and their demand by general public, there
is no doubt MQTT, big data and edge computing is the next big
phenomena. Similarly, industrial internet of things and their use is
rapidly growing. MQTT being a light weight open source protocol
with all of its features discussed as above is being used as a broker
for industrial Iots. Developed countries have vision for smart cities,
self driving cars, smart energy management, smart transportation
and so on and so forth.

5 LIMITATIONS
MQTT topics are structured in a hierarchy similar to folders and
�les in a �le system using forward slash as a delimiter. Topic names
are case sensitive and must consists of at least of one character to
be valid. Topics are not permanent and are created by publishing
and subscribing client. A client can publish to only one topic. To
publish a message to two topics message has to be published twice.
Con�gurations can go wrong very easily. Since edge computing
requires machine to machine communication at the edge they are
prone to get compromised by hackers.So, security is a great concern.
While scalability is one of the bene�ts of use of MQTT broker in
edge computing, it is also a challenge when millions of connections
are involved. �is might need a group of distributed broker nodes.
Edge devices have lesser capabilities for data analysis, so there
might be latency since data has to be transmi�ed to the cloud
service.

6 CONCLUSION
�ere is tremendous application prospects of using MQTT protocol
in big data and edge computing. Edge computing, being a new
development in data analytics, has enormous use as the volume of
data is increasing at such an unimaginable rate. MQTT is simple
to use and con�gure, it is a great platform for edge computing.

import paho.mqtt.client #paho.mqtt is a mqtt library
import time
broker = 'IP address of broker'
port = 1883 #standard MQTT port
def on_log(client, userdata, level, buf):

print(buf)
def on_connect(client, userdata, flags,rc)

if rc == 0:
client.connected_flag=True
print("connected OK")

else:
print("Bad connection Returned code=", rc)
client.loop_stop()

def on_disconnect(client, userdata, rc):
print("client disconnected OK"),

def on_publish(client, userdata, mid):"
print('In on_pub callback mid=', mid)

mqqt.Client.connected_flag= false"
client = mqqt.client(' ')
client.on_log=on_log
client.on_connect = on_connect,
client.on_disconnect = on_disconnect
client.connect(broker, port) # establish connection,
client.loop_start()
while not client.connected_flag:

print('In wait loop')
time.sleep(1)

time.sleep(3)
print('publishing')
ret=client.publish('house/light1', 'Testmessage 0', 0)
print('published return=', ret)
time.sleep(3)
ret=client.publish('house/light1', 'Testmessage 1',1)
print(published returned, ret)
time.sleep(3)
client.loop_stop() #stop the loop
client.disconnect() #disconnect client

Figure 4: Program MQTT

All the commercial, industrial, service and development sectors
are moving towards modernization with regard to using newer
technology. Newer technologies are being developed in some way
as a medium of making business, industries health care, military
and other sectors e�cient. Iots newer applications demand edge
computing for quicker data analysis and MQTT as a simple to use
protocol.
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Figure 5: MQTT Publish Subscribe Architecture
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ABSTRACT
Extracting meaningful information from large volumes of unstruc-
tured human language and deriving sense out of this information
is a challenging Big Data application. Processing natural language
and converting it into meaningful information is a complex task.
For humans, understanding language is so natural. But training
computers to perform these tasks is extremely challenging task and
has huge implications in many areas of our lives. Automatic speech
recognition (ASR) and natural language processing (NLP) based
intelligent system can be used in several human machine interface
applications both in consumer and industrial sector. A discussion
on describing the architecture, building blocks, performance and
applications for such system that would use latest ASR and NLP
APIs is covered.

KEYWORDS
i523, HID337, HID333, Natural Language Processing, Automatic
Speech Recognition, Voic Recognition

1 INTRODUCTION
�e advancements of digital signal processing, large data processing
and natural language processing technologies made speech/voice
recognition applications more sophisticated to help solving social
and industrial problems. For example, having an intelligent auto-
matic voice recognition system in home to recognize and di�eren-
tiate between the family members and outsiders would add great
value to modern society in terms of assisting in their busy life as
well provide necessary help/guidance in o�ering day-to-day prob-
lem solutions, personalized entertainment, and safety/security. In
another example, these systems can provide personalized customer
care experience through voice and face recognition by engaging
them based on their interests/hobbies. Google home, Alexa, and
Siri have become part of the main stream human life activities to
seek information and get entertainment by directly speaking with
these devices.

�e hypothetical intelligent voice system would need the follow-
ing technologies to work together:

• Highly e�cient voice sensors and high speed digital signal
processors.

• Automatic Voice Recognition (AVR) hardware and so�ware
algorithms.

• Machine Learning (ML) algorithms to classify and learn
the voice pa�erns.

Figure 1: Conceptual Model of Speech Production

• Machine learning algorithms to understand family mem-
bers habits and behaviors.

• Natural Language Processing (NLP) algorithms to precisely
recognize and process the voice data.

Open Source and/or Other tools:
• Google Cloud Speech API or Alexa Voice Service (AVS)
• Audio processing hardware and so�ware algorithms
• Natural language processing (NLP) to analyze the speech

of family members, friends and strangers
• Interfacing with email servers, phone, text message servers

�e following sections are organized to review some of the tech-
nologies available in the industry and universities and discuss the
potential application concepts for home and industry.

�e sections are broadly discussed on speech recognition and
speaker recognition. In the speech recognition the focus is on de-
tecting the words irrespective of the personal di�erences whereas
speaker recognition is focused on detecting the physical speaker by
discarding the words and their meanings. In other words, Speech
recognition represents speech content and disregards speaker iden-
tity whereas speaker recognition represents speaker identity but
disregards speech content.

A simple conceptual model of human speech production and
recognition is shown in Figure (1). �e human speech waveform
creation process from the speaker intention is referred as Speaker
Model which re�ects speaker’s accent and choice of words. �e
Speech Recognizer consists of acoustic processor which analyzes
the speech signal and converts it into a set of acoustic (spectral,
temporal) features followed by linguistic decoder to estimate the
words of spoken sentence.

2 SPEAKER RECOGNITION THEORY
�e speaker recognition technology is multidisciplinary, which
requires hardware based sensors to convert voice in to electrical
signals, speech processing module that converters the electrical
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Figure 2: Speaker Recognition Concept

signals in to digitized data using advanced digital signal processors
(DSP). �e basic recognition process involves modeling the acoustic
data and the natural language to search for pa�erns. Figure (2)
shows the basic concept of voice recognition.

As speech is a sound pressure wave, its conversion in to electrical
signal and then in to digital signal introduces distortion. As shown
in the �gure, acoustic front-end requires several signal processing
components such as spectral shaping, spectral analysis, spectral
modeling, and parametric transformation. �ese components will
condition the signal and establish the spectral measurements and
parameters for acoustic modeling.

Once robust parameterization of speech signal is established,
then spectral dynamics or changes of the spectrum with respect
to time will be captured. Typically, speaker recognition can be
achieved by using di�erentiation of spectral features, which re-
quires temporal derivatives of the voice spectrum. �ese temporal
derivatives are commonly approximated by di�erentiating cepstral
features using a linear regression.

2.1 Feature Analysis
�ere are no standard set of features for speech recognition. Instead,
various combinations of acoustic, articulatory, and auditory features
have been utilized in a range of speech recognition systems [8].
�e input human speech signal, s[n], is converted to the series of
feature vectors, X = [x1, x2,…, xT], by the feature analysis or spectral
analysis module. �ese feature vectors represent the temporal
spectral characteristics of the speech signal in the form of mel
frequency cepstrum coe�cients.

2.2 Pattern Classi�cation
�e pa�ern classi�cation is the process of grouping the pa�erns,
which are sharing the same set of properties [2]. �e pa�ern classi�-
cation involves in computing a match score in speaker recognition
system. �e term match score refers the similarity of the input
feature vectors to some model. Speaker models are built from the
feature vectors extracted from the speech signals. Based on the fea-
ture extraction a model of the voice is generated and stored in the
speaker recognition system. �ere three major techniques Dynamic
Time Warping (DTW), Gaussian Mixture Model (GMM) and Sup-
port Vector Machine (SVM) typically used in pa�ern classi�cation
process.

2.3 Speaker Acoustic Models
In the process of recognizing speaker voice, the speaker model will
be created and trained with acoustic characteristics of the voice.

�e typical speaker recognition process involves two speci�c tasks:
veri�cation and identi�cation. In the veri�cation, the goal is to
determine from a voice sample if a person is who he or she claims.
In the identi�cation, the goal is to determine which one of a group of
known voices best matches the input voice sample. In either task the
speech can be constrained to be a known phrase (text-dependent)
or totally unconstrained (text-independent). �e success in both
tasks depends on extracting and modeling the speaker-dependent
characteristics of the speech signal which can e�ectively distinguish
one talk from another.

A brief description of some of the speaker modeling methods
typically used is given below.

Nearest Neighbor: In this technique, feature vectors from
enrollment (training) speech are retained to represent the
speaker. During the veri�cation, the match score is com-
puted as the accumulated distance of each test feature
vector to its k nearest neighbors in the speaker’s training
vectors.

Neural Networks: �ese models are trained to discriminate
between the speaker being modeled and some alternate
speakers.

Hidden Markov Models (HMM): �e temporal evolution
of speech signal features/characteristics and model sta-
tistical variations of the features are encoded to provide
statistical representation of speaker.

Template Matching: In this method, the model contains a
template with sequence of feature vectors. During the
veri�cation a match score is produced by using dynamic
time warping (DTW) to align and measure the similarity
between test phrase and speaker template.

3 NATURAL LANGUAGE PROCESSING (NLP)
NLP is the process of making machines to understand and inter-
pret human languages just the way human beings understands.
Speech recognition is the process of analyzing the acoustic data
to extract the speech content. In this process speech will be con-
verted in to text as �rst step. �en, the converted text will be fed
to Natural Language Processing (NLP) algorithms for extracting
the words and meaning. Machine learning algorithms are used in
conjunction with language models to recognize text in natural lan-
guage processing systems, which may also employ speech models
and hardware/so�ware specialized to process and recognize speech.
�ough human language is ambiguous and unstructured to be inter-
preted by computers, with the help of NLP, this huge unstructured
data can be analyzed for �nding the meaning contained inside the
data.

Analyzing language for its meaning is a complex task. Modern
speech recognition research began in the late 1950s with the ad-
vent of the digital computer [4]. �e 1960s saw advances in the
automatic segmentation of speech into units of linguistic relevance
like phonemes, syllables [5]. And now with advancements in the
�eld of Arti�cial Intelligence, deep machine learning algorithms
have been used in many aspects of speech recognition like Part-of-
speech Tagging, Word tokenization, Intent Extraction, phoneme
classi�cation, and speaker adaptation. In the context of Speech
Recognition, NLP involves �ve basic steps.

2
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Morphological Analysis: Morphological analysis is the iden-
ti�cation, analysis, and description of the structure of a given lan-
guage’s root words,word boundaries, a�xes, parts of speech, etc.
Non word tokens like punctuation are separated from the words.
�e term Morpheme means the “minimal unit of meaning”. For
example: In the word “unhappiness” there are three morphemes
“un”, “happy”, “ness” each carrying its own meaning. Morphology
treats with the di�erent conjugations of a word and the forms it
can take. For example word “sheep” can be singular or plural; a
verb can have di�erent tenses.

Syntactic Analysis: Syntactic analysis is the process of ana-
lyzing a linear sequence of words in natural language adhering
to the rules of a formal grammar of the language. Processing a
sentence syntactically includes determining the subject, predicate,
verbs, adjectives, pronouns, etc. In this phase, linear sequence of
words are converted into hierarchical tree structures that explains
how words associate to each other. All most all Syntactic analysis
procedures have two components:

• Grammar: A declarative expression of syntactic features
about the language. It is the speci�cation of the legal struc-
tures of a language. It constitutes 3 basic components:
Terminal Symbols,Non Terminal Symbols and Rules (pro-
ductions).

• Parser: Algorithm that compares the grammar against the
input sentences to produce parsed structures called Parse
Trees. Parsing can be done in two ways:
– Top-Down Parsing: Begin with the start symbol and

apply the grammar rules forward until the symbols
at the terminals of the tree corresponds to the compo-
nents of the sentence being parsed [1].

– Bo�om-Up Parsing: Begin with the sentence to be
parsed and apply the grammar rules backward until
a single tree whose terminals are the words of the
sentence and whose top node is the start symbol has
been produced [1].

Semantic Analysis: Semantic analysis is the process of linking
syntactic structures, from the levels of phrases, clauses, sentences
and paragraphs to the level of the writing as a whole, to their
language-independent meanings. In this phase, the structures cre-
ated by Syntactic analysis are assigned meanings.

Disclosure Integration: �is phase involves resolving of ref-
erences between sentences. Meaning of one sentence may depend
on the meaning earlier sentence. Also meaning of current sentence
may in�uence meaning of following sentences.

Pragmatic Analysis: Pragmatic Analysis is how sentences are
used in di�erent situations and how use a�ects the interpretation
of the sentence. Means what was said is reinterpreted as what it
actually means. For example: the sentence “What is the time now?”
should be interpreted as request instead of �estion.

3.1 NLP Techniques
NLP techniques are broadly categorized into Rule based (human
driven) and Statistical based (data driven):

Rule based: Rule based (human driven) approach requires huge
human e�ort.Grammars and semantic components are prepared
in the form of many carefully handcra�ed rules by highly skilled
linguists. Rule based approaches takes time, money and trained
personnel to make and test the rules. Also rule engineering may
not scale very well. To make Rule based approach more accurate,
it requires large number of complex hand-wri�en rules which is
much more di�cult and laborious task. A�er certain number of
rules, addition of any more rules going to increase the complexity of
systems and makes the systems unmanageable.Once there are hun-
dreds of rules, they start interacting in complex ways and becomes
di�cult while updating or adding any new rules. Rule based ap-
proaches have very poor generalization, but for the languages with
fewest speakers, rules-based is the best approach since there exist
not enough large corpora to go for Statistical approach. �e best
known parser with a rule base backbone is the RASP(Robust Accu-
rate Statistical Parsing) system that combines rule-based grammar
with a probabilistic parse selection model [10].

Statistical based: Statistical (data driven) approaches treats
natural language processing as a machine learning problem. �ey
use supervised or unsupervised statistical machine learning algo-
rithms. �is method applies learning algorithm to a large body of
previously translated text(large data) known as a parallel corpus.
Systems based on Statistical approach can be made more accurate
by simply supplying more input data.�e main advantage of the
statistical approach is its language Independence.Provided there
are annotated data, the same algorithm can be used for learning
rules or models for any language. �e statistical approach is signif-
icantly leading in terms of accuracy against manually annotated
corpora, as well as in overall number of statistical parsers compared
to the number of rule-based parsers. Fast, cheap computing hard-
ware, advances in processor speed, random access memory size,
secondary storage, and grid computing making Statistical approach
as popular choice. One example parser with his approach is Malt-
Parser, a data-driven parser-generator for dependency parsing that
supports several parsing algorithms and learning algorithms and
allows user-de�ned feature models, consisting of arbitrary combi-
nations of lexical features, part-of-speech features and dependency
features. �e most signi�cant disadvantage of this approach is the
requirement of large amounts of training data in the form of large
NL text corpora.

E�cient approach is to use both approaches, �rst use a rule-
based model, then use its results as data for the statistical model.

3.2 Common usage of Deep learning
algorithms in NLP

Neural Networks:
• Part-of-speech Tagging
• Word tokenization
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• Named Entity Recognition
• Intent Extraction

Recurrent Neural Networks:
• Machine Translation
• �estion Answering System
• Image Captioning

Recursive Neural Networks:
• Parsing Sentences
• Sentiment Analysis
• Relation Classi�cation

Convolutional Neural Networks:
• Sentence/Text Classi�cation
• Relation Extraction and Classi�cation
• Semantic Relation Classi�cation

3.3 Speech Recognition Technologies
GoogleCloud SpeechAPI:Google Cloud Speech API [7] converts
audio to text by applying powerful neural network models in an
easy to use API.�eAPI recognizes over 110 languages and supports
audio �les up to three hours in length. Two basic use cases where
Google Cloud Speech apis can be best applied are

• human-computer interaction
• speech analytics on human-to-human interactions.

IBMWatson Speech to Text: Powerful real-time speech recog-
nition so�ware.Automatically transcribe audio from 7 languages in
real-time. Rapidly identify and transcribe what is being discussed,
even from lower quality audio, across a variety of audio formats
and programming interfaces [6].

DragonNaturallySpeaking: DragonNaturallySpeaking (DNS)
[3] is a speech recognition so�ware package developed by Dragon
Systems of Newton, Massachuse�s. It recognizes and transcribes
words at a high speed, and gives �exibility to dictate for any situa-
tion.

Carnegie Mellon University’s Sphinx toolkit, HTK toolkit((free
but copyrighted)) and Kaldi tookkits are some good so�ware re-
sources for speech recognition development.

4 CONFIDENCE SCORING OR SPEAKER
VERIFICATION

�e con�dence scoring process is used to provide a con�dence score
for each individual word in the recognized string. �e scores are
produced by extracting con�dence features from the computation
of the recognition hypothesis and processing the features using
accept/reject classi�er for word u�erance hypothesis. �e output of
the con�dence classi�ers can then be incorporated into the parsing
mechanism of the language understanding component [9].

5 BIG DATA CONTEXT IN SPEECH
ANALYTICS

To get be�er insight in to customer behavior, satisfaction, and trends
information businesses are depending on big data technologies for
voice analysis by analyzing large volumes of call data. �e use
of voice analytics combined with big data technologies will help

call centers to improve performance by reducing the call time and
repeat calls, providing customer satisfaction information etc.

When applications need continuous recording and processing of
large volumes of human speech data for home, industry or public
enterprise security/information/entertainment purposes then big
data technologies will help meeting the computing and storage
demands.

6 INTEGRATED SPEECH AND VOICE
RECOGNITION APPLICATIONS

Voice biometrics, customer service, truth detection, and personal
voice assistant are some of the applications currently being used by
the industry with speech recognition and analytics as key underly-
ing technologies. Voice recognition technology has been in use by
security systems with voice activated locks, law enforcement and
criminology for truth detection.

In the customer service industry, speech analytics is playing key
role to get complete insight in to customer behaviors and interests.
Customers will interact with service providers using multiple chan-
nels such as email, social media, SMS, phone call, and in-person etc.
�e technology advancements are creating even more channels or
options to interact with customers and service providers. However,
with speech analytics systems the business can get more hidden
insights for improving the customer satisfaction and loyalty. �e
capabilities such as phonetic-indexing, speech-to-text transcripts,
speaker separation, emotion detection, and hot topics etc. are al-
ready in use by several businesses to improve their customer service
performance.

�e integrated speech and voice recognition will take the solu-
tion use cases one step beyond the current applications use and help
improving the business performances. For example, systems will
recognize returning customers with voice recognition technology
and engage them with personalized interests/conversations.

7 CONCLUSION
�e voice, speech recognition technologies and NLP combined with
big data technologies can be used in solving much complex prob-
lems than the current applications. Potential applications include
personalized customer services, personal voice assists, and public
information desks etc.

An a�empt has been made to explain speech and speaker recog-
nition concepts along with big data technology use in the appli-
cations. �en, some of the typical speaker acoustic models and
pa�ern classi�cation and pla�er recognition methods have been
listed. �ere are several companies and entrepreneurs researching
to create be�er Natural Language Processing (NLP) solutions and
teach computers how to be�er understand human communication.
Some of the unsolved technologies such as cross language transla-
tors and accurate speaker recognition are still in research, which
when solved can unleash the great potential across the world.
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ABSTRACT
To discuss on the Container orchestration and comparing the most
popular orchestrations Docker Swarm and Kubernetes on the areas
of provisioning, con�guration, discovery, monitoring, administra-
tion, rollback and placement policies. Providing high level overview
on the advantages of the Singularity Containers over the others
and how it bene�ts HPC workloads.
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1 INTRODUCTION
Technology professional see the advantage of using a microservices
architecture, wherein the application comprises of loosely coupled
components, such as load balancers, caching proxies, message bro-
kers, web servers, application services, and databases. �e use of
microservices allows developers to quickly create applications. In
addition, this architecture saves a tremendous amount of resources
in scaling applications, since each component can be scaled sepa-
rately. Containers make it easy to deploy and run applications using
the microservices architecture. �ey are lighter-weight compared
to VMs andmakemore e�cient use of the underlying infrastructure.
Containers are meant to make it easy to scale applications, meet
�uctuating demands, and move apps seamlessly between di�erent
environments or clouds. Container orchestration tools can provide
placement, scheduling, deployment, updates, health monitoring,
scaling and failover functionality. [2]

2 CONTAINER ORCHESTRATION
FUNCTIONS

Here are some of the capabilities that a modern container orches-
tration platform will typically provide:

2.1 Provisioning
Container orchestration tools deals with provisioning or scheduling
containers within the cluster and launching them. �is process
involves determining the appropriate host for the placement of the
containers based on di�erent constraints like resource requirements,
location a�nity, etc. �e underlying goal is to increase utilization of
the available resources. Apart from a container-provisioning API,
orchestration tools will invoke the infrastructure APIs speci�c to
the host environment. [8]

2.2 Declarative Con�guration
Container orchestration tools provide options for the DevOps team
to de�ne the blueprint for an application workloadand its con-
�guration in a standard schema using languages like YAML or
JSON. �e de�nitions includes informations related to repositories,
networking, storage and logs to support the workload. De�ning
the blueprint in this manner makes it easy for DevOps teams to
edit, share and version the con�gurations and provide repeatable
deployments across development, testing and production. [1]

2.3 Service Discovery
Container discovery becomes critical as the containers are running
on multiple hosts in a distributed deployment environment. Web
servers need to dynamically discover the web servers and the load
balancers need to discover and register the web servers. Orchestra-
tion tools uses a distributed key-value based store as lightweight
DNS mechanism to discover the containers.

2.4 Monitoring
Container orchestration tools are aware of the con�guration to track
and monitor the health of the containers and hosts in the cluster.
If a container crashes, a new one can be spun up quickly. If a host
fails, the tool can relocate the failed containers on another host. It
will also run speci�ed health checks at the appropriate frequency
and update the list of available nodes based on the results. �e tool
will ensure that the deployment matches the desired state of the
cluster matches the con�guration speci�ed.

2.5 Rolling Upgrades and Rollback
Some orchestration tools can perform ’rolling upgrades’ of the
application where a new version is applied incrementally across
the cluster. Tra�c is routed appropriately as containers go down
temporarily to receive the update. A rolling update guarantees a
minimum number of ”ready” containers at any point, so that all
old containers are not replaced if there aren’t enough healthy new
containers to replace them. If, however, the new version doesn’t
perform as expected then the orchestration tool may also be able
to rollback the applied change.

2.6 Policies for Placement, Scalability etc.
Container orchestration tools provide a way to de�ne policies for
host placement, security, performance and high availability. When
con�gured correctly, container orchestration platforms can en-
able organizations to deploy and operate containerized application
workloads in a secure, reliable and scalable way. For example, an
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application can be scaled up automatically based on CPU usage of
the containers.

2.7 Administration
Container orchestration tools should provide mechanisms for ad-
ministrators to deploy, con�gure and setup. An extensible architec-
ture will connect to external systems such as local or cloud storage,
networking systems etc. �ey should connect to existing IT tools
for SSO, RBAC etc.

3 KUBERNETES
Kubernetes is a Goolge product and they used it for their running
their heavy workloads in production. Kubernetes website says,
”Kubernetes is an open-source system for automating deployment,
scaling, and management of containerized applications.” It an ar-
chitecture based on master server and multiple nodes(minions). To
manage and orchestrate the nodes, kubecfg (Command line tool)
is used to connects to the API endpoint. De�nitions of the compo-
nents within the Kubernetes environment:
Master: �e server that runs the Kubernetes processes like API
service, scheduler and replication controler.
Node: �e hosts that runs the kubelet service and the containers
engine. �e node receives command from the Master.
Kubelet: It’s a node lever manager.
Pod: Collection of containers deployed to the same node.
Replication Controller: De�nes the number of pods or contain-
ers need to be running.
kubecfg: Command line interface to manage the kubernetes de-
ployment.
[3]

Figure 1: Kubernetes Nodes Illustration [5].

4 DOCKER SWARM
Docker swarm is a simple container orchestrion and yet it’s power-
ful. It uses the same Docker API with the core Docker engine. �e

swarm manages pool of Docker engines with an endpoint in which
it bene�ts the existing tools and APIs as it work with the cluster
the same way it work with a docker instance. �e Docker Swarm
has in-built scheduling strategies as the containers can be placed
across the cluster and also it supports random placement. Swarm
uses a pluggable back-end architecture that works with a simple
hosted discovery service, static �les, etcd, Zookeeper, Consul,lists
of IPs.

Figure 2: Docker Swarm Architecture [5].

5 KUBERNETES VS DOCKER SWARM
Both the contrainer orchestration o�ers similar functionalities, but
I will discuss on the pros and cons here. [4]

5.1 Application de�nition
Kubernetes can be deployed in combination of pods and micro-
services. Docker, whereas applications can be deployed as micro-
services.

5.2 Installation and Setup
Kubernetes is not very easy in terms of setup, but Google provides
good documentation for the setup. It takes lot of time for the
developer to get the setup done. On the other hand, Docker Swarm
doesn’t need much learning for the developers or devops and has
easy process to setup and manage with the help of Command Line
Interface (CLI). Overall, Docker wins here.

5.3 Monitoring and Logging
Both Kubernetes and Docker Swarm doesnt provide inbuilt support
but extent o�ers logging and monitoring thru third party libraries.
With Docker, DataDog, Reimann, Retrace and Sumo Logic can be
used. With Kubernetes, Kibana and ElasticSearch can be used for
Logging and In�ux, Grafana, Heapster for Monitoring.
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5.4 Size and Performance
Both can support 1000 node clusters in which each cluster can
support up to 30,000 containers.

5.5 Conclusion
�e best way to decide between the tools is probably to consider
which one is more familiar and suits the existing so�ware stack.
Docker Swarm is a simple and easy solution to work with whereas
Kubernetes is targeted those who requires support for complex
applications.

6 SINGULARITY CONTAINER AND
FEATURES

As per Singularity website ”Singularity containers can be used to
package entire scienti�c work�ows, so�ware and libraries, and
even data. �is means that you don’t have to ask your cluster
admin to install anything for you - you can put it in a Singularity
container and run”

Figure 3: VM vs Docker vs Singularity [7].

Singularity containers is di�erent from other containers due to
the following aspects: Application Portability - Single Image File
which contain all dependencies. Reproducibility, run cross platform
and support legacy operating system and applications.
Docker Integration - It can convert Docker images into Singular-
ity images easily
User Group Focus - It focuses on Scienti�c Application Users
Filesystem - Docker has no direct access to the host’s �lesystem
except the directories are available cross mounted in the container.
But for scienti�c computing, the access to host’s �les, data and
libraries is needed. With Singularity process that is running as the
user see the user’s home directory and hence the user’s environ-
ment is shared.
SecurityModel - It’s the key aspect that it can be used with unpriv-
ileged permissions and doesn’t require a separate daemon process.
In which it highly useful in HPC workloads.
Docker containers run with root privileges in the container’s oper-
ating system, which is not a problem if the container is running on
a VM. But it’s a security risk, if the container is running on a shared
environment like university or super computer lab as the user can
access the Docker daemon with the root access. Singularity solves
the issue with creating and running the container with the user

identity, so the permissions for the user will be same for both inside
and outside the container.
[6]
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ABSTRACT
Decentralized systems such as Bitcoin, the Interplanetary File Sys-
tem, and Ethereum have been designed with the intention of reengi-
neering the architecture of online information networks, of mini-
mizing exposure caused by central points of failure, and of creating
new social models for the exchange of data—which is posited as a
valuable asset in and of itself. Are these kinds of systems also able to
support big data analytics and processing? If so, what stands to be
gained by taking a blockchain-based approach to big data? E�orts
to integrate blockchains into big data pipelines must inevitably ad-
dress the tradeo� between security and scalability. BigchainDB is a
new decentralized database framework that adds blockchain-based
features, such as immutability and secure asset management, to
traditional NoSQL distributed databases. Although it is still in the
early stages of development, BigchainDB promises to make a signif-
icant contribution to the ways in which data is shared, processed,
and managed at scale.
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1 INTRODUCTION
Approaches to managing and processing big and complex data,
such as the Lambda Architecture framework, have stressed the
importance of treating data as an immutable asset [7]. In this view,
data should never be updated, but only appended. In systems that
allow data to be deleted or updated, big data only ampli�es the
surface of exposure to human error, and systems that conform to the
standard relational database model of incremental updates become
increasingly bri�le as the scale of data increases [7]. Inadvertent
deletions can trigger a cascade of data loss and system disruption
that can be particularly di�cult and costly to recover from. Even
those who have criticized the speci�cs of the Lambda Architecture
model (which proposes a complex internal division, within big data
systems, between a batch layer and a realtime layer) agree that data
immutability is an important foundation for building massively
scalable platforms [6].

In decentralized, blockchain-based systems such as Bitcoin, im-
mutability takes on an even more critical role. Without immutabil-
ity and concomitant mechanisms such as Merkle tree hashing, it
would not be possible to verify Bitcoin transactions for authenticity,
nor would it be possible to maintain the “trustless” nature of the
network—which is what allows decentralization itself to succeed [1].
In addition to Bitcoin, the emerging decentralized data ecosystem
currently comprises platforms for computation (Ethereum) and �le
storage (Interplanetary File System—IPFS), but database so�ware

Figure 1: Baran’s centralized–distributed network contin-
uum [2]

for managing metadata about assets is still lacking. BigchainDB is
a databse solution that has been designed to �ll this niche [8, 11].

2 DISTRIBUTED VERSUS DECENTRALIZED
Once it has been elevated to a core piece of system architecture,
data immutability can become either a burden or an opportunity.
�e Lambda Architecture model leverages immutability within the
context of an internally distributed environment, using storage
solutions such as the Hadoop Distributed File System (HDFS) for
processing on the batch layer [7]. Distributed systems are not the
same as decentralized systems, however, and the terminology it-
self can be misleading, as illustrated by Baran’s o�en-reproduced
work depicting the continuum between centralized and distributed
networks (shown in Figure 1). In Baran’s model, decentralized net-
works are vulnerable to a�ack because of their reliance on hubs,
whereas distributed networks are more durable because they em-
ploy a resilient grid-like structure [2]. In the context of the current
discussion, “decentralized” systems such as Bitcoin are in fact exem-
plars of distributed models of connectivity. Distributed �le systems
such as HDFS, by contrast, may exist within highly centralized
platforms or services. Here, the term decentralized will be used to
refer to systems that embrace distributed models of organization
both internally and externally.

2.1 Tradeo�s between Security and Scalability
Bitcoin’s high level of security and resistance to a�ack are appeal-
ing features to engineers concerned with issues of data integrity.
However, the Bitcoin network and blockchain are currently not

186



equipped to manage big data [4]. Compared to commercial �nancial
transaction processors, which are capable of processing thousands
of transactions per second, Bitcoin’s computationally intensive
“Proof of Work” model limits the network’s throughput to a max-
imum of about 7 transactions per second [4]. Recommendations
for improving the scalability of distributed ledgers such as Bitcoin
range from adjusting system parameters (for example, maximum
block size) to sharding the transaction validation layer in order
to take advantage of parallel processing; however, the need for
community approval and adoption of scalability solutions means
that changes will take time to be implemented [4].

2.2 Blockchains for Big Data
�e Bitcoin blockchain could itself be viewed as a globally dis-
tributed database, albeit not a particularly e�cient or e�ective one.
What is the primary bene�t, then, of a�empting to bring blockchain-
based technologies to bear on big data? �e potential value of
integrating blockchains into big data pipelines is extrinsic rather
than intrinsic: blockchains do not enable new analytical frame-
works or algorithms per se, but rather promise to revolutionize the
economies of exchange that determine the value and availability
of big data [9]. Nevertheless, in order for big data pipelines to be
“blockchaini�ed,” the issue of scalability must still be addressed.
Because a systematic reengineering of blockchain systems such as
Bitcoin seems unlikely in the near term, an alternative approach
would be to modify existing big data systems by wrapping them
with a blockchain layer. �e la�er approach is the one that has
been adopted by the designers of BigchainDB [11].

3 BIGCHAINDB
BigchainDB is a database framework designed to extend the ca-
pabilities of existing NoSQL databases. To date, development of
BigchainDB has focused on integration with two systems: Re-
thinkDB (h�ps://www.rethinkdb.com/) andMongoDB (h�ps://www.
mongodb.com/), although only the la�er is recommended for usage
as a production server [3]. Adding a blockchain layer to proven
database systems allows developers to obviate or o�oad many of
the problems with scalability and throughput currently faced by
Bitcoin, for example. �e BigchainDB whitepaper speci�es three
areas of innovation in which blockchain characteristics have been
added as extensions to RethinkDB and MongoDB: decentralized
control, immutability, and the creation and transfer of digital assets
[11].

3.1 Decentralized control
A primary goal of BigchainDB’s designers was to support seamless
integration with the emerging ecosystem of “trustless decentraliza-
tion” [11]. In order for a trustless approach to be viable, solutions
to traditional distributed database problems such as consensus
(how are con�icts among database nodes resolved?) must be im-
plemented. In this regard, the BigchainDB whitepaper discusses
three areas of concern: benign faults, Byzantine faults, and Sybil
a�acks [11]. To address benign faults (for instance, those caused by
hardware failure), the default consensus protocol of the underlying
database system is relied upon [11]. Although no claims are made

for full Byzantine fault tolerance, the whitepaper goes into consid-
erable detail regarding mechanisms for voting on and validating
distributed transactions. Finally, Sybil a�acks (in which a bad actor
perpetrates a hostile takeover of a network) are addressed on the
level of governance: the whitepaper describes a scenario in which
BigchainDB nodes are deployed in a “federation with a high barrier
of entry based on trust and reputation” [11].

3.2 Immutability
Data stored in a BigchainDB instance is treated as immutable and
validated through a standard blockchain procedure of cryptographic
hashing. Once a transaction has been approved by a majority
of database nodes and fully validated, it is added to the system’s
internal blockchain, where is no longer exposed for updating or
deletion. �e approach to datamanagement adopted by BigchainDB
is known as CRAB (Create, Retrieve, Append, Burn)—in contrast
to the CRUD (Create, Read, Update, Delete) model of traditional
relational database systems [12]. Database assets that are “burned”
are, in fact, not removed from persistent storage, but are simply
reassigned to a randomly generated public key and e�ectively lost
to the system [12].

3.3 Digital asset creation and transfer
At the core of BigchainDB is the framework that it provides for
the secure transfer and tracking of assets in a chain of custody.
Metadata surrogates can be created for both born-digital and real-
world assets and assigned to individual users, identi�ed by their
public keys (from a system-generated public-private key pair). As-
signment (that is, ownership) of metadata for assets can then be
transferred from one user to another. �e ability to make and
authenticate claims about ownership is particularly valuable for
content creators who wish to assert, and pro�t from, their intel-
lectual property rights. Original development of BigchainDB was
driven by the company ascribe.io, which provides artists with a
platform for recording “art a�ribution, transfer, consignment and
loan records” related to their work [5].

4 CONCLUSION
As a big data management system, BigchainDB promises to make it
possible to a�ach “audit trails” to datasets, adding to their value by
con�rming their trustworthiness and integrity [9]. It also has the
potential to serve as a decentralized clearinghouse for data sharing.
Currently, access to data—including openly licensed data—is con-
trolled by central service providers, in part to bolster assurances
of the data’s authenticity or accuracy. If data, instead, were stored
in a decentralized blockchain database, it could be “collectively
controlled by a public ecosystem” as an open marketplace [9]. Con-
cerns about competitive advantage would be minimized because
all parties would have a stake in ensuring the success of this global
data exchange, and none would have the ability to control it directly
or a�empt to exclude other stakeholders from the opportunity to
participate and pro�t.

Breaking down silos and providing incentives for data sharing
also stand to bene�t �elds such as machine learning and arti�cial
intelligence [10]. One lesson of the big data revolution was that
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the accuracy of models could improve if enough data became avail-
able for analysis and training—and that simpler algorithms could
o�en outperform more complex ones if the scale of data were large
enough [10]. New possibilities for sharing data through decentral-
ized, secure systems could now make it possible to leverage the
scale of big data on an even bigger scale [10].
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ABSTRACT
Since its origins, Big Data has promised to revolutionize the world.
Scholars have wisely noted that it represents a paradigmatic shi�
from conventional norms of data, but the public has latched onto
provocative but unrealistic narratives that deify Big Data as omni-
scient, infallible, and impervious to bias. Con�ding in such narra-
tives diminishes the integrity of credible science and poses serious
ethical challenges, but these challenges are more likely overlooked
because the problematic narratives seem to reject the need for eth-
ical discussion. �e authors argue that such blind optimism will
cause irreversible damage to society if le� unchecked. First, we
debunk the fallacious narratives people tend to tell about Big Data,
o�ering a more realistic discussion of its merits and its limitations.
We then explore how analytical or algorithmic bias and sampling
bias, two problems that statisticians have faced since long before
the onset of Big Data, present pitfalls for deriving knowledge from
data. We examine how the ethical implications of these pitfalls
can cause serious damage in society. We conclude that e�ective,
credible, and ethically sound Big Data analysis must obey the prin-
ciples of transparency, clear and appropriate objective de�nition,
and self-correcting feedback mechanisms.
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Bias

1 INTRODUCTION: FALLACIOUS
NARRATIVES ABOUT BIG DATA

In 2008, Wired.com’s Chris Anderson wrote an article that captures
the general optimism with which people conceptualize Big Data.
�e article, with its self-explanatory title “�e End of �eory: �e
Data Deluge Makes the Scienti�c Method Obsolete”, argues that
Big Data provides such a complete, infallible view into reality that
we no longer need conventional methods of scienti�c inquiry but
need only to look at what the data tell us. According to Anderson,
“With enough data, the numbers speak for themselves”[1]. �is
fervorous optimism was further extended in a 2013 book by Mayer-
Schonberger and Cukier titled Big Data where authors assert that
Big Data is synonymous with all data. In the past, researchers could
only look at samples of data with limited scope, but Big Data, the
authors claim, represents not a sample but a complete set[10]. A
dataset of Twi�er posts is viewed as synonymous with a complete,
unbiased set of all of society’s thoughts. By analyzing such a dataset,
they conclude that they can con�dently answer any question about
how all of society thinks and behaves[9].

Cheerleaders for BigData, such as Anderson, Mayer-Schonberger,
and Cukier to make �ve exciting but yet �atly incorrect claims: that

bigger is always be�er; that data analysis produces indisputably
accurate results; that every data point can be studied, eliminating
the need for archaic statistical sampling techniques; that studying
causation is no longer needed since correlational pa�erns tell us
all we need to know; and that scienti�c and statistical models are
obsolete, since Big Data is itself su�cient. �ey have tended to
extrapolate from the early success of the Google Flu Trends which
at the time successfully embodied such grandiose, idealistic views.
�e Google Flu Trends project employed a theory-free set of algo-
rithms that studied search engine results to predict �u outbreaks
faster and more accurately than the Center for Disease Control. Al-
lowing the numbers to “speak for themselves”, Google determined
that the number of searches about the Flu were correlated with �u
outbreaks, so they concluded that more searches could accurately
predict a greater spread[9].

At �rst it worked brilliantly. But in February 2013, just a month
before the n = all proposition was published in Big Data, it made
headlines for failing miserably, overestimating actual trends in 2013
by over 140 percent, leading Google to humbly terminate the pro-
gram. �e overcon�dence of such an enormous dataset, viewed as
a complete representation of reality free of gaps or inconsistencies,
blinded them to its inherent �aws. For one, searches involving the
term in�uenza are hardly an unbiased determinant of �u prevalence.
�ey commi�ed a classic statistical mistake by failing to consider
confounding variables: the other reasons why people might search
for the word in�uenza. Rather than adapting their model to �t
changing pa�erns in the data, they assumed that the numbers
could speak for themselves[9].

But blind proponents of Big Data bury the Google Flu Trends �-
asco as just one not particularly convincing counterexample, giving
super�cial explanations that do not challenge Big Data’s position
as an infallible deity. In reality, such failure is the rule rather than
the exception. Even Gartner, a company publicly known for push-
ing the importance of Big Data, estimated that 60 percent of Big
Data projects would fail[8]. But it’s not just a ma�er of occasional
success or failure; many people in all disciplines misunderstand
the nature of Big Data and therefore have unrealistic expectations.
�e narrative of the Target coupon case shows that society still
regards the potential of Big Data as omniscient even if its execution
is occasionally �awed. �e story is narrated somewhat as follows.

In 2012, Target had collected enough purchasing data about
pregnant women that they determined a particular high school
girl was pregnant. When coupons for baby care items mixed in
with general coupons started showing up in the mail, the father
angrily visited the store manager to complain, suggesting that the
store was encouraging teen pregnancy. �e manager understood
his frustration and called twice to apologize, but on the second call,
the father’s mood was di�erent. �e father o�ered his own apology
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because Target was right. His daughter was pregnant, and Target’s
Big Data analytics managed to discover this before him[6].

While such a rose-colored narration �ts well within the afore-
mentioned grandiose conceptions of Big Data, a closer look shows
that this successful case is overblown. While the anecdote seems to
prove that Target’s algorithms are infallibly accurate – that every-
one receiving baby care coupons is pregnant – this is very unlikely.
While the popular account suggests that Target mixes in coupons
targeted towards pregnant women with other coupons to avoid
spooking such women about their algorithmic accuracy, a much
more credible explanation is that many women see mixed adver-
tisements precisely because Target is unsure which ones actually
are pregnant[9]. Even women who Target does suspect are preg-
nant have shopping interests outside of baby care items. While
the algorithms help not to waste money by sending the coupons
to, say, a single male adult living alone, they hardly indicate any
reliable accuracy of pregnancy prediction. Of course, this is an
empirical question that could be answered by researching how of-
ten pregnancy-targeted ads are sent to pregnant women versus
those who aren’t. But without having a methodologically sound
study prove consistent accuracy, it’s unwise to extrapolate from
the anecdote and assume that Big Data done right is omniscient.

Critiquing the dominant reading of the Target case is not meant
to suggest that Big Data has no value. A�erall, Target likely im-
proved the e�ciency of targeted advertising through Big Data by
more accurately segmenting those who might be pregnant. But
the important thing to keep in mind is that ultimately, models of
the world and the data that feed them are imperfect. Models re-
�ect the biases of those who create them, and data re�ect biases
inherent in sampling methods, time periods, and society in gen-
eral. Cathy O’Neal, a former professor and Wall Street algorithm
specialist with a mathematics degree from Harvard, observes that
any model of the world “begins with a hunch, an instinct about a
deeper logic beneath the surface of things”[12]. Human potential
for bias and faulty assumptions can creep in. Of course, hunches or
working thesis provide a necessary part of the scienti�c method of
inquiry. Human intuition can be useful, as long there exist mecha-
nisms by which those hunches can be evaluated and revised when
necessary[12].

Perhaps the most common example of successfully wielding in-
sightful models is depicted by the movie Moneyball, based on a
true story. Oakland A’s General Manager Billy Beane hypothesized
that conventional performance metrics were overrated whereas
more obscure measures be�er predicted overall success. He worked
with statistician Bill James to create models that helped Beane
decide which players to acquire and which to let go. �e once
obscure method has become a staple of baseball analytics. Accord-
ing to O’Neal, the model works for three main reasons: it allows
for transparent analysis; its objectives are clear and appropriately
quanti�able; and it includes a self-correcting feedback mechanism
of new inputs and outputs, allowing it to be honed and re�ned.
Models go wrong when they lack these three healthy a�ributes:
“the calculations are opaque; the objectives a�empt to quantify that
which perhaps should not be; and feedback loops, far from being
self-correcting, serve only to reinforce faulty assumptions”[12].

But models are only one factor in determining the e�cacy of
Big Data analysis. Since the very nature of data analysis is to

extrapolate from limited samples, not only must researchers realize
that models include human bias, but data itself is imperfect. It’s true
that data never lie. But it’s false to assume they tell the truth. Data
by themselves don’t say anything; they simply are[4]. No ma�er
how large and complex a dataset, it is always up to researchers to
interpret the data to make meaningful claims. �is is the essence
of the scienti�c method that some want to reject.

2 ALGORITHMIC AND SAMPLE BIAS: THE
THREATS THAT NEVER DISAPPEARED

Humans, as imperfect beings, should never assume that our cre-
ations are without �aw and bias. In many ways, mistakes and
�awed thinking can trickle into the processes we come up with.
�is is the idea behind the fallibility of models created by humans
with respect to algorithms used for handling Big Data. Some algo-
rithms come with biases based on narrow thinking with a broad
scope to cover. Other biases come from the assumption that the
Big Data set being used is representative of the population when
it really isn’t. In any scenario, the creator is prone to introducing
bias into any given algorithm, which can make it di�cult to trust
the results that the algorithm produces. With this in mind and
considering the importance of speci�c �ndings, there is a lot at
stake here. In some cases, lives can be changed for be�er or worse.

Sometimes algorithms, as models laden with the biases of their
creators, can unintentionally manipulate readings of data in ways
that reinforce false positives. But not all algorithms are wrong. In
fact, machine learning shows us that o�en a well-wri�en algorithm
fed with good data can outperform human knowledge on every-
thing from chess to medical diagnosis. But there’s a problem with
Big Data; it’s inherently messy, complex, and distorted. Contrary to
popular opinion that views it as a perfect representation of reality –
recall the n = all proposition – Big Data is a black box where typical
issues with data quality hide themselves rather than disappearing.
No ma�er how large or complex the dataset, the old adage still
remains true: garbage in, garbage out.

�eLiterary Digest experienced the concept of garbage in, garbage
out �rsthand during the 1936 US presidential election, which pi�ed
the Republican Alfred Landon against the wildly popular democrat
Franklin D. Roosevelt. Roosevelt was particularly popular among
the working class, the US majority, whereas Landon resonated well
with the upper middle class and elites[9]. �e Literary Digest Tried
to predict the outcome of the election by sending out surveys to its
own subscribers and by looking people up in phone and automo-
bile registries. During the great depression, the people that owned
phones, cars, and subscribed to the�e Literary Digest tended to be
more a�uent and republican. A�er sending out 10 million ballots
and receiving back nearly a ��h of them, they predicted that Alfred
Landon would win with an astonishing 57 percent of the popular
vote. �ey could not have been more wrong. Landon earned less
than 40 percent of the popular vote, losing by a landslide[5]. �is
case has become the archetype example that data from a bias sam-
ple will lead to bias results. Increasing the volume of bad data only
succeeds in producing a very precise incorrect conclusion, creating
a false sense of con�dence in something inherently wrong.

Although the �e Literary Digest used lots of data, by de�nition
their sample did not involve Big Data[10]. But if we reject the n
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= all proposition, we can see that Big Data is still a sample and
is therefore potentially vulnerable to sample bias. But while any
statistically literate person can understand what went wrong with
�e Literary Digest, sample bias with Big Data is much more com-
plicated and di�cult to identify. For many people, random samples
of social media data appear impervious to sample bias. Researchers
conducting Twi�er sentiment analyses o�en claim objectivity in
representing the real world accurately, concluding that pa�erns
observed in these vast, complex webs occur the same way o�ine.
Despite the con�ation of people and Twi�er users, the two are not
synonymous. Twi�er users are by no means representative of the
population. A Pew Research project in 2013 found that US-based
Twi�er users “were disproportionately young, urban or suburban,
and black”[2]. To complicate things further, we cannot assume
that Twi�er data accurately represent how users behave because
users and accounts are not a one-to-one relationship. Some ac-
counts have multiple users, and some users own multiple accounts.
Some accounts are just bots that automatically produce content,
and some accounts are created and forgo�en, going years without
use. Furthermore, among active accounts, data are skewed by how
some accounts dominate the discourse. Whereas some users post
multiple times per day, others use the site only to view content. In
fact, 40 percent of active users view content without making contri-
butions, according to 2011 data from Twi�er Inc[2]. �e notions of
what it means to be active, to participate, and to be a user require
critical examination that’s almost universally lacking.

�e aforementioned examples highlight problems with avail-
able Twi�er data, but there’s also a problem with the integrity of
available data. Twi�er only makes a fraction of its data publicly
available through its APIs. �e supposed �rehose of data theoreti-
cally contains all public tweets but explicitly excludes data that a
user chooses to make private. Furthermore, theory does not match
reality as the �rehose lacks some publicly available tweets. Very
few researchers get adequately full access. Research by Microso�’s
Danah Boyd and Kate Crawford found that rather than a �rehose,
most have access to a “gardenhose (roughly 10 percent of public
tweets), a spritzer (roughly 1 percent of public tweets),” or just
select access through whitelist accounts[2]. Not only are protected
data excluded, but data samples are not always randomized. So, a
more reasonable description of Twi�er data would say it takes a
skewed sample of the real world population, further skewed by how
users and bots create or do not create content, and then it limits the
scope of the skewed data in an o�en opaque, arbitrary manner[2].
Is this data useful? Without a doubt. Is the data so perfect and
infallible that we need not concern ourselves with basic principles
of statistical and scienti�c credibility because “the numbers speak
for themselves”[1]? Not even close.

If an algorithm could analyze a large, random sample of every
word ever thought, spoken, or wri�en by every human throughout
their entire life, we could con�dently believe that n = all and make
a sentiment analysis that accurately captures how people feel about
a certain topic without regard for methods of scienti�c inquiry;
the numbers would “speak for themselves”[1]. But we do not,
and probably never will, have that kind of data. Twi�er or other
social media platforms are no substitute. While understanding the
fallibility of Big Data is perhaps not as clear and straightforward as
the Literary Digest case, society must be responsible by diligently

scrutinizing data. To paraphrase loosely from world-renowned
consultant Meta S. Brown, the biggest problem with data analysis
will always be people failing to admit that data imperfections exist,
failing to look for them, and refusing to do anything constructive
about the ethical implications of these imperfections[3].

3 ETHICAL IMPLICATIONS OF
ALGORITHMIC AND SAMPLE BIAS

As we’ve seen, the massive failure of the Google Flu Trends caused
embarrassment and wasted Google’s money. But the consequences
they faced are relatively trivial, and given the company’s history of
learning from the past, they are probably a be�er company because
of the failure. But when Big Data goes awry, the consequences are
not always so trivial and localized. Big Data used unwisely has very
serious, irreversible impacts upon society. Pervasive overcon�dence
can make it harder to acknowledge and confront such impacts until
too late.

Society’s current failure to address these issues is the topic of
Cathy O’Neal’s bookWeapons of Math Destruction: How Big Data
Increases Inequality and �reatens Democracy. She argues that these
WMDs, referring to Big Data algorithms, have good intentions but
o�en reinforce harmful stereotypes, especially of minorities and
the poor, and become opaque models weidling arbitrary punish-
ments. �rough her work in the private sector, she has experienced
numerous Big Data horror stories, and the book discusses several
di�erent failings of Big Data in various contexts.

One common issue associated with Big Data is the notion of
self-ful�lling prophecy: the idea that expectations change reality
to make it re�ect the expectations. If police suspect African Amer-
icans to be more likely to commit crimes, they may patrol black
neighborhoods more o�en and proactively hunt criminal activity.
Increasing patrols increases the number of arrests, which provides
justi�cation to further increase patrols, causing more arrests, and
so on. �e prophecy that African Americans are more likely to
commit crimes becomes adequately reinforced with their higher
incarceration rates. But higher likelihood of arrest is not the same
thing as being more likely to commit crimes[11].

It should be easy to see how the example of arrest rates is prob-
lematic, but somehow incorporating Big Data tends to make people
fail to recognize the possibility of self-ful�lling prophecy. In fact,
numerous police departments use algorithms that do just this, in-
advertently instructing their o�cers to focus on areas with high
concentrations of blacks. Crime prediction so�ware that a�empts
to adjust police deployments according to anticipated pa�erns fail
when they confuse more data with be�er data. Even though they
a�empt to prioritize violent and serious crime, data generated by
relatively insigni�cant pe�y crimes, which occur far more o�en
in poor and predominantly minority communities, can overwhelm
the system, making it prejudice. Once the pe�y crime data enters
a predictive model, more police deploy into those neighborhoods,
and they are more likely to arrest people by their sheer presence
and by the perceived threat that those people pose. �e increased
arrests justify the deployments in the �rst place[12].

But the danger does not end there. Once people are arrested by
these inherently discriminatory processes, Big Data can work to
keep them in prison for longer. �is is usually not by intention
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but by �aws in design. Recognizing how unconscious bias can
a�ect sentencing decisions, courts in 24 US states have started to
use computerized models to help assess the risk of recidivism, the
likelihood of repeat o�ense. �e models a�empt to use Big Data
to avoid a common, serious problem with human reasoning, and
they certainly show some promise in this regard. But over reliance
on the models can prove even worse than trusting potentially bias
judges. “By a�empting to quantify and nail down with precision
what are at root messy human realities”, the recidivism models
shroud sentencing bias in a veil of unwarranted con�dence and
precise accuracy that disadvantages minorities by subjecting them
to harsher prison sentences[12].

How does one quantify something as complex as the risk of
recidivism? One popular model uses a lengthy questionnaire that
a�empts to pinpoint factors related to this risk. �e questionnaire
inquires about things such as previous police incidents. Given how
much more o�en young black males get stopped by the police,
partly because of the aforementioned self-ful�lling prophecy, such
questions easily become a proxy for race, despite intentions to
reduce this very prejudice. Other questions, such as whether or
not the respondent’s relatives or friends have criminal records,
would be �agrant violations of court procedures and surely elicit
objections from a defense a�orneys if raised during a trial. But
the opacity “of these complicated risk models shields them from
proper scrutiny”[12]. Discriminatory police strategies feed into the
recidivism models used to call for harsher sentencing, creating “a
destructive and pernicious feedback loop”[12].

It is no secret that racial tension has become a dominant source of
discussion when it comes to the american justice system. However,
this issue is compounded with bias produced within the data itself
as well. When there is a bias in how arrests are made based on the
color of someone’s skin, this bias feeds into an algorithm which
opens up for more bias down the road. As more people of a given
color are arrested and given harsher sentences, this data builds up
in the system. �e root of the cause may be human bias, but there
is de�nitely a healthy amount of algorithmic bias that compounds
and builds on the issue as most algorithms lack the ability to look
beyond the face value of the data provided[7].

Big Data is, of course, not only used in a�empts to more ef-
fectively dole out punishments. Facing international competition,
Corporate America has latched onto its potential for increasing
pro�ts through more e�ective marketing, �nancial trading, and
personnel decisions. With the prevalence of the internet, social
media, and information literacy, Big Data presents an enormous
opportunity for marketing personalization. Rather than targeting
advertisement campaigns on broad, general audiences, Big Data
can segment down to the individual level, targeting people based
on their own personal data and pa�erns of behavior. However, this
type of marketing is still a very inexact science and raises tricky
ethical issues, including gender bias. Like racial bias, gender bias
comes about in scenarios where pro�ling usually happens. For
instance, advertising on the internet aims to reach its intended
audience in order for businesses to sell products and make pro�ts.
Big Data and the statistical analysis involved might suggest that a
certain gender has speci�c tendencies or lean on embedded societal
stereotypes which cause some serious bias in an algorithm. One ex-
ample might be a job opportunity being advertised. In this case, we

want to say that either gender should be shown the advertisement
a near equal amount, but we know from experience and outrage
that this is not the case. It is almost staggering how it would favor
the male population at times, especially when dealing with high
paying jobs. Here, we also have a combination of Big Data and
algorithmic bias working hand in hand to create biased results that
ultimately lead to insult and faulty representation[3].

Beyond marketing, Big Data has found particular popularity
among Wall Street investment �rms, and for good reason. �e abil-
ity to incorporate Big Data into decision making has tremendous
potential for pro�tability. But the subprime mortgage crisis demon-
strated how this can also have tremendous destructive potential.
Financial models exhibited a particular bias, reinforcing the idea
that what has worked in the past or what works currently will
continue working inde�nitely. But the sophisticated mathematical
models lacked self-correcting feedback that could indicate inherent
�aws. Since the models were driven by the market, if they led to
maximum pro�ts, they were considered infallible. Otherwise, why
would the omniscient invisible hand of the market reward it? In
hindsight we all recognize that be�ing on the subprime mortgage
bubble was a losing proposition, yet the myopic reliance on the
market proved disastrous in 2008. During the �nancial crisis, the
algorithms used to assess securities risk became smoke screens.
�eir complex, mathematically intimidating design “camou�aged
the true level of risk”[12]. �e opaque models also lacked a healthy
feedback mechanism that could have identi�ed the problem[12].
�e severity of the 2008 recession shows that companies are not
only accountable for their own success and failure. �eir misuse of
Big Data had broad sweeping e�ects across the entire economy.

Perhaps it is reasonable to understand why companies might get
carried away in a practice that, at least on the surface level, does
not appear to a�ect humans directly. A trader working on the top
�oor of a Wall Street skyscraper might not see how the work of
his mathematicians might hurt or harm average people. But Big
Data also plays a role in ways that very clearly a�ect individuals,
especially with the increasing popularity of integrating technology
into personnel decisions. Since personnel decisions directly impact
company performance, workforce management has become popu-
lar, particularly programs that promise to eliminate the guesswork
from hiring by screening potential employees [12]. Many of these
programs use personality tests to try and automate the hiring pro-
cess; 60 percent to 70 percent of prospective employers, according
to Deloi�e Consulting.

Despite the optimism, such tests face the same problem as the
recidivism surveys: they try unsuccessfully to quantify and pre-
cisely measure “what are at root messy human realities”[12] �e
high use of personality tests goes against research that consistently
shows them to be poor predictors of future job performance. �ey
don’t provide this goal but rather an illusion of objectivity and
simplicity. �ey generate raw data that get plugged into e�cient
algorithms and give clear answers, as opposed to the time consum-
ing and obviously subjective process of human interviewing. Not
only does this illusion cooly deceive companies, it leaves prospec-
tive employees disgruntled and confused by results from a opaque
systems. Rejected employees don’t know if they’ve been �agged or
what caused them to be. �e personality tests also lack important
feedback mechanisms. �ere is no way to identify inherent errors
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in the model and use those mistakes to re�ne the system[12]. Far
too o�en, personality tests fail both the companies that use them
and the prospective employees that get arbitrarily denied a chance.

In each of these cases, the story repeats itself where ethical issues
that are normally fairly obvious become invisible when Big Data
enters the picture. �e argument is not that we should reject the
positive potential of a reality that will only grow stronger with
time. Rather, we should remain cognizant that a failure to adhere
to basic principles of scienti�c credibility and ethical reasoning can
a�ect people in unseen but deadly ways.

4 CONCLUSION
In the face of the copious amounts of new issues and problems
we �nd around us when dealing with Big Data, there must be
ways that we can hold Big Data and ourselves accountable. In
order for Big Data to be the revolutionary force it promises to
be, we must �nd ways to reduce bias and ultimately deal with
ethical dilemmas in a proper manner. �ere are plenty of people
around the world trying to solve these problems and progress is
certainly being made. As humans, we will never be perfect, but
understanding our imperfections and improving on our �aws is
de�nitely a step in the right direction. Is there a way to catch our
mistakes that we unwi�ingly make before we even know that we
made them? Multiple cases studies suggest that the answer is a
resounding yes: that we can make make algorithms which test for
algorithmic bias. Such methods represent the future of Big Data; the
idealized future will arrive when we successfully situate it within
the broader context of data analysis in general, subjecting it to
the same levels of scrutiny as we do for other types of data. We
can simultaneously capitalize on Big Data’s grand potential while
avoiding ethical pitfalls when we successfully allow for transparent
analysis; maintain clear, appropriately quanti�able objectives; and
include feedback mechanisms that allow us to hone and re�ne the
algorithms to produce objective results.
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ABSTRACT
In the current world of technology, lots of legacy practices are mod-
ernized, some are yet to modernize and some are extinct. �ough
lots of inventions and modernization are happening in every spec-
trum of life, the election process in a democratic political system is
yet to a�ain the quantum of modernization. In the era of Big data
and technologies, how the election process can be made e�cient,
accountable and decentralized.
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1 INTRODUCTION
�e election is a formal decision-making process by a population to
make a representation of them in a democratic system, this process
of electing an individual is called as Representative Democracy. �e
election is one of the important activity in ful�llment of democracy,
it is based on the fact that ”Majority rule”[8], the theory holds
good from cells in the human body to the transaction validations
in Blockchain. In the current digital world, the election is still a
slow, untrustworthy process. With all the implementation aspects,
Big data and Blockchain can help modernize the election process
to more secure, trustworthy, foolproof, instant and decentralized
process. In today’s world, the election results are impacted by big
data why can’t the election itself impacted by it for its own good.

2 ELECTION IN INDIA AND U.S
�e election is the systematic process of selecting an individual
to represent an entire population, though some countries don’t
follow the same process, most of the countries have a process of
election[15]. A good example to consider for democratic countries
is India and U.S.A, the former one is the largest democracy in the
world and the later one is the oldest democracy in the world. Espe-
cially in India, with a population of more than 1 billion[2], execution
of election is a tedious and costly process. In the beginning of this
decade, both the countries witnessed the implications of Big data
and its technologies along with Internet made a decisive role in the
outcome of the election. In the year 2014 and 2016 for India and
U.S respectively, political parties won the election with the help of
Big data and analytics[10].

2.1 Big data in Indian Election
India is known for its diversity in terms of population, language,
and culture. Conducting election to such a diversi�ed country itself
is a big challenge with the current technological advancement. For
an instance lets consider the size of the Indian electorate, with the
sheer volume of 814.5 million voters from 29 states and 12 di�erent

languages is a good use case for Big data[11]. In a political party
perspective, they had to process millions of Information sets from
Twi�er, Facebook to browser cookies and newspaper sales data
to understand the right place for canvassing, raising funds and
improving the face value, etc. And all these have to be done at a
speci�c point of time to derive a relevant output. In an Election
commission’s perspective, which is an independent authority to
conduct the election, the data generation starts from the �rst day
of announcing the election date. It begins with applications of
the contestants in multiple languages, its validation, voters IDs,
EVM(Electronic Votingmachine) data, votes aggregation, validation
all involves a tremendous amount of data.

2.2 Big data in U.S Election
U.S is one of the advanced countries in terms of the election process.
Similar to any other democratic country, it has Federal election
commission which will conduct elections, with 115 million voters
and 87.36% internet penetration [9], data generated for the cam-
paigning, voter validation, polling adds up to the big data use case.
�e a�ermath of 2016 US election showed the prowess of Big data
and analytics. For the predictions and campaigns, political parties
amassed more than 5000 data points about the behavioral pa�erns
from Healthcare to car ownership data, purchased Digital trails,
Facebook behavioral pa�erns to target potential voters, increase
the awareness penetration and predict the results with data points
backing it[13].

In both countries, the digital imprint of elections was around
big data and its technologies. However, the technology has only
reached a single side of the river. �e Political campaign, advertise-
ment started using all sorts of advanced technology, but the voting
itself hasn’t been improved, it is still slow to implement, results
take several days to announce and very costly to implement over a
vast region.

3 PROBLEMS WITH ELECTION PROCESS
Before giving a solution in Big data, what are the possible prob-
lems in election, who are the stakeholders impacted and what is
the integrity of an election result, all these come into the picture.
Here, we group the problems by stakeholders. �ere are three
stakeholders in the election process, �rst is the Independent agency
conducting the election, Political party and the people, who cast
their vote.

In the people’s perspective, the common problems are, they have
to travel to a common place in their locality and stand in a long
queue to cast vote and might be deceived by advertisement, biased
media and they select their representative purely based on trust.
Once the vote is cast, there is no way for the people to revert it or
alter it and the politician don’t have any liability till the next term.
In practical terms, there are no means for the people to evaluate a
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candidate post-election performance and the frequency to do the
same is so high that the people have to wait for the next term,
which will be 4-5 years.

In Election commission perspective, their sole purpose is to
maintain the integrity of the election, so that the majority’s decision
re�ects in the result. �emajor problem is the authenticity of voters
and contestants, second is logistics and communication,i.e bringing
the people from geographically and culturally location on common
terms, third is to make sure the casted votes are untampered and
the last one delayed delay in result announcement.

In contestant perspective, all contestant should have a level
playing ground irrespective of the competition’s fame and wealth.

And, the turnout volume of election is low that there is a high
possibility that its base motivation might fail. If the turnout is less
than 50%, then there is a high possibility that the entire election
might go wrong. For example, in 2016 U.S election, the turnout is
55.5% [7], in India, the same in 2014 is 66.40 % [5].

4 BIG DATA IN DECENTRALIZED ELECTION
As election is a staged approach, its solution would be staged as
well.

4.1 Voter/Contestant selection
In the Big data terms, the voter selection can be synonyms with
data ingestion into a data lake or no-SQL database. Technically,
we have to persist not more than 1.2 billion records, considering
the population of India. By e�ciently sharding it per state, we can
easily persist such volume of data into a distributed storage. �is is
already implemented in some of the countries like U.S in the name
of SSN [12] and in India, it is Aadhaar ID[1]. With the availability
of all data, we can easily read and �lter out the voters based on their
criminal records whether they are eligible for voting or contesting
or not.

4.2 Voting
Voting, in simple terms, can be associatedwith aggregation/summing
based on the key. Here the key is the contestant’s symbol or name.
By hosting this voting process in a website portal with API calls
and load balancers, we can stream the votes and aggregate while
it streamed to a persistent data store. With this approach, we can
decentralize voting process. We can deter abusing this model by
windowing the voting time. Upon completion of the window, we
can reuse the infrastructure for other e-governance projects or we
can reuse the e-governance infrastructure for this by using YARN or
other third party tools as the resource manager, this can be possible
even with streaming apps. Per the benchmarking done at Mon-
goDB, we can a�ain up to 100k/second inserts [3]. By optimizing
the insert, load balancing the API and sharding based on di�erent
mediums and methods, we can build an architecture to withstand
such high load in a short span of time. However, the validation of
voters has to be completed before casting.

4.3 Election result
In continuation with the voting implementation of big data tech-
nologies, results announcement is just an aggregation call over the
database. In the current world, the vote calculation takes a day to

announce the results. With the big data in place, the result can be
published on the same day or in near real time.

4.4 Election Frequency
Election frequency is proportional to the terms of the contestant
for a given position. As the democratic principle believes that the
people rule themselves, what if the representative a�er winning
the election did not ful�ll the expectations. �e people have to wait
for the next term to make any change and it is not feasible �nancial
wise to do it immediately. With the big data in place and resource
being available, we can increase the frequency of election, so that
the representative is accountable for the promises. For example,
if we have a terms set for 5 years, every year once, performance
veri�cation can be done in the form of a negative vote to the selected
contestant and if the count is less than 50% of his/her total vote
count, the contestant can be disquali�ed.

5 BLOCKCHAIN IN DECENTRALIZED
ELECTION

As the Blockchain is known for the security and reliability, it can be
leveraged along with big data technologies to implement a secure
election on a decentralized infrastructure. �e idea is that all the
eligible voter will be provided with a token before a day of actual
polling. When the window for polling begins, you can transfer the
token with the candidate’s value, it can be a number or a code to a
common address. Upon calculation of valid ones, the token can be
sent back for the next set of the election. As the blockchain is pro-
tected mathematically, we can ensure the authenticity of voting and
an individual can be sure that his/her vote is a validated one. Also,
an audit trail can be persisted to check on voting fraud. �e election
commission, can easily validate the tokens, aggregate the votes and
announce the results[6]. For example, FollowMyVote proposes vot-
ing entirely on Blockchain. �e anonymity of voter is maintained
by Elliptic curve Cryptography[14], the transaction, and consensus
similar to Bitcoin network. And, BitCongress propose a system
combining Bitcoin, Counterparty and Smart contracts. It proposes
a token called VOTE, which can be transferred to the contestants
and by the end of the election, the token will be transferred back
[4].

�ough the stability of Blockchain over the volume of a national
election is not well tested or implemented. By augmenting with the
Big data technologies like streaming and in-memory processing,
this can be achieved in future. Once established, multiple countries
can conduct an election on a single infrastructure without the fear
of hacking or tampering.

6 CONCLUSION
�ough the election process is evolving in a pace di�erent from the
current world, there is a desperate need to modernize it to continue
its legacy of giving people their right. To synchronize it with the
current advancement in other areas, Big data and Blockchain can
be leveraged. Maybe in the future, we do not need representatives
for us, instead, our collective decisions may be taken forward as
actual decision with Arti�cial Intelligence.
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ABSTRACT
Data generated by aviation industry is being increased enormously.
�e data generated by all the components of aviation industry can
be analysed for reducing the operational costs, predict customer
behaviour, analyse customer satisfaction. �ese applications of
big data in aviation industry makes it a prominent player. Hence,
collecting this data, storing and processing them for desired results
can help the aviation industry in boosting their pro�ts and im-
prove customer satisfaction.Various applications of Big data, their
challenges and models are discussed here.
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1 INTRODUCTION
Big Data has transformed the businesses were being conducted.
Every sector is integrated with data and generating huge amounts
of data every day. All the companies are following data driven
approach to crunch their competition. With the advent of concepts
like Internet of things, the generation of data is increasing by many
folds. �is brings scope for a new business which handles the
storage and analysis of data.

�e solutions o�ered by Big Data in many industrial sections
have revolutionised the respective businesses. In aviation industry,
where data as big as 20tb is generated from an aircra� �ying for an
hour[7], Big Data can o�er in�uential solutions in terms of dealing
with the massive data. �is data ,if is processed in an e�cient way
would increase the customer satisfaction at a reduced running and
operational costs which in turn increases the pro�ts.

2 APPLICATIONS
2.1 Baggage Handling
All the customer check-in their bag and have a doubt if their bags
are being transported with them. �ere are several cases where
customers raise some complaints about their bag being missed
are bag transported to another destination. Traditional barcode
system was used to handle this task. As the number of airline users
increased, this solution was not pro�table for customers and airline
operators. However, this is being replaced by the new technology
which uses radio frequencies to track real-time location of the
bag. Bags which are checked in at the kiosk are assigned with a
microchip. �ese chips will send the data related to the location of
the bag frequently. �e data generated by these chips is processed
and stored. �e processed data is available to the customers through
mobile application or a web interface[8].

2.2 Flight Safety
All the �ights have many sensors which generates a lot of data
related to �ight status and incidents. According to, a Being 737
generates nearly 20tb of data for one hour and an average cross inter-
national plane travelling for 6 hours generates 240 tb of data. Most
of these data is related to safety and status of various equipment on
the �ights. A lot of this data should be �ltered and mined to gen-
erate a meaningful and usable data. Southwest Airlines partnered
with NASA for crunching this data and generating a meaningful
data. NASA uses machine learning algorithms to mine this data
[9].

�is collected data from the �ight can be analysed to decide a
desired value for variables like altitude, wind speed, thrust, weight
of the aircra� are proposed to the pilot for increased fuel economy.
�is data can also be helpful in deciding the nature of services
according to the nature of the location and fuel costs [6].

2.3 Personalized promotion
In the advent of smart devices, all the industries including airline
industry have come closer to the customer. Variables which are
considered as characteristics are studied from the customer data
available through their interaction with customers. �ese details
range from preferences to behaviour of the customer. �is data is
analysed to study the behaviour of the customer and improve his
experience with the airline industry [2].

2.4 Pricing strategies
Pricing is an important strategy to generate pro�ts. It is quite o�en
to see a price bump of the airfare during the payment or checkout
process. �is is because of increase in demand for the journey. �is
demand data is analysed in the servers and a revised price is shown
on the customers screen in less than minute. �is calculations and
analysis requires high computing power and e�cient algorithms.
EasyJet has uses arti�cial intelligence to determine the price of seat
based on deman d[2].

3 DATA SOURCES
3.1 In-Flight Data
QAR Data: �ick Access Recorder records the statistics of the �ight
like speed, height, speed, altitude, at any instance during �ight [1].
�is data is stored in servers and processed

ACARS Data: Aircra� Communications Addressing and Report-
ing System is a online data transmission system which transmits
data to ground through the aircra��s satellite communication
system[11]. ACARS records values of di�erent parameters dur-
ing a event. An event is an action performed by the aircra�. �e
sensors mounted on the �ights� brakes, wings, doors, send data
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to the ground sta� using ACARS. Aircra� connection sensors and
equipment monitoring system also uses this ACARS to transmit
the data to ground.

3.2 Data from mobile and web applications
Now-a-days all the customer interactions with airline industry
is through web. All the web applications and mobile applica-
tions which are developed for interacting with customer are smart
enough to store the variables which are used to study the customer
behaviour [2]. �is portion of data sources generates the data at
increasing rates due to the evolution of customer�s interaction with
internet.

3.3 Historical Data
Data available from the previous analytics and recordings consti-
tutes a major portion. �ese are generally excel sheets or other
forms of data stored in servers or �les. �ese can be used for pre-
dictive analysis of the �ight.

3.4 Other Sources
Other sources like weather sensors, internet, analysis from third
party vendors which help airline industry in scheduling and pre-
dicting �ight delays .

4 CLOUD STORAGE IN AVIATION INDUSTRY
According to[12], Cloud computing is an IT process in which a
speci�c application which belong to an organisation or individual
is hosted on shared pool of servers. �is data storage in these shared
pools of servers can be provisioned on demand and can be resized
according to the change in needs.

As aviation is industry produces enormous amounts of data, this
requires high capacity computing servers to store and access them
on demand. �is makes the local storage and maintenance costly
and time consuming. Airlines can outsource this activity by hosting
their applications on cloud storage on any of the vendors either
on public or private clouds[5]. �is model helps them in reducing
costs and heavy IT infrastructure maintenance and allows more
room for them to concentrate on their own business.

In aviation industry, data is very rapid and requires faster storage
and retrieval of data for e�cient transactions. As these are shared
pool of servers, these servers experience heavy data tra�c. �ese
servers are equipped with e�cient load balancers. �is ensures
high availability and high speed of data access.

Customer Service can be increased without the increase in the IT
infrastructure or IT workforce. As the infrastructure is outsourced,
there will be minimal downtimes for activities like upgrades and
maintenance �is improves the customer experience[3].

Aircra� maintenance involves changing and repairing various
components of aircra� while keeping a complete track of all these
changes and replacements. Cloud computing technologies o�er
good solutions and reduces the complexity of maintenance[3]. Ar-
chitectures are developed to track these changes and providing
this information and analytics to the appropriate people on their
devices.

Companies like Virgin Atlantic, Endeavour Air has implemented
these solutions to enhance their Aircra� maintenance[10].

5 CHALLENGES IN IMPLEMENTING BIG
DATA

5.1 Data Size
With the advent of Internet of things, all the components of the
aircra� are ge�ing connected to the Internet. �is enables com-
munication between with the airline components and the ground
sta�. Every component detects its status and communicates it to
the respective department. �is results in generation of data and
complexities in handling this huge data. According to [4], a Virgin
Atlantic�s Boeing 787 generates approximately half terabyte of
data per week.

5.2 Data Format
Data is produced in various formats by their respective sources.
�is results in high complexity in calculation and visualization. �is
complexity increases when, data needs to be transferred among
various data sources or physical cloud databases[5].

5.3 Security
In Aviation Industry, a large amounts of customer data are stored
and processed for be�er analytics in marketing and promotion, this
involves a huge risk. Almost a hundred and ��y parameters related
to customer is taken from their interactions[2], this data can be
misused to locate customer by the a�acking agents

As huge amounts of data related to aircra� and its maintenance
is analysed and stored, this data can be vulnerable and can hamper
aircra� security.

Advent of Cloud computing not only brings in advantages like
lower IT maintenance cost, ease of other maintenance activities, but
also brings in security issues alongside. Security measures higher
than Industry standards must be used to protect data in shared
pools of servers.
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7 CONCLUSION
Big Data Analytics has provided impactful solutions in computing,
storing and managing large amounts of data while lowering infras-
tructure costs and maintenance costs. �is brief summary provides
a overview of application of Big Data technologies in various as-
pects of Aviation Industry like Baggage handling, Aircra� safety,
Customer Experience and Marketing. �e discussion expands to
various kinds to data sources for aviation industry and gives in-
formation about advantages of cloud storage. �ough Big Data
Analytics have provided prominent solutions in Aviation industry,
it still has challenges related to security and protection of data.
Research is being conducted in these areas to make more secure.
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ABSTRACT
A future of driverless cars is coming and with it comes a change in
some industries. �ere will be both positive and negative impacts
to jobs in these industries. �e most obvious negative impacts are
to driver-centric jobs such as taxi and truck drivers. Other indus-
tries, such as those directly related to producing and maintaining
driverless cars, will see an incline in the number of jobs available.
Data analytics can and will be used to help predict speci�c impacts
and their e�ect on the overall United States (US) employment rate.
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1 INTRODUCTION
Overall there are an estimated four millions jobs[14] providing
direct income to individuals and families which are based on a
person driving a vehicle. �e vehicle itself may vary, cars, short
and long-haul trucks, and buses to name a few, but they all require
driver today. �at requirement, a human driver, will no longer be
necessary in the future. Driverless vehicle technology is moving
forward at fast pace. As the technology gets be�er and cheaper its
ability to alter the employment scene in the US increases. “When
autonomous vehicle saturation peaks, U.S. drivers could see job
losses at a rate of 25,000 a month, or 300,000 a year.”[1]

While most people think of negative impacts to employment
due to driverless cars, less driving based jobs, there will also be
positive impacts where jobs will be created. In order for the US
to best meet the change in job demand, it must �rst be able to
understand the impacts. Big data analytics can help to understand
what these impacts may be, who they a�ect, where the impacts will
be seen the most, and provide an opportunity for those impacted
to prepare. �is can be aided by data analytic models which can
forecast the impact to industries in future years. �e impact can
then be leveraged more locally by breaking down the numbers
state by state and city by city. Job losses will have an economic
impact to the local economy while new jobs will have a positive
impact. However, these changes may not generally occur in the
same geographic area. Job losses and new jobs will also impact
di�erent demographics of workers.

2 JOB LOSSES
2.1 Passenger Transportation
One job category which will directly impacted by driverless ve-
hicles is the transportation of people from place to place. �ose
providing on demand services such as taxis, ride hailing services
(Uber, Ly�), and personal chau�eurs employed over 305,100 people
with an average pay of $24,300 across the US in 2016[11]. Another
687,200 people were employed as bus drivers with an average pay
of $31,920[7]. Combined this is almost one million jobs. �ese
jobs tend to be more concentrated in larger cities. Once driverless
vehicles are approved and people become more accepting of them
these jobs will begin to disappear. �e adoption rate could be faster
than anticipated because many people may prefer driverless over
a human driver for safety reasons. Not only is it expected that
driverless vehicles will be much safer than those driven by people,
they would never be approved if they are not, but some people are
leery of ge�ing into a vehicle with someone they do not know.

2.2 Goods Transportation
Aside from transporting people from place to place, vehicles are
used to transport goods from place to place. In 2016 the heavy and
tractor-trailer transportation industry employed 1,871,700 people
directly driving the trucks with an average salary of $41,340[10]. In
addition delivery truck drivers employed another 1,421,400 people
with an average wage of $28,390[8].

Combining passenger and goods transportation accounted for
almost 4.3 million jobs in the United States. �e total wages earned
by them was almost $150 billion. �e average employment in 2016
across all twelve months was 144.3 million[9]. Comparing the
employment numbers shows that approximately 2.97 percent of
jobs in the United States rely directly on the ability of a person to
perform the function of driving a vehicle. �ese jobs will be at an
increasing threat from driverless vehicles once they are permi�ed
on the roads. As the jobs are eliminated, so is revenue to federal,
state, and local governments from the reduction of the $150B in
wages.

2.3 Non-Driving
�e impact of driverless vehicles does not only a�ect jobs which
require a driver. Managing a team of drivers requires support from
recruiting to human resources to managers. Many drivers eat at
least one meal on the go so a reduction in drivers a�ects businesses
such as restaurants, delis, and co�ee shops. �e ability of driverless
vehicles to avoid accidents be�er than human drivers, some esti-
mates up to 90 percent fewer accidents will mean less need for the
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current 445,000 auto repair jobs[4]. It has to be assumed that driver-
less vehicles will be programmed to obey all tra�c regulations so
as the percentage of human drivers declines the need for vehicle
enforcement and related court positions will decrease. �e loss of
driver income will decrease the amount of money to governments
who would have to cut back on the number of people they employ.
“Other peripherally-impacted jobs could include street meter maids,
parking lot a�endants, gas station a�endants, rental car agencies,
and more.”[4] All of these items will factor into the impact of driver-
less vehicles on employment. To build a proper analysis of true,
overall impact of driverless vehicles a model must include all these
factors or it will not account for employment changes in indirect
job markets.

3 NEW OPPORTUNITIES
Not all news about the anticipated proliferation of driverless vehi-
cles is bad. Many industries will expand and new ones will start
up. �ere are many companies investing in the hardware and so�-
ware needed to make the technology viable. Driverless vehicles
themselves will provide an opportunity for small businesses and
entrepreneurs. If someone does not have to drive the vehicle any-
more they will have time to do something else. Easy answers such
as watching television or a movie, using their smart phone, or a
computer are possibilities. However there are many untapped ideas
yet to come for someone who sees the inside of a vehicle as an
open space to be transformed into something di�erent. It has been
estimated that driverless vehicles “could add as much as $2 trillion
to the US economy alone by 2050.”[6]

4 PREDICTING THE IMPACTS
So how can big data analytics help to predict the impact of these
changes on employment in the United States? �e key will be
creating good predictive models. �e answer is not as simple as
estimating the number of jobs which will decrease and compar-
ing it to the number of jobs expected to increase. Employment
and unemployment rates are much more complex to predict. “If
a �rm lays o� 1000 workers, only a fraction will enter the ranks
of the unemployed”[12]. �is may seem surprising to some, but
it is explained by the dynamics which need to be modeled. One
of the premises of employment models is that “workers live for-
ever, spending their lives moving between unemployment and
employment”[13]. �is is not saying that each individual worker
lives forever, but that as a whole workers need to work and will
actively seek to be employed.

A big data analysis must also take into account the demographics
of the workers. 4.23 percent of African American workers are
employed in a driving occupation and 3.25 percent are of Hispanic
descent. �e top �ve states which employ drivers are California,
Texas, New York, Florida, and Illinois. �ese jobs pay on the average
more than non-driving jobs for similarly skilled people[14]. �is
means that the jobs being lost are not easily replaced with jobs of
the same pay. So even for those who are able to �nd other work it
means that their standard of living will be reduced.

�e further complicate predicting the impact of driverless vehi-
cles is the di�erence in jobs skills needed. Many of the jobs lost are
lower skill jobs; they do not require degrees. Many of the jobs being

generated by the driverless car industry will be higher skills such as
analyzing all the data which will be generated by the vehicles and
their passengers. (Wired) �at means the model must take into ac-
count “the match between the searchers’ characteristics and those
of the available jobs”[12]. Another issue with the impact on em-
ployment is that it will not be homogeneous throughout the United
States. Studies show that “job seekers in depressed areas may not
be able or willing to relocate to areas with be�er job prospects”[5].
�is means that jobs lost in one area are not �lled by those who
lost their jobs if the replacement job is not in the same area.

5 USING THE ANALYSIS TO CURTAIL THE
IMPACT

One of themodels used in employment calculations is the Aggregate
Demand/Aggregate Supply model. Aside from demand and supply
it takes into account “a wide array of economic events and policy
decisions” [3]. �is is one important aspect of any model used to
help predict the impact of driverless cars on the economy; the fact
that policy decisions are part of the equation. Driverless cars will
not become a reality without federal, state, and local governments
passing legislation around their use. In doing so the impact of
driverless cars may be lessened or spread out over time.

�e models can also be used to help minimize the impact on un-
employment. In predicting the impact of the change in technology
and what areas will be impacted the most, the government will be
able to proactively take steps to train, retrain, or put other e�orts
into place to o�set the impact. By doing this type of analysis proac-
tively the impact of such changes can also be predicted. Providing
the right information to people can reduce unemployment, shorten
the time people are without jobs, and decrease the time that jobs go
un�lled. However it takes data analysis to do this. Job openings and
losses, must be examined with other data sources such as “changes
in the distribution of jobs across industries and regions, shi�s in the
demographic characteristics of the work force, and other changes
in the way labor markets operate”[2].

6 CONCLUSIONS
Driverless vehicles will become a reality in everyday life in the
near future. �e ability to move people and cargo from point to
point without the need of a human driver will impact the millions
of jobs which are based on driving. On the surface this does not
seem like an issue which requires too much data analysis; it is easy
to show that a loss in jobs a�ects employment rates. However
when it comes to employment the US cannot a�ord to be passive.
�e solution requires input from many data sources covering not
only the jobs, but geographic information and demographic data
on those a�ected.

By leveraging big data analytics, models can be created which
can predict what this impact is, what geographic locations will be
impacted, and which population demographic will be a�ected the
most. �e results of such models may be stark and they may be
surprising. What is important is to create data models which will
be based on factual data so that it can be understood before the
changes take place. By doing this, by leveraging data, a potential
major impact to the United States employments rate can be seen in
advance and prepared for.
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�is is the real power of using big data analytics to study the
impact driverless cars will have on the workforce: knowing what
is coming before it happens. �is can allow for plans to be made to
minimize the impacts and prepare those who could be a�ected the
most. �is can have a positive result not only at a national level, but
speci�cally at an individual level for workers who will be displaced,
but get help in preparing for the change which sets them up for
another opportunity. �is type of analysis is how advances in data
technology can help society predict and prepare for change in a
positive manner.
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